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Abstract

Internet of Things (IoT) has emerged as a new communication paradigm
in which everyday objects are connected to a worldwide network with the
objective of linking the physical and digital world. It is expected that IoT
boosts economic growth and has a significant impact on several aspects
of our daily lives. Wireless Sensor Networks (WSNs) is the branch of IoT
that deals with the management of ad hoc networks that are composed of
numerous sensor nodes. Despite recent progress, WSNs still suffer from
faulty sensor nodes and unreliable wireless links that deteriorate the net-
work performance. Hence, we investigate how to improve the network
resilience to faulty sensor nodes and unreliable wireless links without ex-
hausting its limited resources. To that end, we propose a framework which
includes the essential phases of self-healing, namely, information collec-
tion, fault detection, and fault recovery. By doing so, the self-healing
framework is a resource-efficient solution that improves the network re-
silience by using redundancies and adapting the topology to unexpected
network changes.

On the one hand, WSNs are deployed in hostile and hazardous locations
such as battlefields, volcanoes, forests, among others. Experience from
real-world deployments shows that nodes’ components can frequently fail
due to these severe environmental conditions. In this way, a node may be
malfunctioning because 1) the hostile environment destructed one of its
components; and, 2) it runs out of energy. Therefore, we address the prob-
lem of defective nodes’ components that unexpectedly fail. On the other
hand, comprehensive experimental studies also show that the link quality
varies significantly with time and space. The causes of this variability
are attenuation, multi-path fading, interferences, and radio hardware im-
perfections. Additionally, WSNs operate on unlicensed radio bands that
are also used by technologies such as WiFi and Bluetooth. In this way,
there is a large number of devices transmitting on these unlicensed radio
bands, which generates interference problems. Hence, we also address the
problem of unstable and crowded wireless channels.

We propose a conceptual framework for putting together self-organizing
and self-healing techniques. This framework is called the self-healing
framework and it is capable of coping with unstable wireless links and
faulty nodes. We divide the framework into two major components: self-
organization and self-healing. In the self-organization component, we
build a tree topology that determines routing paths towards the sink.
In the self-healing component, the tree topology copes with both types of
failures by following three steps: information collection, fault detection,
and fault recovery. In the information collection step, the nodes determine
the current status of the network by gathering information from the MAC
layer. In the fault detection step, the nodes analyze the collected informa-
tion and detect faulty nodes/links. In the fault recovery step, the nodes
recover the tree topology by replacing the faulty components with redun-
dant ones (i.e., backup components). This framework allows a resilient
network that recovers itself without depleting the network resources.
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Chapter 1

Introduction

This Chapter introduces our research by giving the reader an overview of the dis-
sertation. In Section 1.1, we present a general outlook of Wireless Sensor Networks
(WSNs) by including its primary limitations. In Section 1.2, we describe the re-
search problem and propose a solution strategy. Finally, in Section 1.3, we show the
organization of the document by describing the Chapters.

1.1 Overview of Wireless Sensor Networks

The study of Wireless Sensor Networks (WSNs) began in the second half of the twenty
century when the United States military forces positioned acoustic sensors in the At-
lantic and Pacific oceans to detect and track Soviet submarines. Afterward, the U.S.
Department of Defense started a program called Distributed Sensor Network in col-
laboration with two prestigious universities—Massachusetts Institute of Technology
and Carnegie Mellon University—where they formally inquired into the challenges
of implementing WSNs for civilian applications [6]. As a result, the field of WSNs
pervaded civilian scientific research. Since then, the researchers have developed a lot
of WSNs applications for diverse fields, such as industrial operations [7][8], health-
care [9][10], environment [11][12], infrastructure [13][14], tracking [15] [16], among
others.

WSNs are deployed in areas of interest with the purpose of measuring a group of
physical variables (e.g., temperature, humidity, light, among others) and reporting
these data to the final user (See Figure 1.1). To do that, WSNs are composed of hun-
dreds or thousands of nodes which are capable of acquiring information from their
surroundings and transmitting it to a central computer (a.k.a, sink). It is important
to mention that the nodes have limited resources because this helps to keep network
costs low. Nodes are equipped with four main components, namely, non-rechargeable
batteries, a low-power microcontroller, a low-power transceiver, and multiple low-
power sensors; where each component has stringent limitations. We present these
limitations in the following paragraphs.

Generally, WSNs are powered by non-rechargeable batteries which support highly
energy-consuming tasks such as communication, processing, and sensing. Therefore,
the nodes must efficiently manage their energy resources to preserve them as long as
possible. It is infeasible to replace the nodes’ batteries because WSNs are deployed in
harsh and remote areas. In this way, providing on-site technical service is nonviable.
Instead of replacing nodes’ batteries, some authors propose to harvest energy from
the environment (e.g., solar, thermal or hydraulic energy) producing an uninterrupted
power supply [17][18]. However, current harvesting systems are bulky and costly
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Figure 1.1: General diagram of a Wireless Sensor Network.

which has limited their widespread use. For this reason, other authors have focused
their research on efficiently managing energy resources at all levels. For example,
numerous surveys present recent research on energy-efficiency mechanisms in areas
such as routing [19], sensing [20], security [21], MAC [22], neighbor discovery [23],
among others. In this way, the energy consumption problem is a fundamental concern
among researches, and it has been widely studied.

So far, we have presented one fundamental problem of WSNs, namely, energy
consumption. However, nodes’ constrained resources impose other challenges such as
unstable and unreliable wireless links. Four factors can explain this issue. The first
one is the low transmission power employed by the transceiver; the second factor is
that radio signals are deteriorated by attenuation and multi-path fading; the third
factor is radio hardware imperfections; and, the fourth factor is interference caused by
the use of unlicensed radio bands. It is essential to explain the fourth factor further.
WSNs operate on unlicensed radio bands where they compete with other devices to
access the shared medium. Generally, WSNs use the Industrial, Scientific, and Medi-
cal (ISM) band at 2.4 GHz in which also operate other technologies such as Wi-Fi and
Bluetooth [3]. Hence, the nodes compete with each other and with Wi-Fi/Bluetooth
devices to access the shared medium. This competition results in the degradation of
the link quality. Numerous media access control (MAC) protocols have been devel-
oped to access the shared medium and avoid collision of packets [24][25]. For example,
in CSMA/CA, the nodes sense the channel before transmitting. To sum up, the four
factors explained above create unstable and unreliable wireless links. Several authors
have reported this behavior, for example, in Ref. [26] the packet reception rate (PRR)
unpredictably oscillate between 10% and 90%; in Ref. [27] the link quality varies over
time; and, in Ref. [28] the nodes cope with asymmetric communication links.

In addition to energy scarcity and wireless instability, a WSN implementation
includes other problems. First, the nodes have a low-power microcontroller with lim-
ited computational abilities. In fact, the microcontroller generally has a speed of
about 8-16 MHz with 128-256 kB flash memory, and 4-8 kB of RAM [29]. Due to
these limited processing resources, the nodes cannot support complex algorithms; on
the contrary, the processing requirements must be lightweight. Additionally, the low
storage capacity of the flash and RAM make it necessary to use an external flash
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memory; however, this memory is in the order of megabytes to keep network costs
low. In this way, we can say that WSNs have limited storage resources which impose
constraints when designing applications. Secondly, the nodes have energy-efficient
radio transceivers that provide low bandwidth communication. In fact, the effective
data rate of a typical node is about 250 kbps. Thirdly, WSNs are deployed randomly
(e.g., scattered from an airplane) in remote environments such as forests, volcanoes,
or battlefields where the nodes could get physically destroyed due to the harsh con-
ditions. Due to this random deployment, the nodes build the topology without any
previous knowledge about nodes’ location, nodes’ neighborhood, channel conditions,
among others.

Until now, we have presented the main WSNs problems, namely, energy scarcity,
unreliable wireless links, limited processing capacity, low storage capacity, physical
damage to the nodes, and random node deployment. We enumerate the indispensable
strategies that WSNs employ to cope with these issues:

� Energy Efficiency for Hardware and Software: To address the energy
scarcity problem WSNs must employ energy-efficient hardware and software.
Concerning hardware, we have mentioned that the nodes consist of low-power
components such as a microcontroller, transceiver, and sensors. Additionally,
recent research has proposed to harvest energy from the environment [17][18].
Concerning software, we have mentioned that various authors have presented
mechanisms to achieve energy-efficient routing [19], sensing [20], security [21],
neighbor discovery [23], media access control [22], among others.

� Lightweight Mechanisms: WSNs cannot support complex algorithms be-
cause the nodes employ low-power microcontrollers. Hence, the processing and
memory requirements of the mechanisms must be lightweight.

� Self-Organization Mechanisms: WSNs are deployed in remote and harsh
environments where on-site technical service is expensive and infeasible. For this
reason, the nodes must build the topology without any human intervention. Ad-
ditionally, the topology must be constructed without any previous knowledge
(e.g., nodes’ location, nodes’ neighborhood, channel conditions, among others)
since the nodes are randomly deployed (e.g., they are scattered from an air-
plane). In this way, the ability to construct the topology by using no human
intervention and no previous topology knowledge is known as self-organization.

� Self-Healing Mechanisms: WSNs cope with two problems once the topology
has been constructed. The first one is the physical damage of nodes due to the
harsh environmental conditions. The second problem is that wireless links are
unstable and unreliable [26][27][28] because of radio hardware imperfections,
interference, attenuation, multi-path fading, low power transmission, among
others. To address both problems, WSNs implement self-healing mechanisms
that recover the network when there are faulty nodes and unreliable wireless
links.

In summary, we have presented the main WSNs problems. Subsequently, we have
shown the essential strategies that WSNs use to cope with those issues. In Section 1.2,
we present the specific problems that we tackle in the dissertation. Besides, we
introduce the solution strategies to cope with those problems by presenting a self-
healing framework. It is important to mention that the self-healing framework is the
core of the research.

3



1.2 Research Problem and Solution Strategy

WSNs consist of hundreds or thousands of sensor nodes that monitor a set of physical
variables (e.g., temperature, humidity, light, among others) in an area of interest. The
sensor nodes send information to a central computer (a.k.a, sink) using a multihop
approach. To that end, the nodes transmit on unlicensed radio bands, such as the
Industrial, Scientific, and Medical (ISM) band at 2.4GHz. The transmission power
of the nodes is low since they are battery-powered. So, WSNs operate on unlicensed
radio bands with low transmission power, which results in unstable wireless links.
On the other hand, WSNs are deployed in remote and harsh environments where the
nodes face adverse weather conditions. In this way, the nodes are prone to frequent
component failures. In this dissertation, we address the problem of unstable wireless
links and faulty nodes.

In WSNs, the wireless link quality is a fundamental issue since the proper func-
tioning of the network depends on it. For this reason, ensuring the link quality should
be a priority. However, comprehensive experimental studies show that the link quality
varies significantly with time and space [30, 31, 32, 33]. The causes of this variability
are attenuation, multi-path, interferences, fading, and radio hardware imperfections.
Specifically, the authors in Ref. [34] emphasize three high-level observations based
on experimental studies. The first observation is that there is a zone in the network
where the packet reception rate can fluctuate from 10% to 90%; this zone is called
the gray zone [35]. The second observation is that the link quality changes over time
because of the combined effect of multipath fading and alterations in the enclosing en-
vironment [36]. Finally, the third observation is that the links are asymmetric, which
means that the fact that a node can transmit to its neighbor does not guarantee the
communication in the other direction [37].

Additionally, the nodes communicate via unlicensed radio bands that any device
can use freely. Typically, WSNs transmit on the Industrial, Scientific, and Medical
(ISM) radio band, which is centered at 2.4GHz. Moreover, the IEEE 802.15.4 stan-
dard allocates 16 channels within this band, each one with a bandwidth of 2MHz.
Unfortunately, other technologies such as WiFi and Bluetooth also work on the ISM
band. In this way, there is a large number of devices transmitting on this band,
which generates interference on the channels. The interference problem arises when
a group of devices shares a transmission medium. Fortunately, the medium access
control (MAC) layer defines the rules to transmit on a shared medium. In WSNs, the
IEEE 802.15.4 standard uses Carrier Sense Multiple Access with Collision Avoidance
(CSMA/CA) in the MAC layer. In CSMA/CA, the nodes sense the channel before
transmitting to guarantee it is idle. Besides, the receiver responds with an acknowl-
edgment (ACK) to a successful transmission. In case that the transmitter does not
receive the ACK, it waits a random time (a.k.a., binary exponential backoff) before
attempting to re-transmit. To sum up, we address the problem of an unstable and
crowded wireless channel, whose quality varies significantly with time and space.

On the other hand, WSNs are deployed in hostile environments or hazardous
locations where on-site technical service is infeasible (e.g., battlefields, volcanoes,
forests, among others). Since human intervention is nonviable in such places, the
network must handle itself the failures. The ability to recover from failures without
any human intervention is known as self-healing. According to DARPA [38], self-
healing represents one of the most desired operational properties in WSNs. Moreover,
experience from real-world deployments [39, 40] shows that nodes’ components can
frequently fail due to the severe weather conditions. In this way, a node may be
malfunctioning because one of its components is damaged or the hostile environment
destructed it. Besides, the node may be malfunctioning because it runs out of energy.
To sum up, we also address the problem of defective nodes’ components that may fail
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randomly and unexpectedly in the network.
Until now, we have presented the two problems that we address in this dissertation:

unstable wireless links and defective nodes’ components. We found in the state-
of-the-art (See Chapter 3) that two strategies are widely employed to cope with
those problems: self-organization and self-healing. Hence, we propose a self-healing
framework that includes both strategies to guarantee the proper functioning of a
WSN. First of all, we explain in detail the concepts of self-organization and self-
healing since our dissertation focuses on both mechanisms.

WSNs are deployed in remote and harsh environments where on-site technical ser-
vice is expensive and infeasible. For this reason, the nodes must build the topology
without any human intervention. Additionally, the topology must be constructed
without any previous knowledge (e.g., nodes’ location, nodes’ neighborhood, chan-
nel conditions, among others) since the nodes are randomly deployed (e.g., they are
scattered from an airplane). In this way, the nodes’ ability to construct the topol-
ogy by using no human intervention and no previous topology knowledge is known
as self-organization.1 We found in the state-of-the-art (See Chapter 3) that self-
organization can be mainly divided into two stages: topology construction and topol-
ogy management. In the topology construction stage, a tree or cluster topology
is built.2 In the topology management stage, several mechanisms are implemented
to transport data with high-quality standards, such as sleep schedule, transmission
power control, and load balancing.3

Once the topology has been constructed, WSNs cope with two additional prob-
lems. The first one is the physical damage of nodes due to the harsh environmental
conditions. The second problem is that wireless links are unstable and unreliable
because of radio hardware imperfections, interference, attenuation, multi-path fad-
ing, low power transmission, among others [26][27][28]. To address both problems,
WSNs implement self-healing mechanisms that recover the network from faulty nodes
and unreliable wireless links. In this way, self-healing is the nodes’ ability to de-
tect failures and use hardware/software redundancies to recover the network.4 We
found in the state-of-the-art that self-healing can be mainly divided into four stages:
information collection, fault detection, fault classification, and fault recovery. The
information collection stage can be executed in a centralized or distributed manner.
In the former approach, the sink acquires the network status by saving metrics re-
lated to the whole network; whereas, in the latter approach, the nodes acquire the
network status by saving metrics related to their neighbors and wireless links.5 In the
fault detection stage, the nodes infer the faults by analyzing the information of the
previous stage.6 Here, it is important to mention the trade-off between the amount
of information, fault detection accuracy, and energy consumption. If we collect large
amounts of information, it will produce a high-accuracy fault detection at the cost of
high-energy consumption; but if we collect small amounts of information, it will pro-
duce a low-accuracy fault detection at the cost of low-energy consumption. Therefore,
we are interested in obtaining the highest fault-detection accuracy possible by using
as few information as possible. In the fault classification stage, the nodes classify the
failure into four types: data failure, node failure, link failure, and node reboot.7 In
the fault recovery stage, the nodes employ hardware and software redundancies to

1For more information on self-organization, please see Section 3.2
2For more information on topology construction, please see Section 3.2.1
3For more information on topology management, please see Section 3.2.2
4For more information on self-healing, please see Section 3.3
5For more information on information collection, please see Section 3.3.1
6For more information on fault detection, please see Section 3.3.2
7For more information on fault classification, please see Section 3.3.3
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keep transporting packets even in the presence of failures.8

On the basis of self-organizing and self-healing mechanisms, we propose a self-
healing framework to cope with unstable wireless links and faulty nodes. In this way,
the self-healing framework allows a resilient network that can recover quickly and
easily from both types of failures. The self-healing framework has two major com-
ponents: self-organization and self-healing (See Figure 1.2). In the self-organization
component, we build a tree topology that determines routing paths towards the sink.
In the self-healing component, the tree topology copes with unstable wireless links
and faulty nodes by following three steps: information collection, fault detection, and
fault recovery. In the information collection step, the nodes determine the current
status of the network by gathering information from the MAC layer. In the fault
detection step, the nodes analyze the collected information to detect faulty nodes or
links. In the fault recovery step, the nodes recover the tree topology by replacing the
faulty components with redundant ones (i.e., backup components).
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Figure 1.2: Block diagram of the self-healing framework.

Next, we mention the mechanisms used in each stage of the self-healing framework
and the Chapters where the reader can find more information. In this way, in the
topology construction stage, we build a tree topology by using an algorithm know as
Dynamic Gallager-Humblet-Spira (DGHS) that finds the minimum spanning tree of
a graph (See Chapter 4). In the information collection stage, we collect cross-layer
information (i.e., data from the MAC layer) by measuring the number of packets
loss and the end-to-end latency (See Chapter 5 and 7). In the fault detection stage,
we analyze the cross-layer information with two different mathematical tools that
determine whether there are failures or not: Naive Bayes Classifier (See Chapter 7),
and statistical distances (See Chapter 5). Finally, in the fault recovery stage, the
nodes cope with the detected failures by using two techniques: interference-free paths
(See Chapter 7), and disjoint paths (See Chapter 6).

1.3 Organization of the Document

We briefly present the content of each chapter. In Chapter 2, we present the dis-
sertation proposal by discussing the research question, objectives, and hypothesis.

8For more information on fault recovery, please see Section 3.3.4
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Subsequently, we describe in detail the self-healing framework which is the core of
the dissertation. Finally, we present the contributions of our work.

In Chapter 3, we present the state-of-the-art related to our research. First, we
describe the enabling technologies that support WSNs. Secondly, we present the basic
requirements for any application. Thirdly, we show novel mechanisms to identify
interference problems on wireless channels. Subsequently, we describe, compare, and
analyze recent self-organizing mechanisms. We divide the self-organizing process into
topology construction and management. In the topology construction, we explain how
to build clusters, trees, and meshes. In the topology management, we present three
mechanisms to operate the network: load balancing, transmission power control, and
sleep schedule. On the other hand, we divide the self-healing process into four steps:
information collection, fault detection, fault classification, and fault recovery. Then,
we describe, compare, and analyze recent mechanisms for each step. Finally, we unify
the self-organizing and self-healing concepts in a single framework. It is important
to mention that this Chapter is based on the following journal publication, for which
we obtained a permit for reuse given by the Copyright Clearance Center through the
license number 4399371391613.

S. Diaz, D. Mendez, and R. Kraemer. A review on self-healing and self-
organizing techniques for wireless sensor networks. In Journal of Circuits,
Systems, and Computers Vol. 28, No. 5, May 2019.

In Chapter 4, we propose the Dynamic Gallager-Humblet-Spira (DGHS) algorithm
that builds and maintains a minimum spanning tree. To do so, we divide DGHS
into four phases, namely, neighbor discovery, tree construction, data collection, and
tree maintenance. In the neighbor discovery phase, the nodes collect information
about their neighbors and the link quality. In the tree construction, DGHS finds the
minimum spanning tree by executing the Gallager-Humblet-Spira algorithm. In the
data collection phase, the sink roots the minimum spanning tree at itself, and each
node sends data packets. In the tree maintenance phase, the nodes repair the tree
when communication failures occur. The emulation results show that DGHS reduces
the number of control messages and the energy consumption, at the cost of a slight
increase in memory size and convergence time. It is important to mention that this
Chapter is based on the following conference publication, for which we obtained a
permit for reuse given by the Copyright Clearance Center.

S. Diaz, D. Mendez, and M. Schölzel. Dynamic Gallager-Humblet-Spira
Algorithm for Wireless Sensor Networks. In Communications and Computing
(COLCOM), 2018 IEEE Colombian Conference on, pages 1-6, 2018.

In Chapter 5, we propose the Interference Characterization and Identification
(ICI) mechanism, which identifies the level of interference on a wireless link, and
locates the source of interference. ICI comprises two phases: interference character-
ization and identification. In the first phase, we propose a novel metric called LP
(it is based on measurements of Latency and Packet loss) to characterize the qual-
ity of the wireless link. In the second phase, we identify the level of interference on
the wireless link by computing two statistical distances: Kolmogorov-Smirnov and
Cramér-von Mises. Besides, we also determine whether the source of interference
is close to the transmitter or the receiver. The results show that we can efficiently
determine the percentage of interference on a wireless link and the location of the
source of interference. It is important to mention that this Chapter is based on the
following conference publication, for which we obtained a permit for reuse given by
the Copyright Clearance Center.
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S. Diaz, D. Mendez, and R. Kraemer. ICI — Interference characteriza-
tion and identification for WSN. In Wireless Telecommunications Symposium
(WTS), Chicago, IL, 2017, pp. 1-7. 2017.

In Chapter 6, we propose a mechanism called Disjoint path And Clustering Al-
gorithm (DACA) that combines topology control and self-healing mechanisms to in-
crease the network lifetime with minimum loss of coverage. Initially, DACA con-
structs a tree that includes all nodes of the network by using the Collection Tree
Protocol. This tree is an initial communication backbone through which DACA cen-
tralizes the information. Then, DACA builds a set of spatial clusters using K-means
and selects the Cluster Heads (CH) using Particle Swarm Optimization (PSO) and
a multi-objective optimization function. Subsequently, DACA reconstructs the tree
using only the CHs. In this way, DACA reduces the number of active nodes in the
network and saves energy. Finally, DACA finds disjoint paths on the reconstructed
tree by executing the N-to-1 multipath discovery protocol. By doing so, the network
overcomes communications failures with a low control message overhead. It is impor-
tant to mention that this Chapter is based on the following conference publication,
for which we obtained a permit for reuse given by the Copyright Clearance Center.

S. Diaz and D. Mendez. DACA - Disjoint path And Clustering Algo-
rithm for self-healing WSN. In Communications and Computing (COLCOM),
2015 IEEE Colombian Conference on, pages 1-5, May 2015.

In Chapter 7, we propose a mechanism that builds and maintains a tree topology,
which estimates the level of interference on the wireless channel and takes routing de-
cisions accordingly. We call our mechanism Construction of an Interference-Tolerant
Tree topology (CITT) and divide it into three steps: information collection, fault
detection, and fault recovery. In the first step, CITT gathers data related to the
interference from the MAC layer. In the second step, CITT estimates the level of in-
terference on the wireless channel by using a naive Bayes classifier. In the third step,
CITT finds the routing paths with the lowest levels of interference. We implemented
CITT on Contiki and evaluated it on a real testbed composed of 10 nodes. The
results show that CITT outperforms RPL regarding end-to-end latency and packet
reception rate, at the cost of a slight increase in power consumption. It is important
to mention that this Chapter is based on the following journal publication.

S. Diaz, D. Mendez Construction of an interference-tolerant tree topol-
ogy using cross-layer information. Submitted to Pervasive and Mobile Comput-
ing Vol., No., 2019.

Finally, we discuss the conclusions of our work in Chapter 8.
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Chapter 2

Dissertation Proposal

In this Chapter, we describe the dissertation proposal. To do that, we present the
research question, objectives, and hypothesis in Section 2.1, 2.2, and 2.3, respectively.
In Section 2.4, we propose the self-healing framework by using self-organizing and
self-healing mechanisms (See Figure 2.1). Moreover, we present our contributions in
Section 2.5.

2.1 Research Question

The research question that guides the investigation is:
How can the resilience of WSNs to faulty sensor nodes and unreliable wireless links

be improved without exhausting its limited resources?

2.2 Research Objectives

We present the general research objective which is divided into three specific objec-
tives.

General Objective: Improve the resilience of WSNs by detecting node/link fail-
ures and repairing the network topology considering the limited resources of real sensor
nodes.

Specific Objectives:

� Detect faulty sensor nodes and unreliable wireless links in a distributed manner.

� Recover a WSN from faulty sensor nodes and unreliable wireless links by ex-
ploiting network redundancies and adapting the topology.

� Evaluate the proposed framework on real nodes by quantitatively comparing
the network performance with a state-of-the-art mechanism.

2.3 Research Hypothesis

The research hypothesis that guides the investigation is:
It is possible to improve the resilience of WSNs to faulty sensor nodes and unreli-

able wireless links by exploiting network redundancies and adapting the topology.
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2.4 The Self-Healing Framework

First, we briefly recall the research problem. Secondly, we tackle the problem by
proposing a self-healing framework. Finally, we match each stage of the self-healing
framework to a Chapter of this document. In this way, we give the reader an overview
of how to approach this document.

WSNs are deployed in hostile and hazardous locations such as battlefields, vol-
canoes, forests, among others. Experience from real-world deployments shows that
nodes’ components can frequently fail due to these severe environmental conditions [39,
40]. In this way, a node may be malfunctioning because 1) the hostile environment de-
structed one of its components; and, 2) it runs out of energy. Therefore, we address
the problem of defective nodes’ components that unexpectedly fail. On the other
hand, comprehensive experimental studies also show that the link quality varies sig-
nificantly with time and space [30, 31, 32, 33]. The causes of this variability are
attenuation, multi-path fading, interferences, and radio hardware imperfections. Ad-
ditionally, WSNs operate on unlicensed radio bands that are also used by technologies
such as WiFi and Bluetooth. In this way, there is a large number of devices transmit-
ting on these unlicensed radio bands, which generates interference problems. Hence,
we also address the problem of unstable and crowded wireless channels.
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Figure 2.1: Self-healing framework with the implemented mechanisms and their lo-
cation in the document.

Until now, we have presented the two problems that we address in this dissertation:
defective nodes’ components and unstable wireless links. We found in the state-
of-the-art (See Chapter 3) that two strategies are widely employed to cope with
those problems: self-organization and self-healing. Hence, we propose a framework
whose principal components are self-organization and self-healing. On the one hand,
self-organization is the nodes’ ability to construct the topology by using no human
intervention and no previous topology knowledge. This ability is essential because
WSNs are deployed in remote and harsh environments where on-site technical service
is infeasible; besides, the nodes are randomly deployed (e.g., they are scattered from
an airplane), so, they do not know their neighbors in advance. On the other hand, self-
healing is the nodes’ ability to detect failures and use hardware/software redundancies
to recover the network. This ability is essential because comprehensive experimental
studies show that wireless links are unstable and nodes’ components are prone to
failures [39, 40, 30, 31, 32, 33]. The self-healing framework guarantees the proper
functioning of a WSN by using the ideas of self-organization and self-healing.
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We propose a conceptual framework for putting together self-organizing and
self-healing techniques. This framework is called the self-healing framework and it
is capable of coping with unstable wireless links and faulty nodes. In this way, the
framework allows a resilient network that recovers itself from both types of failures.
Figure 2.1 shows a general outline of the self-healing framework including its stages.
We present in detail the stages of the framework and match them with the Chapters
of this document. In this way, we give the reader an overview of how to approach
this document.

The first stage of the self-healing framework is the topology construction where
the nodes discover their neighbors and find paths towards the sink. Specifically,
we build and maintain a tree topology. Note that this first stage of the self-healing
framework corresponds to the self-organization of the network. In this way, we propose
the Dynamic Gallager-Humblet-Spira (DGHS) algorithm that constructs a minimum
spanning tree. To do so, we divide it into two phases, namely, neighbor discovery
and tree construction. In the neighbor discovery phase, the nodes collect information
about their neighbors and the link quality. In the tree construction phase, DGHS
finds the minimum spanning tree by executing the Gallager-Humblet-Spira (GHS)
algorithm. Note the distinction between DGHS - our mechanism - and GHS - the
algorithm proposed by Gallager Humblet Spira. GHS is a distributed algorithm that
join fragments progressively until there is only one remaining. The reader can refer
to Chapter 4 for detailed information about topology construction in the DGHS
algorithm.

Once we build a tree topology using DGHS, the second stage of the self-healing
framework is the information collection where the nodes determine the current status
of the network by gathering information from the MAC layer. Specifically, we collect
cross-layer information by measuring the number of packets loss and the latency in
the CSMA module. In this way, we propose the Interference Characterization and
Identification (ICI) mechanism that is divided into two phases: interference charac-
terization and identification. In the first phase, we propose a novel metric called LP,
which is based on measurements of Latency and Packet loss to characterize the qual-
ity of the wireless link. The reader can refer to Chapter 5 for detailed information
about data collection in the ICI mechanism.

The third stage of the self-healing framework is the fault detection where the nodes
analyze the collected information to detect faulty nodes or links. Specifically, we
analyze the information using the statistical distance, which is a mathematical tool
that determine whether there are failures or not in the network. To that end, we
propose the Interference Characterization and Identification (ICI) mechanism that
is divided into two phases: interference characterization and identification. In the
second phase, we identify the level of interference on the wireless link by computing
two statistical distances: Kolmogorov-Smirnov and Cramér-von Mises. Besides, we
also determine whether the source of interference is close to the transmitter or the
receiver. The reader can refer to Chapter 5 for detailed information about fault
detection in the ICI mechanism.

The fourth stage of the self-healing framework is the fault recovery where the
nodes recover the tree topology by replacing the faulty components with redundant
ones (i.e., backup components). Specifically, the nodes cope with the detected failures
by using disjoint paths. To that end, we propose the Disjoint path And Clustering
Algorithm (DACA), which finds redundant paths on the tree by executing the N-to-1
multipath discovery protocol. The N-to-1 protocol uses different branches of the tree
as redundant paths. DACA combines topology control and self-healing mechanisms
to increase the network lifetime with minimum loss of coverage. The reader can refer
to Chapter 6 for detailed information about fault recovery in the DACA algorithm.

It is important to mention that the self-healing framework executes its four stages
continuously, one after another, at all times. In this way, we propose a mecha-
nism that runs the four stages of the self-healing framework called Construction of an
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Interference-Tolerant Tree topology (CITT). It implements the self-healing framework
completely by combining the ideas from our previous mechanisms, namely, DGHS,
ICI, and DACA. In a nutshell, CITT estimates the level of interference on the wire-
less channel and takes routing decisions accordingly. We divide it into three steps:
information collection, fault detection, and fault recovery. In the first step, it gathers
data related to the interference from the MAC layer. In the second step, it estimates
the level of interference on the wireless channel by using a naive Bayes classifier. In
the third step, it finds the routing paths with the lowest levels of interference. The
reader can refer to Chapter 7 for detailed information about CITT.

2.5 Contributions
We describe the contributions of our work, the first contribution is the self-healing
framework itself and the remaining contributions correspond to each stage of the
framework.

The Self-Healing Framework:

Our principal contribution is the proposal of the self-healing framework. We found
in the state-of-the-art that an open problem in WSNs is its low performance due to
faulty nodes/links, specifically, comprehensive experimental studies show that nodes’
components are prone to failure and the link quality varies significantly with time
and space [39, 40, 30, 31, 32, 33]. Researchers have addressed both problems by
proposing numerous self-organizing and self-healing mechanisms (See Chapter 3);
however, they focus on particular problems and do not propose a complete solution
capable of coping with both problems: defective nodes/links. Therefore, we propose
a complete solution that copes with nodes/links failures: the self-healing framework.
This framework is a complete solution because it does not assume previous topology
knowledge and is capable of building and maintaining a tree topology. To do so, we
divide the self-healing framework into four stages: topology construction, information
collection, fault detection, and fault recovery. These stages are executed continuously,
one after another, at all times resulting in a resilient network that recovers itself from
nodes/links failures. The ability of the network to heal itself is one of the most desired
operational properties according to DARPA [38]. So, our principal contribution is
the proposal of a complete self-healing framework, which creates a resilient network
that recovers itself from nodes/links failures. The reader can refer to Section 2.4 for
detailed information about the self-healing framework.

Topology Construction:

Our second contribution is the proposal of a novel topology construction mechanism
that builds and maintains a tree topology. Numerous mechanisms have been proposed
to construct a tree topology (See Section 3.2.1.2). However, few mechanisms work in
a distributed manner and adapt the tree to the dynamic features of the network. So,
our contribution is to propose a distributed and adaptive algorithm called Dynamic
Gallager-Humblet-Spira (DGHS) that builds and maintains a minimum spanning tree.
DGHS is inspired by the Gallager-Humblet-Spira (GHS) algorithm [41, 42]. Note the
distinction between DGHS - our mechanism - and GHS - the algorithm proposed by
Gallager Humblet Spira. GHS is a static algorithm that finds the minimum spanning
tree in a network, but it does not repair the topology when node failures occur.
Additionally, GHS is a theoretical work that has not been evaluated on a wireless
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network setting. Thus, the contributions of DGHS are twofold: first, DGHS extends
GHS by repairing the tree when node failures occur; and, secondly, to the best of
our knowledge, this is the first work that evaluates a GHS-inspired algorithm in a
wireless network setting. The reader can refer to Chapter 4 for detailed information
about DGHS.

Information Collection:
Our third contribution is the proposal of a novel information collection mechanism
that gathers specific data from the MAC layer to estimate the level of interference on
the wireless channel. Numerous mechanisms have been proposed to collect informa-
tion and determine the current status of the network (See Section 3.3.1). However,
to the best of our knowledge, this is the first work that gathers data from the MAC
layer to estimate the level of interference on the wireless channel. Specifically, the
nodes collect information from the CSMA module by tracking the average backoff
time of the packets and the number of packets dropped. We found that both metrics
deteriorate as the level of interference increases; so, we selected them as indicators of
interference. Hence, our contribution is to propose the backoff time and the number
of packets dropped as suitable indicators of interference on the wireless channel. The
reader can refer to Chapter 5 and 7 for detailed information about data collection.

Fault Detection:
Our fourth contribution is the proposal of a novel fault detection mechanism that
analyzes the collected information and detects faulty nodes/links. Numerous mecha-
nisms have been proposed to identify the failures in the network (See Section 3.3.2).
However, to the best of our knowledge, this is the first work that uses a naive Bayes
classifier and statistical distances to detect defective nodes/links. On the one hand,
the nodes use the backoff time and the number of packets dropped as the input of a
naive Bayes classifier which determines the level of interference on the channel. On
the other hand, we also identify the percentage of interference on the wireless links
by computing two statistical distances: Kolmogorov-Smirnov and Cramér-von Mises.
Moreover, we determine the location of the source of interference, i.e., whether it is
located close to the transmitter or the receiver. Hence, our contribution is to propose
the naive Bayes classifier and the statistical distances as fault detectors. The reader
can refer to Chapter 5 and 7 for detailed information about fault detection.

Fault Recovery:

Our fifth contribution is the proposal of a fault recovery mechanism that heals the
tree topology from faulty nodes/links by replacing the defective components with re-
dundant ones (i.e., backup components). Numerous mechanisms have been proposed
to recover the network from failures (See Section 3.3.4). However, few mechanisms
use disjoint paths and interference-free paths to heal the topology. Specifically, we
use the different branches of the tree as disjoint paths. In this way, if a faulty node
disrupts the communication in a branch, we use the other branches as backups paths.
Moreover, we monitor the level of interference on the wireless channel and send the
data packets via the paths with the lowest level of interference. Hence, our contribu-
tion is to propose the disjoint paths and the interference-free paths as suitable routes
towards the sink. The reader can refer to Chapter 6 and 7 for detailed information
about fault recovery.
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Chapter 3

State of the Art

We present the state-of-the-art pertinent to the self-healing framework. We show this
framework again in Figure 3.1 because this Chapter explains the state-of-the-art of
each stage of the framework. To that end, we present, compare and analyze previous
work that also addresses the problems of self-organization and self-healing. So, this
Chapter gives the reader an overview of numerous techniques that partially tackle
the research problem.
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Figure 3.1: Self-healing framework highlighting the Chapter blocks.

The study of Wireless Sensor Networks (WSNs) began in the second half of the
twenty century when the United States military forces positioned acoustic sensors in
the Atlantic and Pacific oceans to detect and track Soviet submarines. Afterwards, the
U.S. Department of Defense started a program called Distributed Sensor Network in
collaboration with two prestigious universities (Massachusetts Institute of Technology
and Carnegie Mellon University), where they formally inquired into the challenges of
implementing WSNs for civilian applications [6]. As a result, the field of WSNs
pervaded civilian scientific research. Since then, a lot of WSNs applications have
been developed for diverse fields, such as industrial operations [7], healthcare [9],
environment [11], infrastructure [13], tracking [15], among others. WSNs are deployed
in an area of interest with the purpose of measuring a group of physical variables
(e.g., temperature, humidity, pollution, etc) and reporting this data to the final user.
To do that, WSNs are composed of numerous nodes which are capable of acquiring
information from their surroundings and transmitting it to a base station. However,
the nodes have limited resources because this helps to keep network costs low.
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In general, WSNs are deployed in harsh environments (e.g., forests, volcanoes, and
battlefields) where on-site technical service is expensive and undesirable. For this
reason, nodes build the network topology without any human intervention. Besides,
the topology is constructed without any previous knowledge about the nodes’ neigh-
borhood (i.e., channel conditions, nodes’ location, neighboring nodes, among other).
This happens because WSNs are ad hoc networks and the nodes are randomly scat-
tered (e.g., they could be thrown from an airplane onto a forest). In this way, the
ability to construct a topology without any human intervention or previous knowl-
edge is referred as self-organization. Once the topology has been built, WSNs faces
two problems: (i) the first one is the physical damage of nodes due to severe envi-
ronmental conditions; (ii) the second one is that wireless links are unstable because
WSNs operate with low transmission power on unlicensed radio bands [26, 27, 28].
To address both problems, WSNs implement self-healing mechanisms that repair the
topology by using hardware and software redundancies. So, the primary goal of a self-
healing mechanism is to guarantee the delivery of data with high-quality standards
even in the presence of failures.

Self-organization mechanisms can be divided into two steps: topology construc-
tion and topology management. As part of the topology construction, nodes collect
information about its neighborhood by monitoring a set of metrics (e.g., number
of neighbors, link quality, channel congestion, among others). Based on this infor-
mation, they select the most suitable path to reach the sink. Depending on the
construction rules three types of topologies can be developed: tree, clusters or mesh.
In the topology management step, nodes implement additional techniques to optimize
the topology. For example, load balancing techniques aim at distributing the traffic
among the nodes to achieve even energy consumption; sleep scheduling techniques put
a subset of nodes in inactive mode to save energy; and, transmission power control
(TPC) decreases transmission levels to reduce the collision domain and save energy.

Self-healing mechanisms can be divided into four steps: information collection,
fault detection, fault classification and fault recovery. The information collection
step acquires the network state, i.e., it collects performance metrics about the status
of nodes and links. The next step is fault detection, in which the collected information
is used to infer whether there are failures in the network or not. In case that a failure
is detected, the fault classifier should categorize it into one of four types: data failure,
node failure, link failure or node reboot. Finally, as part of the fault recovery step,
different network redundancies are employed to guarantee the data delivery even in
the presence of failures.

Previous work has covered the concepts behind self-organizing and self-healing
techniques:

� Ref. [43] investigates reactive and proactive methods to cope with nodes failures,

� Ref. [44] classifies fault-tolerant mechanisms according to the network size,

� Ref. [45] proposes a taxonomy for fault detection based on widely used tech-
niques,

� Ref. [46] explores the impact of different types of failures on the network stack
and the nodes’ components,

� Ref. [47] presents a qualitative comparison of atypical hierarchical routing pro-
tocols, and,

� Ref. [48] presents a comprehensive survey on topology control techniques for
extending lifetime.
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Figure 3.2: Taxonomy of self-organizing and self-healing mechanisms.

The book Topology Control in Wireless Sensor Networks of Labrador and Wight-
man [49] presents topology construction and maintenance comprehensively. On the
one hand, topology construction is presented from two different points of view: Con-
trolling the transmission power of the nodes and building hierarchical topologies.
On the other hand, topology maintenance presents static and dynamic techniques
in sparse and dense networks. So, the book gives the reader a broad perspective of
topology control in WSNs.

Although a large amount of work has been done in the areas of self-organizing
and self-healing techniques, all these mechanisms occur at different layers and with
no general agreement on how they all should work together. Hence, we propose the
taxonomy shown in Figure 3.2, in which the self-organizing mechanisms work in close
collaboration with the self-healing mechanisms to achieve a resilient WSN. Through
this Chapter, we have made an effort to consolidate the most significant and relevant
techniques in these two areas, and additionally we propose a way to organize and
classify them. In this way, we divide the self-organizing and self-healing mechanisms
into stages that we present in detail in individual Subsections. These Subsections
show relevant work done in each stage, their advantages and drawbacks, as well as,
comparative tables. Thus, we give the reader a complete picture of the state-of-the-
art, which allow us to shed light on future research directions.

Additionally, we propose a unified framework that employs self-organizing and self-
healing mechanisms to achieve a fault-tolerant network. From a global perspective,
the self-healing mechanism detects faulty components and finds suitable redundancies
to replace them. Then, the self-organization mechanism takes as input these redun-
dancies and uses them to rebuild the topology discarding the faulty components.
To achieve this, the framework run the stages of the self-organizing and self-healing
mechanisms cyclically guaranteeing the detection and recovery of unexpected faults.

The remainder of this Chapter is organized in four main Sections.

� Section 3.1 presents an overview of WSNs that shows the reader the funda-
mental ideas of wireless ad hoc networks. Specifically, we include the three
Subsections:
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– Subsection 3.1.1 explains the enabling technologies and classifies them by
layer.

– Subsection 3.1.2 presents the typical application’s requirements regarding
connectivity, coverage, and lifetime.

– Subsection 3.1.3 introduces the interference problem.

� Section 3.2 introduces self-organizing mechanisms, and divides their exe-
cution into two steps: topology construction and topology management. Each
step is studied in detail in individual Subsections:

– Subsection 3.2.1 presents three mechanisms for topology construction: clus-
ters, trees, and meshes.

– Subsection 3.2.2 explains three techniques for topology management: load
balancing, transmission power control, and sleep scheduling.

� Section 3.3 introduces self-healing mechanisms, and divides their execution
into four steps: information collection, fault detection, fault classification, and
fault recovery. In the same way, each step is studied in detail in individual
Subsections:

– Subsection 3.3.1 shows different approaches to gather network status in-
formation.

– Subsection 3.3.2 presents three techniques to detect failures: probabilistic,
characterization of the healthy state and thresholds.

– Subsection 3.3.3 explains mechanisms to classify failures based on machine
learning and fuzzy logic.

– Subsection 3.3.4 shows techniques that recover the network from faulty
nodes/links by using four types of redundancies: paths, power supply,
nodes, and packets.

� Section 3.4 proposes a unified framework that employs self-organizing and
self-healing mechanisms to achieve a fault-tolerant network.

3.1 Fundamentals of Wireless Sensor Networks
We present an overview of WSNs that shows the reader the fundamental ideas of wire-
less ad hoc networks. To do so, we include the three Subsections: Subsection 3.1.1 ex-
plains the enabling technologies and classifies them by layer; Subsection 3.1.2 presents
the typical application’s requirements regarding connectivity, coverage, and lifetime;
and, Subsection 3.1.3 introduces the interference problem.

3.1.1 Enabling Technologies

The selection of a protocol depends on the application requirements because they
differ in nominal range, data rate, type of topology, IPv6 support, among other pa-
rameters. Then, the network administrator must take into account the application
requirements in order to select the protocol that better suits the application. Fig-
ure 3.3 shows the technologies discussed in this Subsection and frames them within
the OSI model. Additionally, Table 3.1 summarizes the relevant characteristics of
this enabling technologies.
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Table 3.1: Enabling Technologies/Protocols and their Characteristics [50]

Technology
Standard

Document

Physical
Specification

Nominal
Range (0dbm)

Data
Rate

Network
Specification

IPV6
Support

MQTT
OASIS Standard
MQTT Version 3.1.1

N/A N/A N/A N/A Yes

CoAP RFC 7252 N/A N/A N/A N/A Yes

LWM2M
OMA LWM2M
v1.0 specification

N/A N/A N/A N/A Yes

Z-wave Propietary
Yes (short range,
low data rate)

30m 100kbps Mesh Yes

RPL
IETF ROLL
WG

No N/A N/A Mesh Yes

ZigBee
IEEE
802.15.4-2006

Yes (medium range,
medium data rate)

75m 250 Kbps
Point-to-multipoint,
peer-to-peer, mesh, star

Yes (Draft)

6LoWPAN RFC4944
Yes (short range,
medium data rate)

10 - 30m 250 Kbps Star and mesh Yes

Sigfox Proprietary
Yes (long range,
low data rate)

hundreds of km 100 bps
Star-based cell
infrastructure

Yes

LoRaWAN
LoRAWAN 1.0
Specification

Yes (long range,
low data rate)

hundreds of km 0.3 - 50 kbps Star of stars Yes

UWB
IEEE 802.15.3a
draft PAN standard

Yes (short range,
high data rate)

10m 100 Mbps N/A Yes via 6LoWPAN

IEEE 802.15.4
IEEE 802.15.4-2003
standard

Yes (short range,
medium data rate)

10m 250 Kbps Cluster Yes via 6LoWPAN

Bluetooth LE Bluetooth Core 4.0
Yes (short range,
high data rate)

10m 1Mbps Star topology Yes (IETF Draft)

DASH7 ISO/IEC 18000-
7:2009

Yes (long range,
low data rate)

250m
28-200
kbps

N/A N/A

Figure 3.3: Enabling technologies framed within the OSI model.

3.1.1.1 Application Layer

We mention the enabling technologies of the application layer.
MQTT (Message Queue Telemetry Transport): It is an application layer protocol

that uses TCP as transport layer protocol. MQTT is based on the publish-subscribe
paradigm, where publishers produce information related to a topic and subscribers re-
ceive data of a particular topic. In MQTT, there is an agent referred as broker, which
is in charge of receiving the information produced by the publishers and delivering
it to the appropriate subscribers according to the topic. It is important to note that
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in the publish-subscribe paradigm the publishers do not have information about the
subscribers, and vice versa. Although the protocol is supported by a reliable TCP in
the transport layer, it does not mean reliability from publishers-to-subscribers since
the connections from publishers to the broker and from the broker to subscribers are
established separately. In order to implement reliability in MQTT, three QoS levels
are developed [51, 52, 53].

CoAP (Constrained Application Protocol): It is a generic web protocol which aims
to be a lightweight alternative for HTTP in applications that run over resource-
constrained devices such as sensor nodes. For example, if CoAP is implemented
on a heart rate sensor, then a client application can send a request message to it
and get in response a message whose payload include the beats per minute [54].
CoAP uses UDP as transport layer and is based on the request/response paradigm.
However, UDP does not guarantee reliability or that packets are transmitted in the
right order, then to solve this problems CoAP implements the Message Layer that
guarantees reliability, and has a 16 bit message ID to avoid packet disorder [55].
CoAP implementation in Contiki OS is referred as Erbium, which includes a firefox
browser plugin for monitoring resources.

Lightweight Machine to Machine (LWM2M): It is an application protocol developed
by Open Mobile Alliance (OMA). LWM2M follows the client-server paradigm in or-
der to support two services: device management and security. These two services are
provided via the following APIs: device configuration, connectivity, statistics mon-
itoring, security, firmware update, and server provisioning. LWM2M makes use of
the CoAP methods to request and reply for available data; besides, it uses Datagram
Transport Layer Security (DTLS) to guarantee a secure communication; additionally,
it supports Uniform Resource Identifier (URI) to put an ID to each interface, object,
or resource. Finally, the LWM2M uses UDP and SMS as transport layer [56].

3.1.1.2 Network Layer

We mention the enabling technologies of the network layer.
Z-wave: It defines the routing and the application layers of wireless communica-

tions, and it is supported over the ITU-T G.9959 standard which defines the physical
and data link layers. This standard works on the ISM band (908.4MHz in North
America and 860.4MHz in Europe) at data rates of up to 100kbps. Z-wave is a pro-
prietary protocol specifically designed for home automation products such as lamp
controllers and sensors, however, the protocol specification is only provided to cus-
tomers of a Z-wave application. Moreover, Z-wave defines two types of nodes: con-
trollers and slaves. The former is in charge of requesting information to the slaves;
and the latter is in charge of responding to the request commands and forwarding
packets within the network.

RPL (IPV6 Routing Protocol for Low-Power and Lossy Networks): It is a multi-
hop routing protocol which supports IPV6, being useful for integrating WSN to the
Internet. RPL builds a tree topology in which the parent selection decision is based
on a metric referred as rank [57]. This metric is proportional to the hop-distance from
the sink; hence, the sink has the lowest rank meanwhile the other nodes increase their
rank according to the hop distance. RPL also includes mechanisms for preventing
routing loops, for example, adding a sequence number to the transmitted packets.

ZigBee: It defines three types of devices, namely coordinator, router, and end-
device. Additionally, it employs the IEEE 802.15.4 standard in the physical and
data link layers [58]. Besides, it operates on the ISM radio band at 2.4Ghz, and it
is widely used because it provides 16 channels of operation and a maximum data
rate of 250kbps. One remarkable feature of ZigBee is that its links are symmetric
which means that the upstream link and the downstream link have equal bandwidth;
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this characteristic makes ZigBee suitable for centralized WSN algorithms or machine-
to-machine communications. The most remarkable advantage of Zigbee is that it
can work with different topologies such as star, mesh, point-to-multipoint or peer-
to-peer; this feature makes it suitable for a large number of applications in WSNs.
Additionally, ZigBee is a widely employed wireless technology in WSNs.

6LoWPAN (IPv6 over Low power Wireless Personal Area Networks): It is the
protocol which implements IPv6 for WSNs using a new layer, known as Adaptation
Layer [59, 60, 61]. The Adaptation Layer’s main goal is that the network protocol
(IPv6) can work together with the data link protocol, e.g., the Maximum Transmis-
sion Unit (MTU) for IPv6 is 1280 octets meanwhile the MTU for IEEE 802.15.4 is
127 octets; hence, the Adaptation Layer must implement fragmentation so that the
IPv6’s MTU can be split into smaller pieces. 6LoWPAN was recommended with the
RFC4944 that defines the basic features of the protocol: fragmentation, reassembly
of fragments, IPv6 header compression, and handling of addressing. 6LoWPAN has
been implemented in four operating systems: TinyOS, Contiki, FreeRTOS, and Jen-
nic [62]. The first implementation was developed over TinyOS in 2007 by the Jacobs
University of Bremen which supports header compression, fragmentation, address-
ing, and IPv6 stateless configuration; however, it requires manual configuration and
does not support neighbor discovery, mobility, and mesh networks. Subsequently,
the Berkeley University developed b6LoWPAN (Berkeley-6LoWPAN) afterwards re-
named to BLIP (Berkeley Low Power IP) which also supports the basic features plus
ICMPv6, UDP packets, neighbor discovery, and mesh networks. Moreover, Con-
tiki OS developed uIPv6 afterwards renamed to SICSLowPAN (Swedish Institute of
Computer Science 6LoWPAN), which meets the basic features plus interoperability
support, mesh topology, ICMPv6, neighbor discovery, UDP, and TCP.

3.1.1.3 Data Link and Physical Layers

We mention the enabling technologies of the data link and physical layers.
Sigfox: It is a proprietary specification that defines the physical and the data link

layers of wireless communications. These communications are characterized by low-
power consumption, low throughout, long range propagation and low cost. Sigfox
works on the unlicensed ISM band because it ensures long propagation distances,
additionally it defines 400 channels of 100Hz starting at 868,180MHz and ending at
868,220MHz. Sigfox uses Random Frequency Division Multiple Access (R-FDMA) at
the data link layer which leads to cheaper components since a rigorous transmitter’s
oscillator precision is not required. Besides, the end-devices save energy because there
is not channel sensing before each transmission. The base station scans the entire
defined spectrum to listen to the messages. Additionally, since Sigfox specification
does not define an acknowledgement message, then each message is transmitted three
times in order to guarantee its reception. Besides, each transmission is sent in a
different frequency, which helps reducing the fading effect [63].

LoRaWAN (Long Range Wide Area Network): It is a proprietary specification
that defines the physical, data link, and network layers [64]. In order to achieve
long-range communications, the modulation speed of the devices is below the GHz
and the transmission rates are low (e.g., between 0.3 kbps and 50 kbps). The main
features of the LoRaWAN technology are: the secure bi-directional communications;
the support of mobility; the localization services; and, the software upgrade over
the air. The LoRaWAN specification defines the network layer, in which it builds a
star-of-stars composed of three types of devices: network server, gateways, and end-
devices. In order to save energy, LoRaWAN uses the Adaptive Data Rate (ADR)
technique where the network server dynamically changes the data rate and radio
frequency of the end-devices. The data link layer definition proposes three modes of
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operation referred as classes; the class selection depends on the application at hand.
In Class A, the end-device must open two receive slots after transmitting a packet.
In Class B, the end-devices open additional receive slots at a time determined by
the network server. Finally, in Class C, the end-devices are always in receive mode,
unless they are transmitting a packet [65].

Ultra-Wideband (UWB): It defines a physical layer for wireless communications.
It is characterized for having a spectral occupancy of more than 500Mhz and a duty
cycle lower than 1%, allowing high data rate and low power consumption. In order to
achieve low duty cycles it employs the Impulse-Radio (IR) paradigm, where pulses of
short duration are used to transport information. In this way, the UWB technology
has low-power spectral density, where the radio consumption of a node may be in
the order of 1µW . Since UWB has low power consumption, then the distance of
communication between devices is short [66].

IEEE 802.15.4: This standard presents the physical and MAC layer specifications
for networks with low transmission rates (i.e., up to 250 kbps). Since the standard is
highly oriented to a cluster topology it defines two types of nodes: Reduced Functional
Device (RFD) and Full Functional Devices (FFD) [67]. FFDs are used mainly for
communications and in a cluster topology they are referred as CH, meanwhile RFDs
are used for monitoring and control functions and in a cluster topology they are
called cluster members (CMs). IEEE 802.15.4 provides two modes of operation:
beacon-based and non-beacon-based communications. In the former, the FFDs sends
periodic beacons to synchronize the RFDs. The interval between beacons is referred
as superframe, which has three components: a Contention Access Period (CAP), a
Contention Free Period (CFP), and an inactive period [68]. The CAP is the interval of
time where the RFDs access the channel following the CSMA/CA method, meanwhile
the CFP is composed of Guaranteed Time Slots (GTS) which are used to satisfy the
bandwidth and latency requirements of the application [69]. In the inactive period,
the RFDs sleep in order to reduce power consumption [70].

Bluetooth Low Energy (BLE): It is the missing link that enables the pervasive
adoption of Internet of Things (IoT) and WSN because it can connect smartphones
with sensor nodes [71]. BLE is a low-power version of Bluetooth designed for body and
personal area networks because it has low coverage range (up to 10 m) and high data
rate (up to 1Mbps). The energy savings compared with other versions of Bluetooth is
created by the enhanced duty cycling which limits the transmissions only to small data
bursts; hence, if continuous data streams are transmitted the energy consumption will
be comparable with other versions of Bluetooth. The disadvantage of BLE is that
it only supports the star topology, besides it is not backward compatible, although
some new chips can run both [50]. BLE interactions use asynchronous connectionless
MAC protocols to exploit the 2,4 GHz band. The advertising of information can be
done in a request/response scheme or in a client/server scheme. In the former scheme,
a node transmits an advertising packet with the flags indicating that more data is
available, and immediately the central device sends a request packet asking for the
remaining data, then the node sends a response packet with another 31 bytes of data.
In the client/server scheme, the peripheral device sends an advertising packet which
includes a subset of services.

DASH7 (Developers Alliance for Standard Harmonization of ISO 18000-7): It de-
fines the air interface for radio frequency identification (RFID) devices, and it claims
to be the enabling technology for the IoT due to its inherent properties, such as
long coverage range, low data rate, long battery lifespan and inexpensive chips [50].
DASH7 has long coverage range since it is able to penetrate concrete walls, how-
ever it has low data rate (up to 200 kbps). DASH7 supports burst data transfer
via small packets and the architecture is upload-centric which is optimal for WSNs;
however, DASH7 does not support mesh topologies. DASH7 has two modes of op-
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eration: normal and turbo [72]. The normal mode works with 8 channels with a
symbol rate of 55.6kbaud, but the turbo mode works with 4 channels with a symbol
rate of 200kbaud. The protocol utilizes Carrier Sense Multiple Access with Colli-
sion Avoidance (CSMA/CA) which assigns two Clear Channel Assessment (CCA) for
determining if the channel is clear before each data transmission. Between the two
CCA, DASH7 adds a guard time to ensures that the ACK or sleep commands does
not collide.

3.1.2 Application Requirements

The application requirements define the communication protocols and determine the
network behavior. This section presents the three main requirements common to all
WSN applications: coverage, connectivity, and lifetime; subsequently, we shows the
secondary parameters associated with each requirement.

Figure 3.4: The three main application requirements of the WSNs.

WSNs have a wide variety of applications, such as environmental monitoring [73],
military surveillance [74], inventory tracking [75], home health care [76], agricul-
ture [77], among others. Each application have different requirements, e.g. in military
surveillance the data must arrive with low delay and high reliability since any loss
of information compromises the security of the soldiers. On the other hand, delay
and unreliability are acceptable to some extent in agriculture applications because
losing a couple of messages out of thousands does not compromise the quality of the
information. Since each application has different requirements, then each one must
be supported by a different self-organizing and self-healing technique that ensures
compliance with specifications, e.g. a self-organizing and self-healing technique de-
signed for military surveillance, where delay and reliability are critical, is not useful
in a environmental monitoring application where coverage may be the most relevant
parameter.

The main goal of a WSN is to collect information of a physical variable in an area of
interest for a wide period of time, hence, the three most relevant application require-
ments of any WSN is to ensure coverage, connectivity and lifetime (See Figure 3.4).
However, these essential concepts include secondary parameters which will be ex-
plained in the following paragraphs. Now, the term coverage refers to the percentage
of an area of interest where the WSN is able to sense and report data. Nevertheless,
in order achieve full coverage the nodes must uses their neighbors as relay nodes to
send messages to the sink, this strategy is known as multi-hop routing and depends
on the connectivity between nodes. The concept of connectivity refers to sending as
much information as possible, with low delay and high reliability. Now, achieving
coverage and connectivity in WSNs requires energy consumption which reduces the
third requirement of a WSN: lifetime.
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The remainder of this Section introduces secondary parameters associated to cov-
erage, connectivity, and lifetime (See Figure 3.5). In Ref. [78], the authors describe
these parameters and propose a taxonomy for application classification.

Figure 3.5: Secondary parameters associated to coverage, connectivity, and lifetime.

3.1.2.1 Requirements Related to Connectivity.

We describe five parameters associated to connectivity: real-time, synchronization,
delay, bit rate, and packet failure.

Real-Time: The application is considered to be real-time depending on a defined
threshold of delay. So, if the application can exceed this threshold, then it is delay
tolerant. If the application is delay tolerant, the network administrator can take im-
portant decisions about the topology construction and routing algorithm. The authors
in [78] divide this category in Real-Time and Sensitive Delay Demanding applications
(RT-SDD) and Non-Real-Time and non Sensitive Delay Demanding (NRT-nSDD) ap-
plications. If the network administrator is dealing with a RT-SDD application, he/she
must select a routing protocol which selects forwarding nodes based on a metric that
favors the delay, such as deadline time or end-to-end distance [79]. On the other
hand, if the network administrator is working with a NRT-nSDD application, he/she
must choose a routing protocol which favors other application requirements, such as
energy or reliability.

Synchronization: It is achieved exchanging periodic messages that keep the nodes
synchronized for task collaboration precision. However, sending these messages is
costly concerning energy. Therefore, the research efforts focus on reducing the syn-
chronization cycle and estimating the synchronization schedule.
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Delay: Ref. [78] found that in most applications the delay varies between 0 and
250ms. However, there exists applications that can tolerate a delay between 250ms -
1000ms. Note that when a strict delay boundary is imposed by the application, there
must exist an associated cost at reliability since retransmissions and acknowledgments
must be reduced in order to satisfy the delay constraint.

Bit Rate: It determines the type of traffic that the application supports (i.e., data,
audio, video) and the amount of bandwidth that the application requires. The authors
in [78] classify the bit rate in three types: low data stream (LDS), medium data stream
(MDS) and high data stream (HDS). HDS applications support more than 115.2kbps;
MDS works between 57.6kbps and 115.2 kbps; and, LDS works with less than 57.6
kbps.

Packet Failure: It depends on the underlying MAC protocol which determines
the rules for channel access avoiding packets collisions. The paper [80] proposed a
MAC protocol suitable for event-driven applications because the authors recognized
that each data acquisition approach must match a MAC protocol since the traffic
characteristics are entirely different.

3.1.2.2 Requirements Related to Coverage.

We describe two parameters associated to coverage: mobility and scalability.
Mobility: It is used for relocating node’s resources to areas with low node density,

routing holes or high event activity. For example, it is a known fact that the nodes
close to the sink deplete their energy faster than other nodes since they must support
the forwarding of messages generated by the entire network. Hence, the paper [81]
uses a mobile sink to collect data avoiding this situation. The paper [82] proposed to
relocate nodes among neighboring clusters according to a utility function to increase
the network lifetime. However, implementing mobile nodes in the network is costly
at the energy level.

Scalability: If the network can increase its number of nodes without reducing the
overall performance, then the network is scalable. For a network to be scalable, it must
implement distributed self-organizing and self-healing techniques because distributed
algorithms depend on the collaboration among nodes rather than on a centralized
entity [83]. The problem of centralized entities is the high consumption of energy and
time when the nodes and the sink exchange messages. On the other hand, working
with distributed algorithms reinforces collaboration among nodes, which have proven
to increase the network performance [84].

3.1.2.3 Requirements Related to Lifetime.

We describe two parameters associated to lifetime: data acquisition and security.
Data Acquisition: It depends exclusively on the application requirements and there

exists three types of data acquisition. The first type is demand-driven in which the
network administrator decides when to request data from the network; this approach
saves energy since the transmissions are considered the most energy consuming task
in WSNs. The second type is continuous-based in which nodes send data to the sink
at a specified rate; this approach is used in applications that does not allow gaps in
data, such as health monitoring. The third type is event-driven in which the data
is reported to the sink as long as an event triggers the nodes; in this approach, the
network administrator must be aware that the data is highly correlated. Hence, the
nodes usually perform data aggregation.

Security: The biggest security challenge in WSNs is that it communicates via wire-
less channels which can be monitor by anyone with a radio interface configured at a
specific frequency. Besides, nodes’ constraint resources do not allow that robust secu-
rity algorithms to be implemented in the network. Additionally, the WSNs generally
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are deployed in hostile areas without any human surveillance which make them easy
to attack without being noticed. On the other hand, the network security require-
ments are confidentiality, authenticity, integrity, and availability. It is importance to
notice that a strong security algorithm can lead to performance degradation on the
application due to high resource consumption [85].

3.1.3 The Interference Problem
In WSNs, the quality of the wireless links is a fundamental issue since the proper
functioning of the network depends on it. If the network has a poor link quality, it
cannot accomplish its final goal, which is to collect information about some physi-
cal variables. For this reason, ensuring a suitable link quality should be a priority.
However, comprehensive experimental studies show that the link quality varies sig-
nificantly with time and space [30, 31, 32, 33]. The causes of this variability are
attenuation, multi-path fading, interference, and radio hardware imperfections. The
authors in Ref. [34] emphasize three high-level observations based on experimental
studies. The first observation is that there is a zone in the network where the packet
reception rate can fluctuate from 10% to 90%; this zone is called the gray zone [35].
The second observation is that the link quality changes over time because of the com-
bined effect of multi-path fading and alterations in the enclosing environment [36].
Finally, the third observation is that the links are asymmetric, which means that the
fact that a node can transmit to its neighbor does not guarantee the communication
in the other direction [37]. We present relevant work that aims at solving the link
quality problem, and we summarize it in Table 3.2. Note that this Table also serves
as a qualitative comparison of CITT with the related work.

We can use topology control to cope with the variability of the link quality. In
this way, the network can be aware of the link quality and react accordingly. In
other words, the network can modify the graph that represents the connections be-
tween the nodes depending on the link quality. For instance, the Routing Protocol for
Low-power and Lossy Networks (RPL) builds and maintains a destination oriented di-
rected acyclic graph (DODAG) for constrained devices that operate on lossy links [86].
To that end, RPL uses two types of ICMPv6 messages: DODAG information object
(DIO) and destination advertisement object (DAO). DIO messages advertise informa-
tion about the DODAG; and, DAO messages provide routing information in the down
direction (i.e., towards the leaves). The sending of ICMPv6 messages is governed by
trickle timers, where the control messages are sent frequently when the DODAG is
unstable. As the DODAG stabilizes, the nodes send control messages less often to
reduce the overhead. Besides, the construction of paths is determined by an objective
function that is application dependent.

Moreover, the authors in Ref. [87] build a data gathering tree for energy-harvesting
WSNs that schedules the transmission of the different branches avoiding interference
among them. To that end, the authors assign a weight for the links considering
the interference, load balance, and energy harvesting rate. Since they design a data
gathering tree for energy-harvesting WSNs, they force the nodes with low energy
resources to harvest energy and avoid data forwarding. By doing so, the tree balances
the traffic according to the harvesting cycles. Additionally, they propose a model that
determines the optimal time slots, transmission powers, and wireless links.

Additionally, Ref. [88] determines a data aggregation schedule in a tree topology
to cope with interference from neighboring nodes. In other words, it uses the concept
of spatial reuse to simultaneously transmit in two areas of the tree without causing
interference. To that end, the authors define an interference map for all nodes using
a Composite Interference Mapping (CIM) model. Subsequently, they propose an
Interference-Fault Free Transmission (IFFT) tree that achieves interference-free data
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Table 3.2: Related work on interference detection and recovery.

Paper
Information
collection

Interference
detection

Interference
recovery

Topology
construction

Limitations
Type of

Topology
Technique

CITT
Backoff time (bt).

Percentage of packets
dropped (ppd).

Naive Bayes
classifier

Tree
reconstruction

Beacon
approach

It assumes that
bt and ppd are

independent variables.
Tree

Topology
control

RPL[86]
Metrics

Constraints
DIO

Local and global
repair mechanisms

Objective
function

RPL is still
a work in progress

Tree
Topology
control

LDIAS[87]
Delay.
SINR.

SINR
Branch

scheduling
LDIAS

It does not use
a real testbed.

Tree
Topology
control

IFFT-Tree[88]

Percentage reduction
in time slots.

Percentage increase
in transmission links.

CIM model
Interference-free

aggregation schedule
Breadth first

search

It omits the MAC layer
in the simulations.

It assumes the
unit disk

connectivity model.

Tree
Spatial
reuse

TDCS-PCC[89]
Coordinates.

Transmission area.
Carrier sensing area.

It computes
the collision

matrix

Collision-free
cluster schedule

ZigBee
It assumes a fixed
channel error rate.

Cluster-
tree

Spatial
reuse

e-LRCH[90]
End-to-end delay.

Duty cycle.
Throughput.

Clear channel
assessment

Hybrid channel
hopping

None: known
topology

It does not use
a real testbed.

Linear.
Mesh.

Channel
hopping

Whitening[91]
Packet drop
probability.

BER.

Signal to
interference ratio

Whitening
hopping sequence

None: known
topology

It does not use
a real testbed.

Star
Channel
hopping

IM[92]
Residual energy.

Interference degree.

Computation
based on

reception rate
and latency

Backup interference-
free path

Beacon
approach

It is centralized Tree
Interference-

free paths

DOAMI[93]
Number of cross-

path edges

Computation
based on

cross-path
edges

Interference-free
paths

DOAMI
It assumes the

unit disk
connectivity model

Tree
Interference-

free paths

RP[94] Carrier energy
Decision fusion

rule
Interference sensing

protocol
ZigBee

The source of
interference

is a regular node.
Tree

Cognitive
radio

Int.Rob.[95]
Transmission rate.
Transmission time.

Throughput.

Clear channel
assessment

It adjusts
transmission rate
and payload size

None: known
topology

It does not use
a real testbed.

Tree.
Mesh.

Transmission
scheme

SoNCF[96]
Stored packet size.
Received packets.

Two-hop
distance

Time division
mechanism

SoNCF
Fluctuation of

the received timing.

Ring.
Star.
Tree.

Linear.
Mesh.

Transmission
scheme
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aggregation. It is important to mention that the authors construct the tree topology
using a breadth-first search.

Similarly, the authors in Ref. [89] also use the concept of spatial reuse but in
a cluster-tree topology. In this way, the authors propose a cluster schedule where
the cluster head (CH) allocates time slots to its children and determines the time at
which the cluster will be active. The authors define the cluster schedule by taking into
account two constraints: 1) the data must arrive before a deadline; and, 2) the clusters
must be in sleep mode as long as possible to increase the network lifetime. Moreover,
the authors prove that determining a cluster schedule is an NP-hard problem, so, they
propose a heuristic solution. The resulting cluster scheme guarantees collision-free
transmissions, so, the network does not suffer from interference problems.

On the other hand, the authors in Ref. [90] do not employ spatial reuse to cope
with interference; instead, they propose to utilize a channel hopping technique. This
technique can be based on a control channel or a pseudo-random sequence. In the
first case, the nodes tune to a dedicated control channel to determine the number of
the channel that will be used for the next data packet; the nodes negotiate on this
dedicated channel before every transmission. In the second case, the nodes do not
use a dedicated control channel to negotiate; instead, they frequently change their
channels following a pseudo-random hopping sequence. It is important to mention
that the neighboring nodes can deduce this sequence. Finally, the authors develop
a channel hopping mechanism that combines both approaches: a dedicated control
channel and a pseudo-random sequence.

Likewise, the authors in Ref.[91] also use channel hopping to cope with interfer-
ence, but they consider the concept of blacklist where they exclude highly interfered
channels from the hopping sequence. However, the drawback of the blacklist is that
it reduces the number of available channels. For this reason, the authors propose
a hopping sequence technique called whitening, which does not sacrifice frequency
resources. The whitening hopping sequence does not exclude the highly interfered
channel, but use them in conjunction with interference-free channels. The authors
ensure fairness among the different channels.

On the other hand, the authors in Ref. [92] do not employ channel hopping to
cope with interference; instead, they propose to use multiple interference-free paths.
To that end, they design a protocol called Interference Minimization (IM) that is
divided into 3 phases: route initialization, route discovery, and route maintenance.
In the first phase, the nodes exchange beacons including the residual energy and the
interference degree. In the second phase, the nodes report the collected information
to the sink, which analyzes it and selects the best path for each node. The drawback
of the protocol is that it centralizes the information in the sink reducing the energy
resources of the forwarding nodes. In the third phase, the nodes change their routing
paths when they detect a fault in the primary path.

Similarly, the authors in Ref. [93] also find interference-free paths to cope with
interference, but they propose a novel metric for estimating the interference level,
which they compute based on the total number of cross-path edges. The authors
propose a distributed on-line algorithm for minimizing interference (DOAMI), which
constructs a tree topology where the branches are interference-free. Additionally, the
algorithm can measure the interference among different paths precisely, even if the
paths have links or nodes in common.

On the other hand, the authors in Ref. [94] cope with interference by using the
concept of cognitive radio (CR). In CR, there are two types of users, namely, primary
and secondary. The secondary user can only use the channel when the primary user
is offline. In this way, the secondary user must release the channel immediately when
the primary user is online. Additionally, the authors also use cooperative spectrum
sensing (CSS) since the sensing performance of a single node has proven to be limited.
By combining CR and CSS with a decision fusion rule, the authors design a low-cost
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cooperative interference sensing protocol, which detects interference in diverse SNR
conditions.

Contrarily, the authors in Ref. [95] propose a transmission scheme to cope with
strong co-channel interference. The transmission scheme adjusts the transmission rate
and the payload size in response to interference. To that end, the authors compute the
probability of transmission failure and the throughput to determine the payload size.
The simulation results show that the transmission scheme improves throughput and
preserves energy even in severe interference environments with large data transfers.
Moreover, the authors show that the transmission time is mostly affected by the level
of interference, not by the transmission rate.

Finally, the authors in Ref. [96] address a frequent problem in WSN: packet delivery
losses. To that end, they propose a self-organized coordination framework called
SoNCF, which tackles the causes of the problem: transmission collisions and traffic
congestion. Specifically, SoNCF includes a decentralized time division mechanism to
cope with transmission collisions. This mechanism uses a simplified pulse-coupled
oscillator model. Additionally, SoNCF allocates time slots by prioritizing highly
congested nodes. The authors compare SoNCF to CSMA/CA, and SoNCF proved to
be superior regarding packet loss when tested on simulations and a real testbed.

As we can see, the related work focuses on particular strategies, but do not propose
a complete solution to tackle the interference problem. On the contrary, we propose a
comprehensive solution that encompasses all the steps of the recovery process: infor-
mation collection, fault detection, and fault recovery. Other authors only address one
or two steps, but do not tackle them all. By including all the steps of the recovery
process, CITT is a complete framework that builds a resilient network which recovers
itself from interference problems. Moreover, other authors propose centralized solu-
tions and validate them with simulations that assume ideal communication channels.
Conversely, CITT is a distributed solution which we validate using a real testbed with
indoor communication channels.

3.2 Self-Organizing Mechanisms

Since WSNs are composed of hundreds or thousands of nodes, it would be an un-
manageable task to configure each of them manually. Besides, WSNs are deployed
in remote and dangerous environments, so, human intervention is infeasible. Thus,
WSNs require self-organization abilities that allow each node to find a path towards
the sink without any human intervention. The design of a self-organization technique
is divided into two steps: topology construction and topology management (See Fig-
ure 3.6). In the first step, the nodes collect information about their neighborhood
(e.g., number of nodes, channel quality, among others) using control messages. Next,
the topology is built by defining the roles and relationships between nodes. In the
second step, the topology implements additional techniques to guarantee the deliv-
ery of data with high-quality standards. This Section presents recent work regarding
topology construction and topology management. In Section 3.2.1, we present three
widely used topology construction mechanisms: clusters, trees, and meshes. Sec-
tion 3.2.2 presents three relevant topology management techniques: load balancing,
transmission power control, and sleep scheduling.

Additionally, there are mainly two approaches to execute self-organizing mecha-
nisms: centralized and distributed. In the former approache, the sink collects infor-
mation about the network status. Subsequently, it takes global decisions about the
roles and relationships between nodes, e.g., node X is the Cluster Head (CH) and will
be the parent of node Y. The disadvantage of this approach is that the information
collection is highly energy-consuming because nodes regularly send information to
the sink. In the latter approach, nodes take local decisions to generate the topology
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Figure 3.6: Self-organization taxonomy.

by using information provided only by their neighbors; this mechanism reduces the
number of control messages compared to the centralized approach.

3.2.1 Topology Construction

Since WSNs are deployed in areas with difficult or dangerous access, it would be
undesirable to configure each node in situ manually. Hence, it is of vital importance
to provide the nodes with self-organization capabilities that allows them to select a
path to reach the sink autonomously. The design of a self-organizing mechanism for
WSNs is not straightforward since the nodes are resource-constraint and the wireless
links between them are unstable. Therefore, self-organizing mechanisms must cope
with a dynamic network while guaranteeing low resource consumption. The topology
construction process can be divided into two phases: neighbor discovery and role
assignment. In the first phase, nodes exchange packets to get information about
their surroundings (e.g., number of neighbors, channel quality, among others). In
the second phase, nodes process the collected information and assign themselves roles
(e.g., cluster head, cluster member, parent, leaf, among others). The topology is built
by defining these roles. Next, we present relevant topology construction techniques
and divide them into three categories, namely, clusters, trees, and meshes.

3.2.1.1 Clusters

Clustering schemes organize the network into groups of nodes (See Figure 3.7). Each
node has a role within the cluster: Cluster Head (CH) or Cluster Member (CM). CMs
sense the environment and transmit information to the CHs. On the other hand, CHs
process data and forward it. Organizing the network in clusters is beneficial because
1) it improves the network scalability; 2) it decreases the network traffic because of the
data aggregation performed at the CHs; and, 3) it divides the network into two tiers
which ease management issues. However, the drawback is the additional overhead to
construct and maintain the clusters. One of the first works that developed the concept
of clusters was LEACH [97]. From that moment on, other authors started to work
on clustering schemes based on LEACH. They proposed improvements over LEACH,
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for example, E-LEACH takes into consideration the energy consumption when select-
ing a CH [98]; V-LEACH chooses a backup CH in advance [99]; H-LEACH employs
a two-tier clustering scheme with master-CHs and regular-CHs to reduce transmis-
sion distances [100]. Next, we present relevant cluster mechanisms. We divide them
into three categories according to their primary goal, namely, energy-efficiency, delay-
efficiency and data aggregation. Note that Table 3.3 summarizes and compares these
relevant work highlighting the metrics and the techniques used for cluster formation
and CHs selection.

Figure 3.7: Cluster topology with five clusters, each of them with a CH and cluster
members.

Table 3.3: Comparative table regarding clusters mechanisms.

Paper Metrics Cluster Formation CHs selection Primary goal

VMIMO[101]
TX/RX

power consumption
Virtual multi-input

multi-output
Nonlinear binary

program
Energy efficiency

ECAFG[102]
Energy

Distance
Fuzzy c-means Genetic fuzzy system

BD[103]
Energy

Location
Mixed-integer

linear programming

CGT[104]
Energy of a

single transmission
Coalitional

game theory

EDIT[105]
Remaining energy

Packet delay
Energy delay

index for trade-off
Delay efficiency

DDCD[106] Data correlation Data density correlation degree
Data aggregation

TEEN[107] Variable’s threshold Euclidean distance Signal strength

� Energy-Efficient Clustering Mechanisms: We present relevant research re-
garding energy-efficient cluster construction. Defining the number of CMs and
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CHs in a single cluster is the first step in any clustering scheme. To that end,
Ref. [101] proposes a Cooperative Clustering Protocol (CCP) which aims to solve
two issues: how to find the optimal number of CMs in a single cluster, and how
to determine the appropriate criteria to select CHs. The first problem is solved
using the Virtual Multiple-Input Multiple-Output (VMIMO) method, where the
authors find an upper bound for the number of CMs. The second problem is solved
by using the residual energy as metric. Ref. [102] reduces the energy consumption
by proposing innovative techniques when forming clusters and selecting CHs. On
the one hand, it creates balanced clusters that distribute the energy consumption
evenly among the nodes using the fuzzy c-means algorithm. On the other hand,
it selects the CHs based on the remaining energy, the distance to the sink, and
distance to the cluster centroid. To that end, it uses a genetic fuzzy system.

Another work that uses the cluster scheme to disseminate data in the network is
presented in Ref. [103]. The CHs and CMs selection is defined as a mixed integer
linear programming problem where the function is composed of the average energy
consumption, the remaining energy and the relative position between the nodes and
the sink. This problem is solved through Bender Decomposition (BD). On the other
hand, Ref. [104] uses Cooperative Game Theory (CGT) to construct clusters. In
WSN, nodes collaborate among them to improve the network performance; hence,
the competitive behavior of game theory is not useful since players must help each
other. In CGT, the players decide to collaborate in groups of cooperative peers,
called coalitions. To that end, the nodes form a coalition with their neighbors when
is beneficial to both of them.

� Delay-Efficient Clustering Mechanisms: Some critical applications such as
forest fire detection and battlefield monitoring do not tolerate the delay of packets
because of the catastrophic consequences that it may bring. Therefore, these appli-
cations minimize the delay by including it as a fundamental metric in the network
design. When the priority of the network is to maximize lifetime and minimize the
delay of packets some authors combine both metrics and create a new one. As an
example, Ref. [105] proposes a technique called Energy-Delay Index for Trade-Off
(EDIT) in which the CH selection is based on remaining energy and packet delay.
EDIT is composed of two stages: cluster setup phase and steady-state phase. In
the cluster setup phase, the CHs are selected according to the previously defined
metric and the distance to the sink. In the steady-state phase, the CH schedules
its CMs in a TDMA.

� Clustering Mechanisms with Data Aggregation: We present relevant re-
search regarding cluster construction with data aggregation. It is important to
be aware of possible data correlations because the amount of information sent to
the sink can be reduced. The main goal of the data aggregation is to send as few
packets as possible without losing relevant information. Ref. [106] selects the rep-
resentative approach to implement data aggregation, where the primary objective
is to select a representative node in a region whose observations are highly corre-
lated within that region. First, the authors define a metric called Data Density
Correlation Degree (DDCD) which measures how many neighbors a node has, and,
how much of the neighbors’ data is correlated. Secondly, the nodes locally decide
to become CH based on the DDCD metric. The main idea is to select the CHs
that have highly correlated information and have as many neighbors as possible.

Data aggregation can also be implemented in cluster schemes via thresholds. Con-
sidering that data packet transmissions consume most of the nodes energy, Ref. [107]
reduces the transmission frequency via two thresholds: hard-threshold (HT) and
soft-threshold (ST). Nodes only transmit information if the variable is higher than
HT, and the variable changes its value more than ST. By doing so, the authors
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employ an indirect data aggregation technique where the amount of information
sent to the sink is reduced.

3.2.1.2 Trees

The problem of constructing and maintaining a tree topology in a distributed manner
is a challenging task (See Figure 3.8). This is because the nodes have limited com-
putational and memory resources and the network is dynamic: the nodes are prone
to failures, and the channel quality varies over time [108]. We present relevant work
that aims at solving this problem and summarize our findings in Table 3.4. Note that
this table also serves as a qualitative comparison of DGHS with previous work.

Figure 3.8: Tree topology with five branches.

Table 3.4: Previous work regarding tree construction mechanisms.

Mechanism Objective
Evaluation

Metrics
Evaluation

Setting
Distributed Dynamic Limitations

DGHS
Tree construction
and maintenance

Number of control packets
Energy consumption

Convergence time
Memory consumption

Emulation Yes Yes
A slight increase in

memory and convergence
time compared to LIBP

GHS[41, 42] Minimum spanning tree
Communication cost

Time complexity
Simulation Yes No See Section 4.1.2

LIBP[109, 110] Reduce interfering paths

Power consumption
Scalability

Throughput
Recovery from failure

Emulation Yes Yes
It does not assess

the network lifetime

TCBDGA[111]
Balance energy
consumption

Average tour length
Times of reconstructions

Simulation Yes Yes
Nodes must know
its own location

TST[112] Minimize tree lenght
Time complexity

Message complexity
Simulation Yes No

Nodes must know
its own location

HTC[113]
Delay efficient

data aggregation
Energy level

Response time
Simulation Yes Yes

Nodes can have a
maximum of two children

Overhear[114] Secure data collection
Network lifetime

Running time
Simulation No Yes

It is a centralized
approach

RPL[115]
It depends on

the objective function
Bandwidth
Traffic flow

Testbed Yes Yes
It is not appropriate

for point-to-point traffic

ADCMCST[116] Balance payload
Time complexity

Payload
Simulation No No

It assumes
symmetric links
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In [109, 110], the authors present a protocol called Least Path Interference Beacon-
ing (LIBP) that constructs a tree which reduces the interference on the parent nodes.
To do that, LIBP limits the number of children that each parent supports. The tree
construction is done by sending periodic beacons. Initially, the sink broadcasts a
beacon including its identity and weight. Upon reception of this beacon, the nodes
reply with an acknowledgment (ACK) informing the sink that it has new children.
Then, the sink increments its weight according to the number of new children. By
repeating this process, LIBP creates a tree topology that reduces the interference on
the parent nodes. Moreover, LIBP repairs the network in the event of parent failure.

Ref. [111] presents in-depth an algorithm called TCBDGA (Tree-Cluster-Based
Data-Gathering Algorithm). It constructs several tree topologies that gather data
using a mobile sink. Initially, the nodes build a single tree topology by selecting a
parent according to the residual energy, the distance to the sink, and the local node
density. Subsequently, this tree is decomposed into sub-trees considering the depth
and traffic load. Finally, the mobile sink visits the sub-trees to collect data and to
reconstruct them when their residual energy is low. In [112], the authors present an
algorithm called Toward Source Tree (TST) that constructs a tree which forwards
information from a source to multiple receivers (i.e., a multicast tree). TST aims at
minimizing the tree length and, as a consequence, the delay. To do that, a virtual
tree is built by using only the receivers. Subsequently, pairs of receivers are connected
by finding relay nodes between them. Finally, the possible cycles are eliminated from
the resultant tree. The drawback of TST is that it assumes that the nodes know their
location and it does not work for dynamic networks.

Ref. [113] presents an algorithm called Hybrid Tree Construction (HTC) that builds
and maintains a tree in which the nodes can only have two children (i.e., a binary
tree). By using this tree structure and a time slot scheduling, the nodes aggregate the
data. The tree construction starts with a neighbor discovery that assesses the energy
level and response time of the neighbors. Subsequently, each node selects a parent
and a child based on the lowest response time guaranteeing a minimum delay. If two
neighbors have the same response time, then the energy level is used as a tiebreaker.
Moreover, HTC re-constructs the tree in case of nodes failure.

In [114], the authors construct a shortest-path tree for secure data collection. On
the one hand, the tree construction is formulated as (1) an integer linear programming
problem; and, (2) a mixed-integer nonlinear programming problem. Both approaches
are solved in a centralized manner by the sink. However, the second approach shows a
better network lifetime. On the other hand, the secure data collection is implemented
by using the overhearing technique. In this technique, a node overhears the incoming
and outgoing packets of its neighbors to determine if they are intentionally dropping
or modifying the packets. Ref. [115] presents an algorithm called Routing Protocol
for Low-Power and Lossy Networks (RPL). It is a multi-hop routing protocol which
supports IPv6, being useful for integrating WSNs to the internet. RPL builds a tree
topology in which the parent selection is based on a metric referred as rank. This
metric is proportional to the hop distance from the sink; so, the sink has the lowest
rank meanwhile the other nodes increase their rank according to the hop distance.
RPL also includes mechanisms for preventing routing loops such as adding a sequence
number to the transmitted packets.

Ref. [116] presents an algorithm called ADCMCST (Algorithm with the minimum
number of child nodes) that constructs a tree topology which aims at balancing the
nodes payload. To do that, ADCMCST limits the number of children of every parent.
Initially, the sink collects the graph of the network and computes an initial tree by
using the Breadth First Search algorithm (BFS). Subsequently, the sink limits the
number of children by pruning edges on each parent. The algorithm ends if the depth
of the tree agrees with a preset value. The drawback of ADCMCST is that it is
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centralized.

3.2.1.3 Meshes

The mesh topology is a multi-hop mechanism for applications that require large cov-
erage areas, such as smart cities [117]. The main topology feature is that each node
selects more than one parent to forward information (See Figure 3.9). By selecting
multiple parents, the resulting topology includes redundant paths that improve the
resilience to failures. However, the drawback is the additional overhead to construct
and maintain redundant routes (e.g., guarantee loop-free paths). Next, we present
relevant mechanisms for building mesh topologies. Note that Table 3.5 summarizes
and compares these relevant work highlighting the metrics and the techniques used
for path selection.

Figure 3.9: Mesh topology.

Military applications build mesh topologies: Ref. [118] evaluates a realistic mobility
model on a battlefield. The authors analyze the scenario where the sink moves at
the edge of the network, i.e., the sink leaves and joins the network. This situation is
referred as marginal mobility model. The authors conclude that IEEE 802.15.5 is not
suitable for the marginal mobility model. Hence, the authors propose two solutions:
waiting for the destination and following the destination. In the former approach,
the source node retains the data when the sink leaves the network. Subsequently,
the source node sends the data when the sink joins the network again. In the latter
approach, the source node sends the data in the direction of movement of the sink.

Ref. [119] guarantees acceptable levels of coverage and data rate for Intelligent
Transport System (ITS) applications. ITS is composed of Vehicle to Vehicle (V2V)
and Vehicle to Infrastructure (V2I) communications. The authors use mesh com-
munications for both approaches. The main goal of the authors is to create a self-
configurable topology that can adapt to the high mobility environment of V2V and
V2I. To that end, the authors use a modified version of the Collection Tree Protocol
(CTP) for mesh topologies that guarantees a data rate of 250 kbps. The advantage of
the application is that it was tested in a real environment at the Technical University
of Madrid using three vehicles equipped with nodes MTM-CM3100 which are based
on the TelosB platform.
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Table 3.5: Comparative table regarding mesh mechanisms.

Paper Metrics Path selection

Contention aware routing[117] Transmission rate
Outage-based
route planning

WD/FD[118] Marginal mobility
Waiting for destination

Following the destination
V2V[119] Data rate and coverage Modified CTP

VCRB[120] Traffic threshold
Virtual cracky

rectangular block
Integer linear programming[121] Nodes’ position Weight heuristic algorithm

The problem of load balancing in mesh topologies is studied in Ref. [120]. The
authors find that the nodes located near the middle of the network bear a heavier
workload which results in congestion, packet loss, and shorter node lifetime. Hence, it
is necessary to develop algorithms that perform load balancing. The authors propose
the Virtual Cracky Rectangular Blocks (VCRB) which selects a threshold based on
traffic. In this way, the nodes change its status when they exceed that threshold.
The main objective of the mechanism is to redirect the traffic and avoid the problems
related to congestion, such as delay and low network lifetime.

The a priori deployment of routers, gateways, and clients is feasible only in few
applications. However, Ref. [121] proposes a technique for refined deployment of
wireless nodes. The authors combine WSNs and WMNs (Wireless Mesh Networks)
and describe a new planning model using integer linear programming. The problem
of optimal network placement has been proven to be NP-hard, for that reason, the
authors use a heuristic mechanism to find a sub-optimal solution. Therefore, the main
goal of the paper is to determine the location of the routers and gateways through an
integer linear programming technique.

3.2.2 Topology Management

Once the topology is built, the nodes send data packets to the sink. However, WSNs
are highly dynamic and transitory: wireless links are unstable and component failure
may occur unexpectedly. Topology management techniques cope with these issues by
adapting the network topology. So, their primary goal is to guarantee the delivery
of data with high-quality standards. We present relevant work about three widely
used topology management mechanisms: load balancing, transmission power control,
and sleep scheduling. Load balancing techniques aim at distributing the traffic to
achieve even energy consumption (See Section 3.2.2.1). Transmission power control
mechanisms reduce transmission levels to save energy and reduce the collision domain
(See Section 3.2.2.2). Finally, sleep scheduling techniques put a subset of nodes
into inactive mode to save energy (See Section 3.2.2.3). In conclusion, topology
management techniques aim at optimizing the topology and improving the lifetime,
connectivity and coverage.

3.2.2.1 Load Balancing Techniques

WSNs are deployed in remote areas where it is dangerous and expensive to go, so,
replacing nodes’ batteries is infeasible. Consequently, the design of energy-efficient
routing mechanisms is a major concern. Within this concern, an important issue to
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Table 3.6: Comparative table regarding load balancing techniques.

Paper Advantages Drawbacks Metrics Strategy Topology

DLBT[122]
Distributed

It changes path
cost dynamically

It sends control
messages

recursively

Number of
messages

Number of
children

Adjusts the
forwarding
probability

Tree

Neighborhood[123]
It sends data via

best possible
neighborhood

It includes an
additional metric

Neighborhood
metric

Routes through
good

neighborhoods

DLBP[124]
Distributed

It uses data fusion
It includes an

additional metric

Hop count
Number of
messages

Increases the
cost of any
high loaded

path

TPTS[125]
It considers the

application’s
deadeline

Clusters/sensors
are assumed
homogeneous

Latency
Energy

consumption

Assignment
of tasks

to sensor nodes
Cluster

DLCP[126]

It dynamically
rotates CHs

It uses
unequal clustering

It does not
take into

account traffic
load

Remaining
energy

Rotates the
CH role

take into account is the hot spot problem (HSP), which refers to the energy exhaustion
of a group of nodes when they are overused. This problem occurs when the routing
protocols select a set of optimal paths, and then, forward all the traffic via those
links. So, nodes belonging to the optimal paths deplete their energy faster, since
they have a higher communication burden. As a consequence, HSP leads to network
partitions. To overcome this problem, routing protocols implement load balancing
techniques where the traffic is distributed among the nodes causing that they deplete
their energy evenly. To achieve load balance, two primary factors have to be analyzed:
traffic patterns and network topologies [127]. Next, we present relevant load-balancing
mechanisms. We divide them into two categories according to their topology, namely,
trees and clusters. Note that Table 3.6 summarizes and compares these relevant work
highlighting the advantages, drawbacks, metrics, strategies, and topology.

� Load Balancing Techniques for Tree Topologies: Next, we present relevant
load balancing techniques that use a tree topology. Ref. [122] creates a probabilistic
load balancing tree that recursively changes the node’s probabilities to forward
information. To that end, the authors propose a technique called Dynamic Load-
Balancing Tree (DLBT) where each node has multiple parents instead of only one.
The main idea is that the traffic load generated by a node is divided among its
various parents. To do that, each child node sends data packets to its parents with
a different probability. DLBT aims at distributing the traffic load uniformly.

In load balancing techniques, there is a well-known trade-off between using high-
quality links and evenly distributing energy consumption. On the one hand, if the
routing mechanism always uses high-quality links to forward the data there would
be uneven energy consumption. On the other hand, if the routing mechanism
evenly distributes energy consumption the packets would be sent via low-quality
links. To cope with this trade-off, Ref. [123] uses a combination of metrics that aims
at evenly distributing energy consumption while sending the packets via the best
possible paths. To find the best possible paths, the authors employ two metrics:
direct and neighborhood. The former metric refers to the routing cost of sending
data via the parent; meanwhile, the latter metric is the cost of transmitting data
via the parent’s neighborhood.
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Other approaches dynamically change the routing costs to balance energy con-
sumption. As an example, Ref. [124] proposes the mechanism called Dynamic Load
Balancing Protocol (DLBP) which dynamically changes the routing costs based on
the node’s communication burden. To that end, DLBP employs an initial metric
and a load-balancing metric. The authors use the hop count as initial metric, and
they employ it to construct the tree. Besides, they create the load-balancing metric
using the remaining energy and the number of transmitted messages. Subsequently,
DLBP divides the tree into sub-trees and selects different nodes as sub-tree heads.
Subsequently, the sub-tree heads modify the link costs based on the load-balancing
metric.

� Load Balancing Techniques for Cluster Topologies: Next, we present rel-
evant load balancing techniques that use a cluster topology. Once the clusters
have been constructed, the next step is to assign tasks to each CM to distribute
the workload. The task assignment aims at equally distribute the energy con-
sumption within the cluster. To that end, it is important to note that the total
energy consumption of a task is the sum of the communication/computation en-
ergy. Therefore, the CH must consider these two types of energy consumptions
when assigning tasks to the CMs. As an example, Ref. [125] proposes the Three-
Phase Task Scheduling (TPTS) algorithm which main goal is to allocate tasks to
each node to distribute the workload.
Ref. [126] proposes a mechanism called Dynamic Load-balancing Cluster based
Protocol (DLCP) to balance energy consumption in a cluster topology. To that
end, the CH role is rotated among the CMs. To do that, the CH selects as sub-
stitute a CM whose energy is higher than the cluster’s average. Moreover, DLCP
employs a mechanism known as unequal clustering where clusters close to the sink
have fewer members than distant clusters [128]. The main goal of this mechanism
is that clusters close to the sink consume few energy in intra-cluster forwarding
and concentrate their efforts in inter-cluster communication. It is important to
prioritize inter-cluster communication in clusters close to the sink because most of
the network traffic traverse those clusters.

3.2.2.2 Transmission Power Control

It is a well-known fact that message transmissions deplete more energy than pro-
cessing or sensing tasks [124]. Besides, the nodes share the communication medium,
which may result in interference issues. Both problems can be addressed by employing
Transmission Power Control (TPC). It is a mechanism that adjusts the transmission
power level. By reducing the transmission power level, TPC saves energy and de-
creases the collision domain. However, it may also bring new challenges such as
network partitioning, higher end-to-end delay, and uncovered areas. It is common
that TPC employs a feedback approach where the nodes initially send packets using
minimum transmission power and increase it based on the feedback received [129].
This feedback is given by an ACK that contains link quality measurements, such as
LQI, RSSI, SNR, among other. However, feedback transmissions may lead to exces-
sive control overhead. For this reason, Ref. [130] proposes to predict these values
using a proportional integral derivative (PID) control and a model predictive control.
TPC might bring undesired communication consequences. First, the transmission
power level is proportional to the number and quality of neighbors. Secondly, a low
transmission power may lead to network partitions where a subset of nodes cannot
find a path to reach the sink. Thirdly, the routing mechanism must be executed again
to collect information about the new neighborhood features. Fourthly, the network
could have less high-quality paths which could result in a longer delay.
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Next, we present relevant work regarding TPC. As an example, Ref. [131] proposes a
TPC technique which is based on the feedback approach and uses Learning Automata
Theory (LAT), which is an adaptive decision-making methodology that learns how to
choose an optimal action. To do that, LAT receives a reinforcement signal when an
action is chosen; subsequently, the probability of selecting that action is modified. The
authors use as reinforcement signal the difference between the current and the optimal
number of neighbors: they assume that the optimal number of neighbors is known a
priori. The advantage of this approach is that it only uses local information and is
distributed. Nevertheless, the disadvantage is that it sends packets with reinforcement
signals until LAT converges.

Similarly, Ref. [129] proposes a TPC technique called AM-TPC which uses the
channel conditions as reinforcement signal. To that end, the authors define a new
metric known as Effective Minimum Detectable Signal (EMDS) which is the sum of
the estimated channel noise and the minimum SNR. In AM-TPC, the nodes receive
an ACK from their neighbors that holds the received signal strength (RSS) and the
signal noise ratio (SNR). Subsequently, nodes compute the channel noise based on
these values; besides, they calculate the EMDS. Finally, nodes select a suitable trans-
mission power based on the EMDS. Summarizing, Table 3.7 presents the advantages,
drawbacks, metrics, and strategies of the mentioned mechanisms.

Table 3.7: Comparative table regarding transmission power control mecha-
nisms.

Paper Advantages Drawbacks Metrics Strategy

AM-TPC[129]
Prevents unnecessary

retransmission

Sends a packet
with maximum

power.

Channel noise
SNR

Active margin

PID-MPC[130]
Interference with

primary networks can
be always avoided

Assumes that
transmitters know
every channel gain

Signal-to-interference
plus noise ratio

PID control
Model predictive control

LPA[131] It is distributed
Sends packets continually

until LAT converges
Number of
neighbors

Learning automata
theory

3.2.2.3 Sleep Scheduling

WSNs can be deployed using two approaches: dense or sparse. A dense WSN refers
to a network with a large number of nodes per area unit; meanwhile, a sparse WSN
refers to the opposite. When working with dense WSNs, a subset of nodes could
be removed from the network without significantly compromising the connectivity or
coverage. Sleep scheduling techniques take advantage of this feature and put in sleep
mode a subset of nodes to save energy [132]. Thus, the primary goal of this tech-
nique is to put in inactive mode as many nodes as possible without compromising
the network performance. Next, we present relevant sleep scheduling mechanisms.
Note that Table 3.8 summarizes and compares these relevant work highlighting the
advantages, drawbacks, metrics, and strategies.

Sleep scheduling techniques face challenges such as: synchronization, delay, rerout-
ing, and balanced-energy consumption. Synchronization refers to the problem that
the nodes must have a common time-reference to wake up and sleep in a coordinated
fashion, e.g., a parent must be awake when its children want to send data. To ad-
dress the synchronization problem, some authors have proposed to use two radios: a
wake-up radio and a regular radio [133]. The regular radio is in charge of transmit-
ting and receiving data packets; meanwhile, the wake-up radio is a low-consumption
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Table 3.8: Comparative table regarding sleep scheduling mechanisms.

Paper Advantages Drawbacks Metrics Strategy

DFS[132]
Increases CH’s

sleep time
Requires time

synchronization
Remaining energy

Adjusts data
fusion window

CTP-WUR[133]
Has lifetime

of several decades
Does not use
a real testbed

Energy consumption
Packet delivery ratio

Wake-up radio

ADCA[134]
Considers highly
variable traffic

conditions

Just considers
star topology

Energy consumption
Throughput

Adaptive duty
cycle algorithm

transceiver in charge of listening to wake-up messages. The delay problem refers to
the fact that transmitting nodes must wait until their neighbors are active; besides,
since a subset of nodes is in inactive mode the shortest path towards the sink is
unavailable. Additionally, sleep scheduling mechanisms must rerun the routing al-
gorithm because the neighborhood is constantly changing. Finally, sleep scheduling
techniques must deplete nodes’ energy evenly to avoid that active nodes exhaust their
energy prematurely. To that end, the mechanism must select a new subset of active
and inactive nodes in every round.

Next, we present relevant work regarding sleep scheduling. Ref. [132] proposes to
implement sleep scheduling in a cluster topology. To that end, the CMs enter inactive
mode based on their remaining energy. Besides, the CHs increase their sleep time
as their CMs die or leave the network since the CH need to be awake less time to
collect data. On the other hand, Ref. [134] proposes to change the active and inactive
period of IEEE 802.15.4 beacon interval. To that end, a coordinator node requests its
neighbors the number of queued packets to estimate the network traffic. Afterwards,
the coordinator increases the active period of beacon interval if the network traffic
exceeds a threshold. However, if the network traffic is low, the inactive period is
increased without compromising the end-to-end delay.

3.2.3 Summary of Self-Organizing Mechanisms

� Considering that WSNs are composed of a large number of nodes that we deploy
in harsh environments, the need arises to develop self-organizing mechanisms
that find a path towards the sink without any human intervention.

� We divide the self-organizing mechanisms into two steps topology construction
and topology management.

� In the topology construction, the nodes discover their neighbors and the link
quality. Subsequently, they use this information to assign roles for themselves
within the network. In other words, each node decides whether it is active or
inactive, cluster member or cluster head, parent or leaf, etc. The definition
of those roles determines the resultant topology: clusters, tree or mesh. We
explained these three types of topologies.

� In the topology management, the nodes implement mechanisms to preserve
the lifetime, connectivity, and coverage of the network. We explained three
mechanisms: 1) load balancing that distributes the traffic to achieve even energy
consumption; 2) transmission power control that reduces the transmission levels
to reduce the collision domain; and 3) sleep scheduling that puts a subset of
nodes into inactive mode to save energy.

39



3.3 Self-Healing Mechanisms

WSNs are deployed in remote and hazardous locations (e.g., volcanoes, forests, bat-
tlefields) where it is undesirable and expensive to go. Since human intervention is
infeasible in such places, failures must be handled by the network itself. The abil-
ity to recover from failures without any human intervention is known as self-healing.
According to DARPA, self-healing represents one of the most desired operational
properties [38]. However, experience from real-world deployments shows that node-
and link- failures can frequently occur [39, 40]. Nodes are prone to failures because
of the difficult weather conditions where they are deployed. Besides, wireless links
are unstable because WSNs operate with low transmission power on unlicensed radio
bands. Both issues, physical damage of sensor nodes and unreliable wireless links, de-
teriorate the main quality of service parameters: lifetime, coverage, and connectivity.
In fact, Ref. [135] classifies the failures into two types:

� Data Failure: The network is unable to report the true value of the physical
variable being monitored, i.e. the nodes collect wrong measurements of their envi-
ronment.

� Network Failure: There exists three malfunctioning behaviors:

– Node Failure: A node may be malfunctioning because it runs out of energy; one
of its components is damaged; or, it was destructed by the hostile environment.

– Link Failure: Wireless links are unstable and unreliable because of obstacles
in the propagation area and temporary interference from neighboring nodes.

– Node Reboot: The node may reboot because of software bugs and energy
depletion.

The design of self-healing mechanisms is not straightforward because of the limited
nodes’ resources. Self-healing mechanisms can be divided into four steps: information
collection, fault detection, fault classification, and fault recovery (See Figure 3.10).
The information collection step can be executed in a centralized or distributed man-
ner. In the former approach, the sink acquires the current network status by saving
metrics related to the whole network; whereas, in the latter approach, the nodes
acquire the current network status by saving metrics related to their neighbors and
links. In the fault detection step, the nodes infer possible faults by analyzing the
collected information. Here, it is important to mention the trade-off between amount
of information, fault detection accuracy, and energy consumption. If we collect large
amounts of information it will produce a high-accuracy fault detection at the cost
of high-energy consumption; but, if we collect small amounts of information it will
produce a low-accuracy fault detection at the cost of low-energy consumption. In the
fault classification step, the nodes classify the failure into four types: data failure,
node failure, link failure, and node reboot. In the fault recovery step, the nodes em-
ploy hardware and software redundancies to keep transporting packets even in the
presence of failures. Although the self-healing problem is well known in WSNs, there
are few works that address information collection, fault detection, fault classification,
and fault recovery in a unified framework. The remaining of this Section is devoted
to present relevant work related to each step.

3.3.1 Information Collection
The primary goal of the information collection procedure is to gather accurate net-
work status data without exhausting the limited nodes’ resources. This procedure
can be executed in different ways according to the scope, strategy, and periodicity.
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Figure 3.10: Self-healing taxonomy.

The scope of the information collection refers to the size of the area where the nodes
collect performance metrics; the periodicity refers to how often this collection oc-
curs, and the strategy defines whether the nodes participate actively or not. It is
important to mention that the amount of information collected is proportional to the
energy consumption of the nodes. Next, we present different ways of implementing
information collection according to the scope, strategy, and periodicity.

According to the scope of the information collection, we can differentiate between
three approaches: global, regional, and single node. In the global information collec-
tion, the nodes send information about their performance metrics to the sink, which
processes this data and produces a network status report. This strategy produces a
large number of overhead packets flowing through the network, exhausting nodes’ en-
ergy, and increasing the network traffic. Besides, in most cases, the number of packets
related to diagnosis is higher than the application packets; hence, the network ends
up consuming its resources while performing diagnosis. Additionally, the global in-
formation collection does not consider that it is more difficult to obtain information
from a faulty region. In the single node information collection, lightweight inference
models are annexed to the nodes to analyze their internal parameters, and to deduce
whether they are healthy or not. Since the nodes process their information on their
own, no overhead message is sent. The drawback of this approach is the narrow scope
of analysis that produces an inaccurate diagnosis. Finally, in the regional strategies,
a group of nodes cooperates to collect information and deduce the cause of failure
in a local region of the network. This approach does not produce a high amount of
message overhead and is more accurate than a single node running a fault inference
algorithm.

To perform information collection, two strategies have been developed: proactive
and passive [135]. In the proactive approach, the nodes report their status periodically
to the sink, i.e., they send healthy messages with their performance metrics. However,
this approach reduces the network lifetime because it is a highly energy-consuming
procedure. Besides, the information could be outdated and it could be received with a
considerable delay at the sink. In the passive approach, the sink infers whether there is
a failure or not based on the application packets; thus, no additional control messages
are needed. However, this approach suffers from low accuracy. According to the
frequency of the information collection, we can differentiate between two approaches:
periodic or on-demand. In the periodic approach, the nodes exchange information
once in a period. In the on-demand approach, the nodes only exchange information
when they are asked to, e.g. the network administrator request information from the
network.
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3.3.2 Fault Detection
Previously, we present different approaches to collect information about the network
status. By processing this information, the fault detection procedure identifies faulty
nodes and links. However, the design of a fault detector is not straightforward be-
cause the relationships between nodes continuously change over time due to unstable
wireless links and unexpected component failures. So, it is difficult to have an ac-
curate and updated network status. We present three approaches to detect failures:
probabilistic, deviation from healthy state, and thresholds. In the probabilistic ap-
proach, the fault detectors compute the probability that a component is faulty based
on the performance metrics. In the deviation from healthy state, the fault detectors
are trained to recognize the healthy state of the network: any deviation from that
state is considered a faulty behavior. In the threshold approach, the fault detectors
monitor the value of performance metrics; then, they trigger a warning signal when
this value crosses a threshold. Next, we present relevant fault detection mechanisms.
Note that Table 3.9 summarizes and compares these relevant work.

3.3.2.1 Probabilistic Fault Detectors (Prob.)

We present relevant work regarding probabilistic fault detectors. Ref. [136] deter-
mines whether a node is faulty or healthy by using a technique called Fault Detection
Scheme (FDS). To that end, the authors employ a Naive Bayesian Classifier which
takes into account the remaining energy and sensed data. So, the node performs self-
diagnoses by calculating the joint probability distribution. Then, the node compares
this joint probability with a threshold. Other approaches exclusively execute a diag-
nosis procedure when they observe abnormal data or events. Ref. [137] proposes a
diagnosis procedure of this type called Local-Diagnosis (LD2). A disadvantage of this
approach is that the diagnosis procedure is triggered with a threshold value, which
may be different for every application. The LD2 mechanism works as follows: when a
node observes abnormal data or events, it sends a diagnosis request beacon to create
a tree rooted at itself. Subsequently, the root of the tree collects information of the
local area and determines the cause of failure.

Ref. [138] aims at merging information from different sources to determine whether
a transformer is faulty or healthy. However, the proposed methodology can be ex-
trapolated to diagnose sensor nodes. The main goal of the paper is to merge informa-
tion generated from five types of sensors and provide a unique metric that indicates
the state of the transformer. To that end, the authors develop a procedure that
determines the probability that the transformer is faulty due to a temperature or
discharge problem. Other approaches, such as Directional Diagnosis (DID), propose
non-deterministic inference models that increase their accuracy progressively accord-
ing to the amount of information collected from the network [139].

3.3.2.2 Detecting the Deviation from Healthy State (Devia.)

We present relevant work regarding fault detectors that identify the deviation from
the healthy state. A method for implementing fault detection is to monitor the paths
at all time, and decide that a node or link is possible faulty whenever there is an
unjustified path change. In Ref. [135], the authors follow this approach by proposing
a Sequence-Based Fault Detection (SBFD) mechanism. In this way, SBFD decides
that a failure exist whenever the path from a node to the sink changes. Another
method for fault detection is implemented in Ref. [140]. The authors propose a passive
diagnosis technique to describe the healthy behavior of a network, and subsequently,
compare it with the current network behavior. To that end, the authors obtain
samples of the travel time (TT). Afterwards, the authors estimate the coefficients of an
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Table 3.9: Comparative table regarding fault detection mechanisms.

Paper Advantages Drawbacks Metrics Strategy Type

FDS[136]
Distributed

Two decision
levels

It assumes
energy and
sensed data

are independent

Sensed data
Remaining energy

Naive Bayesian
Classifier

Prob.LD2[137]
Distributed
Few control

messages

Threshold
values depend

on the
application

Threshold
Neighbor’s beacon
interval timeout

Dempster-Shafer
theory

Masses[138]

Transforms
multisource

data
into a
belief

assignment

It is
implemented to

diagnose a
transformer

Five types of
gases

Dempster-Shafer
theory

DID[139]

Feedback
between

information
collection
and fault
detection

Requires
additional

sniffers

Relay list
Trace list

Belief
network

SBFD[135]
It reduces

control
messages

It constantly
transmits
a 16-bit

checksum

Path lifetime
Monitors routing

paths
Devia.

AR
Model[140]

Models healthy
state

It does
not determine
the number of
faulty nodes

Travel time
Autoregressive

model

Agnostic
Diagnosis[141]

Application
independent

It sends a
large number

of control
messages

22 metrics
Correlation

patterns

EEFTMR[142] Distributed

It uses
ACK

messages
It uses
healthy

messages

Number of hops
Timeouts

ACKs
Thres.
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autoregressive model to predict the value of the next TT sample: this autoregressive
model describes the behavior of a healthy network. Consequently, to compare the
characteristics of a healthy network with the current network state, the authors use
two statistical distances known as Kolmogorov-Smirnov and Kuiper. The authors find
that the statistical distances indicate different distributions of the TT signal when a
healthy network is compared to a faulty one.

Other mechanisms use evolutionary rules to detect network failures in dynamic and
complex topologies. In Ref. [141], an evolutionary rule called Agnostic Diagnosis (AD)
is proposed. It determines whether a node is faulty or not based on the correlation of
its metrics. To that end, the authors collect 22 metrics to describe the behavior of the
node. Subsequently, the authors send these metrics to the sink where it computes the
Pearson’s product-moment coefficient. Afterward, the sink generates a report about
the state of the network.

3.3.2.3 Fault Detectors Based on Thresholds (Thres.)

We present relevant work regarding fault detectors based on thresholds. By using
timeouts and ACK messages, a network can easily detect the presence of a faulty path.
As an example, Ref. [142] proposes a multipath routing technique called EEFTMR
that employs timeouts and ACK messages to detect faulty paths; subsequently, it
recovers the network via backup paths.

Table 3.10: Comparative table regarding fault classification mechanisms.

Paper Advantages Drawbacks Strategy Approach

TDSD[143] It is passive

It could get stuck in
local minima solutions

It requires constant
training

Neural networks

Machine learningMLP[144]
It classifies hard/soft

failures
It assumes fault-free

links and CHs

RS-SVM[145]
It preserves only

critical information
It is not tested
on real nodes

Support vector
machine

HMM[146]
It offers precise
recovery actions

It is not tested
on real nodes

Hidden markov
models

FNCM[147] It reuses nodes
It requires prior

information about
nodes’ condition

Fuzzy rule-
based classification

Fuzzy logic

3.3.3 Fault Classification
Once the fault has been detected, the next step is to classify it. Network faults can be
broadly classified into two types: hardware and software [148]. Hardware faults are
related to the malfunctioning of nodes’ components (e.g., microcontroller, transceiver,
sensor, and batteries). Software faults are caused by bugs that prevent the operating
system from accomplishing its tasks. Both types of failures could lead to connectivity
loss, network congestion, inaccurate sensor measurements, among others. Thus, it is
of major importance to detect and classify the failures. The design of a fault classifier
is not straightforward because the dependencies between symptoms and causes are
typically unknown in such complex and distributed networks [141]. However, the self-
healing mechanisms can recover the network from failures more easily when they know
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the type of failure (e.g., interference, broken paths, congestion, among others). We
present relevant fault classification techniques that rely on machine learning principles
(e.g., neural networks, support vector machine, and hidden Markov models) and fuzzy
logic. Note that Table 3.10 summarizes and compares these relevant work highlighting
the advantages, drawbacks, strategies, and approach of each mechanism.

3.3.3.1 Fault Classification Based on Machine Learning

We present relevant work regarding fault classification based on machine learning.
Ref. [143] classifies the faults in three types: network (e.g., congestion, link failure),
node (e.g., energy depletion) and sensor (e.g., physical damage of the component).
To that end, it proposes a passive diagnosis framework that extracts the features of
the sensing data by using the Gabor transform. The advantage of this procedure is
that it reveals the features in time and frequency domain. Subsequently, they employ
a type of neural network known as self-organizing maps (SOM) to detect and classify
the failures. In Ref. [144], the authors classify the faults in two types: hard and soft.
A hard fault means that a node can not communicate anymore; meanwhile, in the soft
fault, the nodes can communicate, but they transmit erroneous data. The authors
propose a mechanism that detects and classifies both types of failures by employing
neural networks and Particle Swarm Optimization (PSO). The disadvantage of the
mechanism is that it assumes 1) fault-free wireless links; 2) fault-free CH; and, 3)
that the nodes have a GPS module.

Other approaches classify the failures from a component-level. As an example,
Ref. [145] categorizes the failures into four classes, namely, power, sensor, processing,
and communication. To that end, the authors collect several network parameters and
integrate them by using rough set theory. This theory reduces data and preserves
only critical information. Subsequently, a Support Vector Machine (SVM) is trained
to classify the failures. The drawback of this approach is that it is not tested on
real nodes; so, the authors do not prove that SVM is suitable for nodes with limited
computation capabilities. From another perspective, Ref. [146] classifies failures into
two categories, namely, system and data faults. On the one hand, system faults refer
to network partitions, routing failures, hardware/connection faults, among others;
on the other hand, data faults refer to erroneous measurements in the sensors. The
classification procedure is based on the statistical model known as Hidden Markov
Models. It classifies system faults into two types, namely, calibration and low battery;
also, it classifies data faults into three categories, namely, stuck-at, offset, and gain.
After classifying faults, the authors perform precise recovery actions that lead to a
robust network operation.

3.3.3.2 Fault Classification Based on Fuzzy Logic

Ref. [147] classifies the hardware faults into five categories, namely, transmitter/receiver
circuit fault, microcontroller fault, sensor fault, and battery fault. To do so, they em-
ploy a fuzzy-logic approach because it can deal with imprecise and noisy data, which
is usual in WSNs. After classifying hardware faults, the authors reuse the nodes
taking into account the fault detected. For example, if the node has a sensor fault, it
is employed as a traffic forwarder. By doing so, the nodes are not excluded when a
fault is detected. Instead, their tasks are modified. Hence, the network performance
is maintained even in the presence of partially defective nodes.
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3.3.4 Fault Recovery

Fault recovery mechanisms guarantee that the network transports data packets with
high-quality standards even in the presence of faulty components. To achieve that,
fault recovery mechanisms uses hardware and software redundancies, where healthy
components replace faulty ones by assuming their functions. We present four types
of redundancies widely used: paths, power supply, nodes, and packets. The primary
goal of the path redundancy is that each node finds more than one route to the sink:
when the primary path is broken, the nodes send their data packets via a backup
path. On the other hand, power supply redundancy is achieved by equipping the
nodes with rechargeable batteries and harvesting systems. By doing so, nodes’ power
supply could be unlimited. Node redundancy is useful when a node is dead and one
of its neighbors replaced it (i.e., it assumes the tasks). Finally, packet redundancy is
implemented by sending the same packet multiple times. Next, we present relevant
work regarding these types of redundancies. Additionally, Table 3.11 compares rele-
vant fault recovery techniques. We present advantages, drawbacks, metrics, and the
type of redundacy used.

3.3.4.1 Redundant Paths

Redundant paths is a well-known fault recovery mechanism in which a primary path
is no longer able to transport packets towards the sink, but a secondary path (a.k.a.
backup path) takes over the data forwarding. Additionally, a disjoint path is a par-
ticular case of redundancy where the primary and secondary paths are composed
by different nodes. In other words, two paths are disjoint if they do not share any
node. Next, we present relevant work regarding path redundancy and disjoint paths.
Ref. [149] proposes a distributed fault recovery mechanism known as Disjoint Path
Vector (DPV) to guarantee k-connectivity in a heterogeneous network. It assumes
that the network is composed of resource-constrained nodes and supernodes. DPV
finds k-disjoint paths from each sensor node to at least one supernode; this ensures
that when k − 1 nodes fail the network will not be partitioned.

Branch-aware route discovery (BRD) is a mechanism for finding disjoint paths in
tree topologies [151]. In this mechanism, each branch of the tree corresponds to a
different disjoint path. So, the data packets are re-routed via a nearby branch when
one of them is broken. However, the main drawback of BRD is the low number of
disjoint paths that it can find. To cope with this problem, Ref. [150] proposes a
novel branch-aware route mechanism called Sub-branch Multipath Routing Protocol
(SMRP) in which the branches are identified by two numbers: branch and sub-branch.
The branch number is equal to the ID of the sink’s neighbors; nevertheless, the sub-
branch number is defined as the ID of the sink neighbors’ neighbors. By using this
two-level branch identification, more disjoint paths can be found since the search
space is increased.

Disjoint paths are also used to recover from congestion. Ref. [152] builds dis-
joint paths to overcome congestion problems in Wireless Multimedia Sensor Networks
(WMSN). The main idea is to forward information simultaneously via different dis-
joint paths to take advantage of the available bandwidth. However, the simultaneous
transmissions could originate interference problems. To cope with this problem, the
authors propose a mechanism called MR2 that creates a primary path and identifies
the nodes that could interfere with it. On the other hand, disjoint paths are not
an optimal alternative to forward data: the most energy-efficient route to send in-
formation is the primary path. Thus, Ref. [153] proposes to replace disjoint paths
with braided paths. The main idea is that braided paths are geographically close to
the primary paths. To do so, the braided paths are allowed to share nodes with the
primary paths.
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Table 3.11: Comparative table regarding fault recovery mechanisms.

Paper Advantages Drawback Metric Redundancy

DPV[149]
Distributed
It ensures

k-connectivity

Supernodes’
location is

known
High

computational
cost

Number of
hops

Paths
SMRP[150]

Distributed
More disjoint
paths than
BRD[151]

It uses
flooding

Random parent
selection

Mean time
to failure

MR2[152]
It increases
throughput

Additional
routing overhead

Path length

Braided
Paths[153]

They are
similar to
optimal

primary path

At high
node densities
disjoint and

braided paths
behave similarly

Resilience
Maintenance

overhead

N-to-1[154]

Less than one
control message

per disjoint
path

Flooding is
a highly

energy consuming
task

Reliability
Security

ACOSHR[155]
It is

probabilistic

ACO do
not guarantee

an optimal
solution

Hop count
Residual
energy

Solar cells[156]

It provides
a constant

flow of
energy

Additional cost
in hardware

Remaining
energy

Power
supply

Virtual
Backbone[157]

Sleeping nodes
extend lifetime

It requires
a high

node density

Hop distance
Residual
energy

Nodes

Fuzzy logic[158]

It provides
a list

of backup
CHs

It broadcasts
control packets

Data loss
ratio

Node
replacement[159]

It does not
re-run route

discovery

It is
economically

expensive

Number of
reused paths

Packet
estimation[160]

It tolerates
multiple

packet losses
Highly scalable

It assumes
data

redundancy

Probability of
successful
recovery

Packets
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Disjoint paths can be discovered using flooding. As an example, Ref. [154] proposes
a mechanism called N-to-1 that finds disjoint paths in tree topologies. First, the
author identifies the branches with IDs. To that end, each neighbor of the sink sends
to its children a message with its ID. Upon reception of a message, the children read
the ID, assign this value to their branch number, and subsequently transmit the same
message down the tree. This process is repeated until the message arrives at the
leaf-nodes. At this point, each node knows its branch number. If two nodes belong
to different branches there is a disjoint path through them.

Moreover, disjoint paths can be implemented using Ant Colony Optimization (ACO),
a mechanism inspired by the social behavior of ants. As an example, Ref. [155] pro-
poses a technique for finding routes and disjoint paths known as ACOSHR. It is
based on ACO since a group of artificial ants communicates with the aid of chemical
pheromones to find the shortest path between their nest and the food source. ACOSH
launches a colony of ants to the network; these ants are called FANT (Forwarding
Ants) messages. When the FANT message arrives at the destination, a Backward Ant
(BANT) is sent in the opposite direction to leave a determined amount of pheromone
based on the hop count and the residual energy.

3.3.4.2 Redundant Power Supply

Previously, we have introduced fault recovery mechanisms based on redundant paths.
However, there are other types of redundancies, such as additional power supply. As
an example, Ref. [156] equips the nodes with solar cells and rechargeable batteries.
In this case, the redundancy is provided by these additional hardware components
because they act as a redundant power supply. In this type of works, the nodes can
harvest energy from the environment. Besides, the energy management tasks can be
divided into three: harvesting, recharging, and consuming. Hence, the main concern
of the authors is to schedule these tasks with the purpose of providing a constant flow
of energy.

3.3.4.3 Redundant Nodes

We present relevant work regarding fault recovery based on redundant nodes. Ref. [157]
fixes the backbone locally when a node enters in sleeping mode. The paper focuses
its work on developing a virtual backbone using the mechanism known as Connected
Dominating Sets (CDS). When a node enters in sleeping mode, the algorithm fixes
the backbone locally using the highest energy node. Additionally, Ref. [158] proposes
to find a list of backup CHs (BCHs) for each node. To that end, the nodes use type-
2 fuzzy logic to compute their chances to be elected as CH. Afterwards, the nodes
broadcast their chances to be elected as CH and sort the received chances from their
neighbors. After this, the nodes have a list of possible BCH. The disadvantage of this
approach is that the nodes continually broadcast control packets, which is a highly
energy-consuming process that degrades the network lifetime. Finally, the unusual
technique of manually replacing faulty nodes is investigated in Ref. [159]. The main
goal of the paper is to replace as few nodes as possible and to reuse as much routing
paths as possible. By reusing previously discovered paths, the network saves energy
since it does not re-execute the route discovery procedure.

3.3.4.4 Redundant Packets

We present relevant work regarding fault recovery based on redundant packets. Ref. [160]
proposes to recover the network from packet losses by combining k measurements from
different sensors at the sink to estimate missing packets.
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3.3.5 Summary of Self-Healing Mechanisms

� Considering that the nodes are prone to failure due to the harsh environment
where we deploy them; and, that the links are unreliable because of the use of
low transmission power and unlicensed radio bands, the need arises to develop
self-healing mechanisms that repair the network when unexpected node- and
link- failures occur.

� The core of the self-healing mechanisms are the redundancies. When there is a
node- or link- failure, the self-healing mechanisms find a redundant node or link
that can replace it. In other words, the self-healing mechanisms detect defective
components and replace them with redundant ones, which can accomplish the
tasks of the faulty components.

� We have proposed to divide the self-healing process into four steps: 1) informa-
tion collection where the nodes gather network status data without exhausting
the nodes’ limited resources; 2) fault detection where the nodes identify the
faulty components based on the network status information; 3) fault classifica-
tion where the nodes determine the type of failure, which facilitates to select the
type of redundancy that repairs the topology; and, 4) fault recovery where the
nodes repair the topology by replacing the faulty components with redundant
ones.

3.4 Unification of Self-Organizing and Self-Healing

Mechanisms in a Single Framework

The purpose of deploying a WSN is to collect data about a group of physical variables
(e.g., air and water pollution) in an area of interest. However, node- and link- failures
may disrupt the communication between nodes preventing the data collection. So,
the network must cope with these failures to guarantee that the data about the phys-
ical variables reach the base station. The network tackles communication failures by
implementing self-healing mechanisms that detect defective components and replace
them with backup components. Hence, self-healing mechanisms are based on the idea
of leveraging hardware- and software- redundancies in the network to replace faulty
components. On the one hand, the network creates hardware redundancies as the
result of increasing the node density. In other words, by adding nodes to the net-
work additional resources become available, for example, redundant paths, links, and
neighbors. On the other hand, the nodes with software redundancy include backup
software modules that can replace faulty components.

The core of any self-healing mechanism is to repair the topology by using hardware-
and software- redundancies, specifically, the network reconstructs the topology replac-
ing the faulty components with redundant ones. At this moment we emphasize that
the self-healing and self-organizing techniques must necessarily work together because
it is not possible to fix the network without reorganizing it. From a global perspective,
the self-healing mechanism detects the faulty components and finds suitable redun-
dancies, and the self-organizing mechanism takes as input these redundancies and uses
them to rebuild the topology. Hence, the network replaces the faulty components with
redundant ones repairing the topology. The idea of using self-healing capability also
for reorganizing the topology has been previously presented in CTP [161], where the
authors actively probe the paths with data packets to detect and fix routing failures.
Specifically, each data message includes the distance to the sink (e.g., number of
hops) and when a node receives a packet with smaller or equal distance a possible
routing loop has been detected. The idea of CTP of using the self-healing capability
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also for self-organization inspired us to propose a framework that is based on both
mechanisms.

Taking into account that faults occur unexpectedly, the network runs the self-
healing and self-organizing mechanisms permanently. So, we propose that the network
executes these two mechanisms cyclically to guarantee fault-tolerance. We present a
unified framework that employs self-organizing and self-healing mechanisms to achieve
a fault-tolerant network. The six steps of the framework are neighbor discovery, topol-
ogy construction, information collection, fault detection, fault classification, and fault
recovery (See Figure 3.11). Regarding the self-organization of the network, the nodes
discover their neighbors, and then construct the topology; regarding the self-healing
of the network, the nodes monitor the status of their neighbors and links, detect and
classify the faulty components, and repair the network by rebuilding the topology.
We propose that the network executes these six steps cyclically to guarantee fault-
tolerance. Next, we present each step in detail.

Informa(on 
Collec(on 

Fault 
Detec(on 

Fault 
Classifica(on 

Fault 
Recovery 

Topology	   
Construc(on 

Neighbor	  
Discovery 

Self-‐organiza(on Self-‐healing 

Figure 3.11: Unified framework to achieve a fault-tolerant network.

In the initial stage of the network, we deploy the nodes in the area of interest;
however, they are unaware of their neighbors and the quality of the links. So, the
nodes execute a procedure known as neighbor discovery in which they broadcast dis-
covery messages with the purpose of informing their neighbors of their presence and
measuring the link quality. The output of the neighbor discovery procedure is a table
of neighbors that includes the identifier of each neighbor and an estimate of the link
quality. Hence, when the neighbor discovery procedure ends, the nodes have infor-
mation about their neighbors and the link quality.

After the neighbor discovery procedure, the nodes execute a topology construction
mechanism. By using the table of neighbors, the topology construction mechanism
selects a parent for each node considering the quality of the links. This parent for-
wards data packets towards the base station, so, the set of parents constitute the
paths of the topology. Hence, the core of the topology construction mechanism is the
parent selection. According to the rules defined in the parent selection, the resultant
topology could be a cluster, tree, or mesh.

Once the topology construction ends, the nodes start reporting data packets to
the sink, so, the network is operational. Note that unexpected communication faults
may occur such as node- and link- failures. Hence, the network monitors the state
of the nodes and links continuously using a procedure called information collection.
However, collecting information in a WSN may deplete its limited resources (e.g., en-
ergy and memory). Therefore, there is a tradeoff between the amount of information
collected and the accuracy of the fault detection and classification. By collecting the
state of the nodes and links, we can determine whether there is a faulty component
or not by using the fault detection procedure.

Once we have identified that there is a faulty component, the next step is to clas-
sify the type of failure: data failure, node failure, link failure, or node reboot. The
fault classification determines the type of redundancy that we require to repair the
network. In other words, it determines whether the network needs redundant links or
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nodes to repair the topology. Finally, the network executes the fault recovery proce-
dure in which it replaces the faulty components with redundant ones, i.e., the network
repairs itself by rebuilding the topology using redundant components.

Summarizing, we have presented a unified framework that employs self-organizing
and self-healing mechanisms to achieve a fault-tolerant network. First, the nodes
discover their neighbors and construct an initial topology. To that end, the nodes use
a self-organizing mechanism such as clustering, tree construction or mesh construc-
tion. Secondly, the network monitors the status of the nodes and links, detects and
classifies the failures, and repairs itself by reconstructing the topology. Since com-
ponent failures can occur unexpectedly, the network runs the six steps of the unified
framework cyclically.

3.5 Chapter Summary

In this Chapter, we presented the state-of-the-art related to the self-healing frame-
work. To that end, we presented, compared and analyzed previous work that also
addresses the problems of self-organization and self-healing. Moreover, we divided
the concepts of self-organization and self-healing into sequential steps. Subsequently,
we explained the recent work related to each step and assessed their advantages and
drawbacks. Additionally, we shed light on future research directions. Thus, we give
the reader a complete picture of the state-of-the-art.

We divide self-organization mechanisms into two steps: topology construction and
topology management. In the topology construction, the nodes select the most suit-
able path to reach the sink. Depending on the construction rules, three types of
topologies can be developed: tree, clusters or mesh (See Section 3.2.1). We consider
that these types of topologies have been widely studied in the state-of-the-art; hence,
we consider that there is little room for contributions in the area of topology con-
struction. In the topology management, the nodes implement additional techniques
to optimize the topology, such as load balancing, sleep scheduling, and transmission
power control (See Section 3.2.2).

We divide self-healing mechanisms into four steps: information collection, fault
detection, fault classification, and fault recovery. Information collection acquires the
current network state (See Section 3.3.1). Fault detection infers whether there are
failures or not using the previously collected information (See Section 3.3.2). Fault
classification categorize the faults into data failure, node failure, link failure, and
node reboot (See Section 3.3.3). Moreover, fault recovery guarantees data delivery
even in the presence of failures (See Section 3.3.4). Despite recent progress on self-
healing mechanisms, WSNs cannot repair themselves without exhausting their limited
resources. Hence, we investigate how to improve the resilience of WSNs to faulty
sensor nodes and unreliable wireless links without exhausting its limited resources.
Additionally, we propose a unified framework that employs self-organizing and self-
healing mechanisms to achieve a fault-tolerant network: the self-healing framework.
To achieve this, the framework run the steps of the self-organizing and self-healing
mechanisms cyclically guaranteeing the detection and recovery of unexpected faults
(See Section 3.4 and 2.4).
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Chapter 4

Dynamic Minimum Spanning Tree
Construction and Maintenance for
WSNs (DGHS)

Remember that the first stage of the self-healing framework is the topology construc-
tion where the nodes discover their neighbors and find paths towards the sink. We
show the block diagram of the self-healing framework again in Figure 6.1. This figure
highlights in light green the stage of the framework that is explained in this Chapter:
topology construction. To that end, we propose the Dynamic Gallager-Humblet-Spira
(DGHS) algorithm that constructs a minimum spanning tree. To do so, we divide
DGHS into two phases, namely, neighbor discovery and tree construction. In the
neighbor discovery phase, the nodes collect information about their neighbors and
the link quality. In the tree construction phase, DGHS finds the minimum spanning
tree by executing the Gallager-Humblet-Spira (GHS) algorithm. Note the distinction
between DGHS - our mechanism - and GHS - the algorithm proposed by Gallager
Humblet Spira. GHS is a distributed algorithm that join fragments progressively
until there is only one remaining. In this Chapter, we explain in detail DGHS and
evaluate its performance.
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Figure 4.1: Self-healing framework highlighting the chapter blocks.

WSNs are composed of sensor nodes with constrained resources. The nodes measure
a physical variable (e.g., temperature, humidity, light, among others) in an area of
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interest, and then, send this information to the sink. WSNs do not rely on pre-existing
infrastructure, so, the network topology is built by the nodes once deployed. Initially,
the nodes do not have any previous knowledge about their neighborhood because they
are scattered randomly, so, they collect information about their neighbors and the
link quality using a procedure called neighbor discovery. Using this information, each
node computes routes to reach the sink through multiple hops. In this Chapter, we
propose an algorithm called Dynamic Gallager-Humblet-Spira (DGHS) that builds
and maintains a minimum spanning tree.

In WSNs, finding the optimal route from each node to the sink is not straightfor-
ward because of the distributed and dynamic features of the network. On the one
hand, the nodes should avoid any centralized control that depletes their energy by
sending control packets over long distances. Instead, they should collaborate among
them through the exchange of local information. On the other hand, the network is
dynamic because of the frequent changes: the channel quality varies over time, and
the nodes can join or leave the network as a result of mobility or battery exhaus-
tion [108]. Thus, mechanisms for topology construction and maintenance must be
distributed and adapt to the dynamic features of the network.

Depending on its internal rules, topology construction mechanisms can lead to
different types of structures, such as trees, clusters, or meshes. In the tree topology,
each node selects a single parent that receives and forwards the data packets. The
parent selection determines how and when the tree is built, so, it is the core of the tree
construction mechanisms. The criteria for selecting a neighbor as a parent is different
for every application. When the parent selection is over, a tree topology rooted at
the sink is available. This tree topology is suitable for WSNs since it enables the
many-to-one communication needed to collect data.

Many mechanisms have been proposed to construct a tree topology (See Sec-
tion 3.2.1.2). However, few mechanisms work in a distributed manner and adapt
the tree to the dynamic features of the network. In this Chapter, we propose a
distributed and adaptive algorithm called Dynamic Gallager-Humblet-Spira (DGHS)
that builds and maintains a minimum spanning tree. DGHS is based on the Gallager-
Humblet-Spira (GHS) algorithm [41, 42]. Note the distinction between DGHS - our
mechanism - and GHS - the algorithm proposed by Gallager Humblet Spira. GHS
is a static algorithm that finds the minimum spanning tree in a network, but does
not repair the topology when node failures occur. Additionally, GHS is a theoretical
work that has not been evaluated on a wireless network setting. Thus, the main dif-
ferences between DGHS and GHS are twofold: (i) DGHS extends GHS by repairing
the tree when node failures occur; and, (ii) DGHS is the first work that evaluates a
GHS-based algorithm for a WSN to the best of our knowledge.

DGHS has four phases, namely neighbor discovery, tree construction, data collec-
tion, and tree maintenance. In the neighbor discovery, the nodes collect information
about their neighbors and the link quality. In DGHS, the link quality is defined as the
average number of lost discovery packets. In the tree construction, DGHS finds the
minimum spanning tree by executing GHS. In GHS, each node is a different fragment.
Subsequently, pairs of fragments merge into a new one. The fragments continue to
join until only one remains: the final fragment is the minimum spanning tree. This
minimum spanning tree generated by GHS is not rooted at the sink. Thus, in the
data collection phase, the sink roots the minimum spanning tree at itself by sending
a single control message via the branches of the tree. Then, each node starts sending
data packets. In the tree maintenance phase, the nodes repair the tree when com-
munication failures occur (i.e., the nodes cannot communicate anymore) by merging
disconnected fragments. The repair mechanism is initiated by the sink and partially
reruns GHS to join disconnected fragments.

We implement DGHS on Contiki which is a widely used open-source operating
system for low-power and memory-constrained devices. Subsequently, we evaluate
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the performance of DGHS on Cooja which is the Contiki network emulator. We
compare DGHS with a state-of-the-art tree construction mechanism known as Least
Path Interference Beaconing Protocol (LIBP) [109, 110]. We did not compare DGHS
with GHS because the original code of GHS is implemented in Fortran (which is
not compatible with Contiki) and we considered that testing our implementation of
GHS with DGHS would not generate reproducible results since our implementation
includes packet queues with a service time that is defined by heuristics. On the other
hand, LIBP has an open-source implementation that is compatible with Contiki, so,
its comparison with DGHS generates reproducible results. The results show that
DGHS uses fewer control packets and consumes on average less energy than LIBP, at
the cost of a slight increase in the memory size and convergence time.

Specifically, the results show that DGHS uses 25.6% fewer control packets than
LIBP during the tree construction. Besides, DGHS consumes on average less en-
ergy that LIBP: it consumes on average 0.6mW less during the tree construction,
and 1.9mW less during the data collection. These results are explained given that
DGHS is message-optimal and sends the data packets through the optimal route (i.e.,
via the minimum spanning tree). Moreover, DGHS shows a slightly higher memory
consumption and slower convergence time because of its complexity.

This Chapter is organized as follows: Section 4.1 briefly describes GHS and its
limitations; Section 4.2 explains in detail the DGHS algorithm; Section 4.3 shows
the evaluation settings and the performance metrics; Section 4.4 evaluates the per-
formance of DGHS and LIBP; and, Section 4.5 presents the Chapter summary.

4.1 Gallager-Humblet-Spira Algorithm

Since we propose a tree construction and maintenance mechanism based on GHS, we
briefly present GHS and its limitations. These limitations are tackled by DGHS.

Figure 4.2: Basic concepts of the GHS algorithm.

4.1.1 Description of the GHS Algorithm

GHS finds the minimum spanning tree in a graph with bi-directional edges [41, 42].
It is a distributed algorithm in which the nodes send control messages, wait for a
reply, and process the information. In GHS, each node starts as a different fragment.
The core idea is to join fragments progressively until there is only one remaining.
GHS is implemented by seven control packets, namely connect, initiate, test, accept,
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reject, report, and change root. Besides, GHS determines an upper bound on the
total number of control messages: for a graph of N nodes and E edges the total
number of control messages is at most 5Nlog2N + 2E.

Next, we describe the basic concepts of GHS (See Figure 4.2). A fragment is a
connected subgraph that belongs to the minimum spanning tree. Fragments can only
join via a particular kind of edge, known as the outgoing edge. As a general rule,
an outgoing edge has a node that belongs to the fragment and another node that
does not. Since a fragment could have more than one outgoing edge, the lowest-
weight outgoing edge of a fragment is an outgoing edge whose weight is the lowest.
Ref. [41] proves that the lowest-weight outgoing edge of a fragment always belongs to
the minimum spanning tree. Additionally, the core nodes are the central computing
units of the fragment. They find the lowest-weight outgoing edge of a fragment by
collecting information about all the outgoing edges. Besides, they initiate the union
of two fragments. Finally, the core edge is the one that connects two core nodes.

4.1.2 Limitations of the GHS Algorithm for WSNs

We describe the limitations of GHS for a wireless network setting and briefly mention
how DGHS deals with those limitations.

� Packet Loss: GHS does not tolerate packet loss. If for any reason a packet
gets lost, GHS will not converge to the minimum spanning tree. The loss of
a packet causes that the affected fragment cannot merge and remains discon-
nected. Thus, it is mandatory to use a reliable packet delivery service. DGHS
uses a reliable packet delivery service for the control messages. The reliable
packet delivery service is implemented using an acknowledgment packet for
every control message. However, this method doubles the number of control
messages. Remember that the total number of control messages is at most
5Nlog2N + 2E for a network without packet loss. So, for a lossy network, such
as a WSN, the total number of control messages would increase proportionally
to the packet loss rate.

� Packet Errors: GHS does not tolerate bit errors. If for any reason a packet
contains bit errors GHS will not converge to the minimum spanning tree. On
the one hand, if the bit error affects a node address, then the packet will be lost.
Thus, there will be disconnected fragments, as explained before. On the other
hand, if the bit error affects the weight of an edge, then GHS would converge to
a non-minimum spanning tree. Thus, to guarantee that DGHS converges to the
minimum spanning tree, it is mandatory to use an error detection technique,
such as cyclic redundancy check (CRC).

� Tree Rooted at the Sink: The minimum spanning tree generated by GHS is
not rooted at the sink. When GHS terminates, the minimum spanning tree is
rooted at two core nodes; and, it would be a coincidence if any of these nodes
happens to be the sink. DGHS uses an additional control message to root the
tree at the sink. It is important to mention that the additional control message
does not modify the structure of the minimum spanning tree: it just changes
the direction of the edges.

� Tree Maintenance: GHS finds the minimum spanning tree for a particular
network configuration. If the network configuration changes, then the minimum
spanning tree is no longer valid. In WSNs, the network configuration is highly
dynamic because the channel quality varies over time [108, 162] and the nodes
are prone to failures [163, 164]. Thus, as time goes by, the minimum span-
ning tree loses its validity. As an example, consider the case where the weight
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of the edges changes in response to an unstable channel. Under that circum-
stances, the minimum spanning tree is not longer valid because the network
configuration has changed. Similarly, a node failure generates a different net-
work configuration. Thus, GHS is not tolerant to network changes since it does
not implement any mechanism against them. DGHS copes with the variability
of the network by implementing a tree maintenance phase that repairs the tree
when node failures occur (i.e., the nodes cannot communicate anymore).

� Minimum Spanning Tree: Finding the minimum spanning tree is a highly
energy-consuming process because the nodes require local information about
their neighbors and connecting edges, and global information about the different
fragments. By collecting this information, a considerable number of control
messages is exchanged. Thus, some tree construction mechanisms do not find
the minimum spanning tree with the lowest-cost paths [165, 166]. Instead, they
find a non-optimal tree whose construction requires fewer control messages but
leads to a suboptimal data collection. However, the evaluation results show that
this non-optimal tree is inefficient in terms of energy compared to the minimum
expansion tree in the long term.

4.2 Dynamic Gallager - Humblet - Spira Algorithm

(DGHS)

The Dynamic Gallager-Humblet-Spira (DGHS) algorithm builds and maintains a min-
imum spanning tree. To do so, DGHS is divided into four phases, namely neighbor
discovery, tree construction, data collection, and tree maintenance (See Figure 4.3).
In the neighbor discovery phase, the nodes collect information about their neighbors
and the link quality. DGHS defines the link quality as the average number of lost
discovery packets. In the tree construction, DGHS finds the minimum spanning tree
by executing GHS. In GHS, each node is a different fragment. Subsequently, pairs
of fragments merge into a new one. The fragments continue to join until only one
remains: the final fragment is the minimum spanning tree. However, this minimum
spanning tree is not rooted at the sink. Hence, in the data collection phase, the sink
roots the minimum spanning tree at itself by sending a single control message via
the branches of the tree. Then, each node starts sending data packets. In the tree
maintenance phase, the nodes repair the tree when communication failures occur by
merging disconnected fragments. The repair mechanism is initiated by the sink and
partially reruns GHS to join disconnected fragments.

Figure 4.3: Four phases of the Dynamic Gallager-Humblet-Spira algorithm (DGHS).
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4.2.1 Neighbor Discovery

Initially, the nodes do not have any previous knowledge about their neighborhood
because they are scattered randomly in the area of interest. So, they collect infor-
mation about their neighbors and the link quality using a procedure called neighbor
discovery. During the neighbor discovery, the nodes periodically broadcast discovery
packets with a sequence number. Upon reception of a discovery packet, the nodes
compute the link weight which is defined as the average number of discovery packets
that have been lost. This computation is done by computing the moving average of
sequence number gaps. By exchanging discovery packets, each node maintains a table
that includes the link weight for each neighbor.

Specifically, DGHS computes the Exponential Weighted Moving Average (EWMA)
of the sequence number gaps. We use EWMA to determine the quality of the links
because it applies weights to the samples according to their age. In other words,
recent samples strongly influence the resulting average whereas old samples influence
the resulting average in a smaller proportion. This property of EWMA is useful in
WSNs because it is beneficial to keep an updated neighborhood state which gives
more weight to recent samples. We show the definition of EWMA in Equation 7.1.

St =

{
Y1, t = 1

αYt + (1− α)St−1, t > 1
(4.1)

where, Yt is the input variable (i.e., in this case the sequence number gaps) and α
is a constant between [0, 1] that determines the influence of recent and old samples.
If α is close to 1 then the resulting average is almost determined exclusively by recent
samples; and, if α is close to 0 then the old samples are given more weight. Once the
nodes know their neighborhood, the tree construction phase begins.

4.2.2 Tree Construction
DGHS finds the minimum spanning tree by executing GHS. We select GHS because
it is a distributed algorithm, it does not require synchronized nodes, it guarantees an
execution without deadlocks, it tolerates an unpredictable delay of messages, and it
is message-optimal [42]. Hence, GHS is suitable for WSNs. More importantly, GHS
is considered the cornerstone algorithm for finding the minimum spanning tree in a
distributed manner. So, several algorithms are based on GHS [167, 168, 169]. Note
that DGHS inherits the advantages of GHS.

Initially, each node belongs to a different fragment. Subsequently, pairs of frag-
ments merge into a new one. To that end, a fragment identifies its lowest-weight
outgoing edge and requests the adjacent fragment to join. After accepting the re-
quest, the two fragments join into a new one via the lowest-weight outgoing edge.
Pairs of fragments continue to join until only one fragment remains: this final frag-
ment is the minimum spanning tree of the graph. Each fragment has a unique name
and a level to guide the joining process. The name guarantees that different fragments
merge, and the level determines how and when the joining occurs.

A minimum spanning tree usually generates a topology with very long branches
which is not suitable for WSNs since there are not enough nodes close to the sink to
support all the traffic. It is a known fact that the nodes close to the sink deplete their
energy faster than other nodes since they must support the forwarding of messages of
the entire network. However, we could solve this problem implementing techniques
that balance the energy consumption. For example, [81] uses a mobile sink to balance
the energy consumption of the nodes; [82] relocate nodes among neighboring clusters
to avoid energy-holes and connectivity loss; and [126] places smaller clusters close
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Algorithm 1 Gallager-Humblet-Spira algorithm - Pseudocode taken from [41] - Part
1

procedure wakeup
begin

m: Adjacent edge of minimum weight
SE(m) ← Branch
LN ← 0; SN ← Found; Find-count ← 0
Send Connect(0) on edge m

end
procedure Response to Connect(L) on edge j

begin
if L < LN then

begin
SE(j) ← Branch
Send Initiate(LN, FN, SN) on edge j
if SN = Find then

find-count ← find-count + 1

end
else if SE(j) = Basic then

place received message on end of queue
else

Send Initiate(LN+1, w(j), Find) on edge j

end
procedure Reply to Initiate (L,F,S) on edge j

begin
LN ← L; FN ← F; SN ← S; in-branch ← j
best-edge ← nil; best-wt ←∞
for all i6=j such that SE(i)=Branch do

begin
Send Initiate(L,F,S) on edge i
if S = Find then

find-count ← find-count + 1

end
if S = Find then

Execute procedure test

end
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Algorithm 1 Gallager-Humblet-Spira algorithm - Pseudocode taken from [41] - Part
2

procedure test
if there are adjacent edges in the state Basic then

begin
test-edge ← the minimum-weight adjacent

edge in state Basic
Send Test(LN,FN) on test-edge

end
else

test-edge ← nil
Execute procedure report

procedure change-root
if SE(best-edge) = Branch then

Send Change-root on best-edge
else

Send Connect(LN) on best-edge
SE(best-edge) ← Branch

procedure Response to Change-root
Execute procedure change-root

procedure Response to Test(L,F) on edge j
begin

if SN = Sleeping then
Execute procedure wakeup

if L > LN then
Place received message on end of queue

else if F 6= FN then
Send Accept on edge j

else
begin

if SE(j) = Basic then
SE(j) ← Rejected

if test-edge 6= j then
Send Reject on edge j

else
Execute procedure test

end
end
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Algorithm 1 Gallager-Humblet-Spira algorithm - Pseudocode taken from [41] - Part
3

procedure Response to Accept on edge j
begin

test-edge ← nil;
if w(j) < best-wt then

best-edge ←j; best-wt ← w(j)

Execute procedure report
end

procedure Response to Reject on edge j
begin

if SE(j) = Basic then
SE(j) ← Rejected

Execute procedure test
end

procedure Report
if find-count = 0 and test-edge = nil then

begin
SN ← Found
Send Report(best-wt) on in-branch

end
procedure Response to Report(w) on edge j

if j 6= in-branch then
begin

find-count ← find-count - 1
if w < best-wt then

best-wt ← w; best-edge ← j

Execute procedure report
end

else if SN = Find then
Place received message on end of queue

else if w > best-wt then
Execute procedure change-root

else if w = best-wt = ∞ then
Halt
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to the sink (i.e., unequal clustering) reducing the amount of intra-cluster traffic and
prioritizing inter-cluster communication to avoid energy-holes near the sink.

In the remaining of this Subsection, we present in detail the construction of the
minimum spanning tree. To that end, we describe the situation where two fragments
exchange control messages to join. In other words, we explain a complete round of the
tree construction. Note that we included the pseudocode of the minimum spanning
tree construction in Algorithm 1 and the nomenclature in Table 4.1.

Table 4.1: Nomenclature of GHS

Symbol Definition
SN Node State

Sleeping
Find

Found
Possible values of SN

SE(j) State of edge j
Basic

Branch
Rejected

Possible values of SE(j)

FN Fragment identity
LN Fragment level
w(j) Weight of adjacent edge j

best-edge Best edge found
best-wt Weight of the best adjacent edge

test-edge Edge to be tested
in-branch Edge that received the initiate msg
find-count Counter of Find states

Before explaining the details of the GHS algorithm, it is necessary to define the
states of the nodes and the edges. A node has two states: find or found. In the
find-state, the node is examining its edges to find the one which is outgoing and
has the lowest weight. Besides, the node is waiting that its children report their
lowest-weight outgoing edge. In the found-state, the node has sent to its parent the
information about its lowest-weight outgoing edge. Additionally, the node waits for
a request to join the adjacent fragment via the lowest-weight outgoing edge; or, it
waits for a message informing that the union was completed by another node within
its fragment. An edge has three states: basic, branch, and rejected. A basic edge
does not specify whether it belongs to the minimum spanning tree or not; a branch
edge belongs to the minimum spanning tree; and, a rejected edge does not belong.

Next, we present the details of the GHS algorithm. In GHS, the nodes send mes-
sages, wait for a reply, and process the information. In this way, we describe GHS by
introducing its control messages, namely, connect, initiate, test, accept, reject, report,
and change root. In the rest of this Section, we employ two fragments to show the
message exchange. Suppose a fragment named fn with a node p and level l; and,
another fragment named fn′ with a node q and level l′.

At the very beginning of the algorithm, each node is a fragment with name and
level equal to zero. Then, the fragments actively seek to join among them. To that
end, each fragment finds its lowest-weight outgoing edge and requests the adjacent
fragment (i.e., the fragment on the other side of the lowest-weight outgoing edge) to
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join. At this moment, finding the lowest-weight outgoing edge of the fragment is trivial
because it corresponds to the lowest-weight edge of the single node. This is because
fragments are composed of a single node, so, all the edges are outgoing, and there
are no other nodes which may have an outgoing edge with lower weight. Moreover, a
fragment requests another to join by sending a connect message. Suppose fragment
fn requests fragment fn′ to join. To that end, node p belonging to the fragment fn
sends over the lowest-weight outgoing edge the connect message 〈connect, l〉. Upon
reception of a connect message, node q responds depending on the level l′ and the
status of the edge pq:

� If both fragments have the same level and pq is not a branch edge, then frag-
ment fn′ postpones processing the connect message. This connect message is
analyzed again when the level l′ becomes greater than l, or pq becomes a branch
edge.

� If both fragments have the same level and pq is a branch edge, then q sends
an initiate message to p. Since both fragments are about to join at an equal
level, the new fragment gets a new name and level. The name is equal to the
weight of the edge pq, and the level is increased by one. Besides, pq becomes
the core edge of the new fragment; p and q become core nodes. Moreover, all
the nodes in the new fragment go to the find-state. So, the initiate message is
〈initiate, weight of pq, l + 1, f ind〉.

� If the level l′ is greater than l, then q sets the state of the edge qp to branch, and
sends an initiate message. Since both fragments are about to join at a different
level, the higher-level fragment imposes its name and level over the lower-level
fragment. In other words, the lower-level fragment copies the name and level of
the higher-level fragment. Thus, the new fragment is called fn′ and has level
l′. So, the initiate message is 〈initiate, fn′, l′, find

found
〉. The last parameter is

the state of the node q, which can be either find or found, and is represented as
find
found

. This state is assumed by the nodes in the lower-level fragment.

So, if a fragment requests another to join by sending a connect message, it gets
an initiate message in response. This initiate message determines the name, level
and state of the nodes in the new fragment. Upon reception of the initiate message
〈initiate, fn, l, find

found
〉, a node updates the name and level of its fragment using fn and

l, respectively. Besides, the node assumes the state indicated by the last parameter
of the message, and selects the sender of the message as parent. Moreover, the node
retransmits the initiate message via its branch edges. By retransmitting this message,
all the nodes update the name and level of the fragment; and, they also update the
route toward the core nodes.

When a node receives an initiate message and the last parameter is find-state,
it changes its state to find. Immediately after the state change, the node starts
searching for its lowest-weight outgoing edge. To do that, the node arranges the
edges in a weight-ascending list. Then, it sends a test message to the lowest weight
edge. In response, the node could receive an accept message, which means that the
edge is ougoing. So, the node has found its lowest-weight outgoing edge, and the
search is over. On the other hand, the node could receive a reject message, which
means that the edge is not outgoing. In this case, the node marks its lowest-weight
edge as rejected, and sends a test message to the next edge in the list. If there are no
more edges in the list, the node assigns a weight of infinite (∞) to its lowest-weight
outgoing edge. For example, suppose that node p is trying to determine whether node
q is outgoing or not. To that end, p sends the test message 〈test, fn, l〉 to q. Upon
reception of the test message, q reacts as follows:
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� If the level l is greater than l′, then node q postpone processing the test message.
This test message is analyzed again when the level l′ has reached or surpassed
l.

� If the level l is lower or equal than l′, then q determines whether it belongs to
the same fragment than p. To do that, q compares both fragment names. If fn
and fn′ are equal, then q and p belong to the same fragment. Thus, they cannot
join. So, q sends a reject message to p, and marks the edge qp as rejected. On
the other hand, if fn and fn′ are different, then q and p belong to different
fragments. Thus, they can join. So, q sends an accept message to p, and marks
the edge qp as lowest-weight outgoing basic edge. In this moment, q has found
its lowest-weight outgoing edge: qp.

Once the node has found its lowest-weight outgoing basic edge, it waits for a report
message from each child. The report message 〈report, lwoe〉 contains the lowest-
weight outgoing edge (lwoe) that each child knows. By collecting report messages,
the node obtains information about outgoing edges in the fragment and their weights.
The node arranges these outgoing edges in a weight-ascending list including its own
lowest-weight outgoing basic edge. Subsequently, the node determines that the first
element of the list is the lowest-weight outgoing edge of the fragment. Thus, the node
selects the lowest-weight outgoing edge by considering the outgoing edges reported
by its children and its own lowest-weight outgoing basic edge. Subsequently, the node
informs its parent about its lowest-weight outgoing edge by sending a report message.
Once the report message is sent, the node changes its state to found.

The report messages propagate in the fragment from the leaf nodes to the core
nodes. When a core node has received a report message from each child and has
found its lowest-weight outgoing basic edge, it follows the procedure described above
to determine the lowest-weight outgoing edge of the fragment However, this lowest-
weight outgoing edge is fundamental because it corresponds to the lowest-weight
outgoing edge of the whole fragment. If the weight of this outgoing edge is infinite
(∞), it means that GHS has found the minimum spanning tree. If the weight is lower
than infinite, the core node sends a changeroot message to node p, which originally
reported the outgoing edge pq. The core node knows the route towards p because
each node remembers the child that reported the best outgoing edge. Upon reception
of a changeroot message, node p changes the state of its lowest-weight outgoing edge
to branch, and sends a connect message 〈connect, l〉 to q.

We are back at the situation where two fragments exchange a connect message
to join. Thus, we explained a complete round of the GHS. The tree construction
proceeds by joining pairs of fragments until only one remain. It is important to
mention that the minimum spanning tree generated by GHS is not necessarily rooted
at the sink. Hence, in the next phase, DGHS roots the tree at the sink.

4.2.3 Data Collection
GHS generates a minimum spanning tree that is not rooted at the sink. When GHS
terminates, the minimum spanning tree is rooted at two core nodes; and, it would be
a coincidence if any of these nodes happens to be the sink. Once GHS terminates,
the sink must become the root of the tree. To do that, the sink transmits an initiate
message over its branch edges with the parameters set to null. Upon reception of an
initiate message, the nodes select the sender as a parent and retransmit the initiate
message over their branch edges. By doing so, all the nodes select a new parent that
leads to the sink. Thus, the sink becomes the root of the minimum spanning tree.
Since the initiate messages are transmitted via the branch edges, the parent selection
does not change the structure of the minimum spanning tree: it just changes the
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direction of the edges. Once the sink becomes the root of the minimum spanning
tree, the data collection starts.

Each node sends a data packet to its parent every X seconds, where X is a ran-
dom number between [60,120] seconds. The nodes send data packets using aperiodic
intervals of time to prevent the nodes from synchronizing and transmitting at the
same time, which causes traffic congestion. By sending information via the selected
parents, the nodes route the information via the optimal path (i.e., the minimum
spanning tree) improving their energy efficiency.

The nodes collect temperature and humidity information using the SHT11 sensor.
In this way, the data packet includes 2 bytes to store the temperature, 2 bytes for
the humidity, 2 bytes for the source address, and 2 bytes for the destination address.
Hence, the total packet payload is 8 bytes. We included the data collection phase
in this study to measure the energy consumption of the nodes when they sense and
transmit temperature and humidity information.

4.2.4 Tree Maintenance
In WSNs, the nodes are prone to failures because of the harsh environments where
they are deployed. Node failures generate network partitions leading to uncovered
areas. GHS does not implement any mechanism to deal with node failures. In DGHS,
we propose a tree maintenance mechanism that repairs the topology when node fail-
ures occur.

The detection of faulty nodes is not a straightforward task in distributed environ-
ments such as a WSN because it requires to test the nodes constantly which may be
highly energy consuming. There are many available techniques for detecting faulty
nodes: [170] proposes to send a heartbeat packet periodically indicating that the node
still has enough energy remaining; [136] finds faulty nodes by running a naive Bayesian
classifier in each node which estimates the probability that the node is defective ac-
cording to the energy level and sensed data (In this approach, the authors must first
build a model that includes the normal and abnormal behavior of the node); [171]
detects faulty nodes by having the sink request the health status of random nodes,
if the nodes do not reply within a time threshold the authors conclude that they are
defective; [172] builds a learning database composed of normal data and faulty data,
subsequently, it uses support vector machines to classify the behavior of the nodes as
normal or defective.

From the previous discussion, we can conclude that the fault detection mechanism
can be as simple as a heartbeat packet or a time out, and as complex as building
a model that represents the healthy and faulty status of the network and then use
modern classification techniques. In DGHS, we use a heartbeat packet to detect that
a node has stopped working as a preliminary approach, but in Chapter 7 we build a
model that determines the health status of the links by using a naive Bayes Classifier.

When one or more nodes suffer a communication failure (i.e., they are unable to
transmit and receive packets) the fragment is divided into two or more fragments: a
fragment containing the sink that we call the main fragment, and one or more frag-
ments that are disconnected from the main fragment that we call the sub-fragments.
Our objective is to join again the sub-fragments with the main fragment by par-
tially rerunning GHS. To do so, the sink periodically broadcasts the initiate message
〈initiate, random name, l + 1, f ind〉. Upon reception of this initiate message, the
nodes replace their fragment’s name with the random name, increase their level by
one, and assume the state find. By assuming the find state, the nodes in the main
fragment start looking for sub-fragments to join. The random name allows that
the main fragment and the sub-fragments do not have the same name, so, they can
join. Besides, the higher level of the main fragment means that it imposes its name
and level when a join occurs. Under this circumstances, the main fragment merges
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with the sub-fragments repairing the network. Thus, we have partially rerun GHS to
recover the network from a node failure.

DGHS must meet two conditions to rerun GHS successfully. The first condition is
that the nodes in the main fragment must wait until the initiate message has arrived
at every node in this fragment before start looking for a sub-fragment. This ensures
that all the nodes in the main fragment know the random name avoiding that they
merge among them and generate routing loops. The second condition is that the
random name must be different from the sub-fragments’ name. This ensures that
the main fragment and the sub-fragments can recognize among them avoiding that
they never join.

We clarify that the partial reconstruction of the minimum spanning tree is done by
periodically sending heartbeat packets to detect the nodes that have stopped working,
subsequently, we define the main fragment and the sub-fragments, and finally, a pro-
cess initiated by the sink partially reruns GHS to merge the disconnected fragments.

4.3 Performance Evaluation Settings

We implement DGHS on Contiki which is a widely used open-source operating system
for WSNs. Subsequently, we evaluate the performance of DGHS on Cooja which is
the Contiki network emulator. We compare DGHS with a state-of-the-art tree con-
struction mechanism known as LIBP (See Section 3.2.1.2). We use LIBP as a point
of reference for the comparison because it outperforms well-known tree construction
mechanisms, such as RPL [115] and CTP [161], regarding power consumption, scal-
ability, throughput, and recovery from failure [109].

Table 4.2: Configuration parameters for the emulations

Parameter Specification
Network emulator Cooja

Emulated hardware TelosB node
Operating system Contiki version 3.x-3029-g2226912

Communication stack Rime
Radio model Unit disk graph
Network area 300×300 m2

Number of nodes 40
Transmission range 50 meters
Interference range 100 meters

Packet payload 8 bytes
Data packet frequency [60,120] seconds

α 0.25
Total emulation time 240 seconds

We emulate 40 TelosB nodes in a 300 × 300 m2 area. The nodes are randomly
scattered. Regarding the wireless channel, we use the unit disk graph model which
assumes that the nodes communicate and interfere in fixed-radius circles. Besides,
the transmission range is 50 meters, and the interference range is 100 meters. During
the data collection, each node sends a data packet every X seconds, where X is a
random number between [60,120] seconds; the packet payload is 8 bytes. We run
20 emulations with different seeds and average the results. Table 4.2 shows the
configuration parameters for the emulations.

We analyze four metrics to evaluate the performance of DGHS:

� Number of Control Packets: We count the total number of control pack-
ets needed to build the tree. Remember that in DGHS the nodes use seven
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types of control packets to construct the tree (connect, initiate, test, accept,
reject, report, and change root); in LIBP, the nodes use two types of control
packets (beacon and ACK). Each node counts the number of control packets
transmitted, and then we add these values.

� Energy Consumption: We assess the energy consumption during the tree
construction and the data collection. By doing so, we can distinguish between
(1) the energy consumption caused by control packets that build the tree, and
(2) the energy consumption caused by data packets that traverse the tree. We
measure the energy consumption of each node and compute the average.

� Convergence Time: The convergence time is the number of seconds that the
algorithm requires to construct the tree from scratch. So, the convergence time
adds the neighbor-discovery time and the tree-construction time. We consider
that the tree construction is finished when every node can reach the sink.

� Memory Consumption: The nodes have constrained memory resources. We
measure the percentage of flash and RAM that DGHS consumes on a TelosB
node, which has 48KB of flash and 10KB of RAM.

4.4 Performance Evaluation Results
We analyze the number of control packets, energy consumption, convergence time,
and memory consumption for DGHS and LIBP.
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Figure 4.4: The total number of control packets needed to build a tree.

Figure 4.4 shows the total number of control packets needed to build a tree using
DGHS and LIBP. We see that LIBP uses 25.6% more control packets to construct
the tree: LIBP employs 334 control packets, and DGHS uses 266. We expected that
DGHS uses a lower number of control packets because it is based on GHS which is
message-optimal. On the other hand, LIBP constructs the tree by sending periodic
beacons and ACKs. This periodic approach does not limit the number of control
packets resulting in unnecessary transmissions. Other tree construction mechanisms,
such as RPL [115] and CTP [161], implement an adaptive beaconing called the Trickle
algorithm [173]. The Trickle algorithm determines the sending rates of beacons in
such a way that it sends control packets more often when there are network changes,
and it reduces the control traffic rates when the network stabilizes. To do that, the
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Trickle algorithm uses timers that control the sending rates of beacons. The Trickle
algorithm determines the value of the timer by choosing a random value between
[I/2,I], where I is initially defined as Imin. When the timer expires, RPL sends a
beacon and duplicates the value of I up to Imax. Additionally, the timer is reset to
Imin when RPL detects an inconsistency in the network. By setting Imin to a few
miliseconds and Imax to 1 hour, the Trickle algorithm can reduce the control traffic
up to 75% compare to sending a beacon every 30 seconds [86].
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Figure 4.5: The average energy consumption per node.

Figure 4.5 shows the average energy consumption per node during the tree con-
struction and the data collection. During the tree construction, DGHS consumes
9.2% less energy than LIBP: each node running DGHS consumes 5.9mW on average,
and each node running LIBP consumes 6.5mW on average. DGHS consumes less
energy than LIBP during the tree construction because it uses fewer control packets.
So, the fact that DGHS is based on a message-optimal algorithm leads to energy
savings. During the data collection, DGHS consumes 22.1% less energy than LIBP:
each node running DGHS consumes 6.7mW on average, and each node running LIBP
consumes 8.6mW on average. DGHS consumes less energy than LIBP because the
nodes send the data packets via optimal paths. Remember that DGHS routes the
packets via the minimum spanning tree which includes the optimal paths. On the
other hand, LIBP routes the data packets via sub-optimal paths causing higher en-
ergy consumption. Hence, DGHS is more energy-efficient than LIBP during the tree
construction and the data collection. Note that the major energy savings occur in the
data collection where the network spends most of the time. So, the long-term energy
saving is significant since DGHS could increase the network lifetime by around 22.1%.

Figure 4.6 shows the convergence time for the tree construction in DGHS and
LIBP. We see that DGHS converges 8.1% slower than LIBP: it converges after 164.1
seconds, and LIBP does after 151.8 seconds. The higher convergence time of DGHS
is due to the delay of sending information from the outgoing edges to the core nodes
using a multi-hop approach. Remember that the core nodes collect information from
the whole fragment and determine which is the lowest-weight outgoing edge. So, the
higher convergence time of DGHS is because sending information to the core nodes via
multiple hops is time-consuming. On the contrary, in LIBP, the nodes rely exclusively
on information from their one-hop neighbors. Hence, they avoid sending information
over multiple hops resulting in lower convergence time. In this way, DGHS relies
on information provided by neighbors that are N-hops away (note that the value
of N is determined by the size of the fragment). On the contrary, LIBP relies on
information provided by 1-hop neighbors. So, the delay of packets traversing N-hops
increases the convergence time of DGHS. Note that this convergence time is typical
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of mechanism that gather complete information about the neighborhood by sending
packets through N-hops. So, increasing the convergence time is the price paid for
having complete information of the neighborhood that results in the optimal paths
found by DGHS.
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Figure 4.7: Percentage of flash and RAM consumed by DGHS and LIBP.

Figure 4.7 shows the percentage of flash and RAM consumed by DGHS and LIBP
on the TelosB nodes. We see that DGHS slightly consumes more memory than LIBP:
it consumes 23.2% more flash and 11.1% more RAM. The higher memory consumption
of DGHS is because it requires seven types of control messages and LIBP only requires
two. The additional control messages of DGHS employ additional structures, lists,
and validations causing a higher memory consumption. This result was expected since
DGHS can find the minimum spanning tree, so, it is more complex than a protocol
that finds a sub-optimal tree such as LIBP. It is important to mention that the flash
and RAM usage of DGHS is near to the maximum. DGHS consumes 41.8KB out
of 48KB of flash (i.e., 87.1%), and 9.1KB out of 10KB of RAM (i.e., 91.0%). So,
DGHS implementation has little space to add new functionalities. A straightforward
solution to this problem is to use a node with more memory resources. For example,
the RE-Mote (manufacturer Zolertia) has 512KB of flash and 32KB of RAM; the
wismote (manufacturer arago-systems) has 256KB of flash and 16KB of RAM. In
this way, implementing DGHS in those nodes would leave room for plenty of new
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functionalities such as adding IPv6.

4.5 Chapter Summary

We have developed the first stage of the self-healing framework, the topology con-
struction, where the nodes discover their neighbors and find paths towards the sink.
To that end, we have proposed the DGHS algorithm which builds and maintains
a minimum spanning tree. To do so, DGHS is divided into four phases, namely
neighbor discovery, tree construction, data collection, and tree maintenance. In the
neighbor discovery phase, the nodes collect information about their neighbors and
the link quality. DGHS defines the link quality as the average number of lost dis-
covery packets. In the tree construction, DGHS finds the minimum spanning tree
by executing GHS. In GHS, each node is a different fragment. Subsequently, pairs
of fragments merge into a new one. The fragments continue to join until only one
remains: the final fragment is the minimum spanning tree. However, this minimum
spanning tree is not rooted at the sink. Hence, in the data collection phase, the sink
roots the minimum spanning tree at itself by sending a single control message via
the branches of the tree. Then, each node starts sending data packets. In the tree
maintenance phase, the nodes repair the tree when communication failures occur by
merging disconnected fragments. The repair mechanism is initiated by the sink and
partially reruns GHS to join disconnected fragments.

We evaluate the performance of DGHS on Cooja, which is the Contiki network
emulator. The results show that DGHS uses 25.6% fewer control packets than LIBP
during the tree construction. Besides, DGHS consumes on average less energy that
LIBP: it consumes on average 0.6mW less during the tree construction, and 1.9mW
less during the data collection. However, DGHS slightly increases the memory size
and convergence time because of its higher complexity. In conclusion, DGHS reduces
the number of control messages and the energy consumption, at the cost of a slight
increase in memory size and convergence time.
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Chapter 5

Interference Characterization and
Identification for WSNs (ICI)

Remember that the second and third stages of the self-healing framework are informa-
tion collection and fault detection, respectively. In the information collection stage,
the nodes determine the current status of the network by gathering data from the
MAC layer; and, in the fault detection stage, the nodes analyze the collected infor-
mation to detect faulty nodes/links. We show the block diagram of the self-healing
framework again in Figure 5.1. This figure highlights in light green the stages of
the framework that are explained in this Chapter: information collection and fault
detection. To that end, we propose the Interference Characterization and Identifica-
tion (ICI) mechanism that is divided into two phases: interference characterization
and identification. In the first phase, we propose a novel metric called LP, which is
based on measurements of Latency and Packet loss to characterize the quality of the
wireless link. In the second phase, we identify the level of interference on the wireless
link by computing two statistical distances: Kolmogorov-Smirnov and Cramér-von
Mises. Besides, we also determine whether the source of interference is close to the
transmitter or the receiver. In this way, ICI can efficiently determine the percentage
of interference on a wireless link and the location of the source of interference. In this
Chapter, we explain in detail ICI and evaluate its performance.
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Figure 5.1: Self-healing framework highlighting the chapter blocks.

WSNs are comprised of hundreds or even thousands of sensor nodes that are in
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charge of measuring a physical variable such as temperature, humidity, light, among
others. Besides, the nodes send this information to a base station via wireless links.
However, the constrained resources available in the nodes impose several implemen-
tation challenges. In this Chapter, we tackle one of those challenges, namely, the
characterization and identification of a source of interference in the wireless medium.

The nodes communicate via a shared wireless medium. In fact, it is a common
practice that they operate in the unlicensed Industrial, Scientific and Medical (ISM)
radio band at 2.4 GHz. Nevertheless, this frequency is shared with Wi-Fi/Bluetooth
devices, microwave ovens, among others. Therefore, the nodes regularly suffer from
interference generated by these devices, which leads to degrading the communication
quality [174, 175, 176].

In this Chapter, we propose the Interference Characterization and Identification
(ICI) mechanism, whose primary goal is to characterize and identify a source of
interference that is affecting a wireless channel. To that end, we divide the ICI
mechanism into two phases: interference characterization and identification. In the
first phase, we measure four parameters that describe the behavior of a wireless link
under the influence of a source of interference: RSSI, LQI, latency, and packet loss.
We found in our testbed measurements that using only one variable to characterize a
wireless link may lead to erroneous conclusions; therefore, we propose a novel metric
called LP. The advantage of this metric is that it is proportional to the percentage of
interference in the wireless link regardless of the location of the source of interference.

In the second phase, we use the LP (Latency- Packet loss) metric to 1) identify
the percentage of interference in an IEEE 802.15.4-compliant link; and, 2) locate the
source of interference. To do so, we compute the empirical cumulative distribution
function (ecdf ) of the LP metric, and then, we calculate two statistical distances
(Kolmogorov-Smirnov and Cramér-von Mises) to determine the percentage of inter-
ference. The results show that ICI provides an accurate estimation of the percentage
of interference. Moreover, we also determine the source of interference location, i.e.
whether it is located close to the transmitter or the receiver. The results show that
the position of the source of interference is identified with an error lower than 5%.

This Chapter is organized as follows: Section 5.1 shows our link quality measure-
ments that provide insights regarding link characterization; Section 5.2 explains the
ICI mechanism; Section 5.3 presents the implementation details; Section 6.3 evaluates
the performance of ICI; and, Section 5.5 presents the chapter summary.

Figure 5.2: On the left-hand, we show two different scenarios; and, on the right-hand,
we present the RSSI of the source with a percentage of interference of 50% (notice
that the period is 2 seconds).
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5.1 Link Quality Measurements

The presence of interference in the shared wireless medium degrades the communi-
cation quality [174, 175, 176]. Hence, in this Section, we present the behavior of
an IEEE 802.15.4-compliant link under the influence of a source of interference. To
that end, we consider two scenarios (see the left-hand of Figure 5.2): the source of
interference affects the receiver in Scenario 1, and the transmitter in Scenario 2. As
an initial approach, we only consider two scenarios where the source of interference is
close to either the receiver or transmitter; in future works, we plan to establish more
than two scenarios where we move the source of interference between the receiver and
the transmitter and evaluate the quality of the wireless channel considering the dis-
tance between the receiver/transmitter and the source of interference as a continuous
variable. Moreover, we configure the CC2420 transceiver to turn on and off its car-
rier periodically creating a predictable and controllable source of interference [177].
The right-hand of Figure 5.2 shows the RSSI of the source where the percentage of
interference is 50% (half of the time the carrier is turned on).
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Figure 5.3: The behavior of RSSI.
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Figure 5.4: The behavior of LQI.

Next, we measure the link quality in both scenarios with four parameters: RSSI,
LQI, latency, and packet loss. It is important to say that the vertical lines at the top
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of the Figures in this Chapter represent the standard deviation (Stddev). First, we
analyze the behavior of RSSI and LQI. Figure 5.3 and 5.4 show the mean value of
RSSI and LQI in both scenarios for different percentage of interference. In scenario 2
the RSSI and the LQI slightly decrease as we increase the percentage of interference;
and, in scenario 1, they behave similarly. Even though we could infer the amount
of interference by measuring these parameters, we would not be able to estimate the
location of the source of interference as these parameters behave in a similar way
for both scenarios. Therefore, we do not use these parameters to characterize and
identify the interference.
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Figure 5.5: The behavior of latency.

Figure 5.5 shows the mean value of latency in both scenarios for different percentage
of interference. In scenario 2, the latency increases almost linearly with the percentage
of interference. This behavior occurs because the transmitter implements CSMA/CA,
where if a source of interference is using the wireless channel, the transmitter waits
until the channel is clear to send the packet. Hence, the latency experienced in
this scenario is due to the fact that the transmitter is waiting for a clear channel.
On the other hand, the latency is approximately constant with values below 120ms
in scenario 1. This behavior is due to the fact that since the transmitter and the
source of interference are far away from each other, the transmitter can not detect
the interference signal and believes that the channel is clear all the time, sending
packets immediately.

However, the parameter packet loss will prove useful when used along with latency.
Figure 5.6 shows the percentage of packet loss in both scenarios for different per-
centage of interference. In scenario 1, the percentage of packet loss increases almost
linearly with the percentage of interference. This behavior can be explained because
the packets collide with the interference signal. This collision is possible because the
transmitter sends the packet despite the fact that there is interference in the wireless
channel (remember that the transmitter can not detect the interference signal in this
scenario). On the other hand, the percentage of packet loss is approximately con-
stant with values below 5% in scenario 2. This behavior is because the packets do
not collide with the interference signal since the transmitter implements CSMA/CA,
and it can detect the interference signal in this scenario.

Summarizing our observations of a wireless link, we can say that if we increment
the percentage of interference

1. and, the source of interference is affecting the receiver (scenario 1), the latency
remains almost constant with low values, but the percentage of packet loss
increases linearly.
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Figure 5.6: The behavior of packet loss.

2. and, the source of interference is affecting the transmitter (scenario 2), the
latency increases linearly, but the percentage of packet loss remains almost
constant with low values.

In this way, the behavior of latency and packet loss is mutually opposed, i.e. while
varying the percentage of interference one variable remains constant, and the other
increases linearly. The former statement implies that only using one variable to
characterize the wireless link would lead to erroneous conclusions. In fact, the mean
value of latency in scenario 1 remains very low even though we increase the percentage
of interference (Figure 5.5). Therefore, the latency by itself is not useful to determine
the presence of a source of interference. Similarly, we could make an analogous
argumentation regarding packet loss in scenario 2. In conclusion, to identify a source
of interference in both scenarios we must employ both variables, and to that end, we
propose a novel metric that merges latency and packet loss in Section 5.2.1.

5.2 Characterizing and Identifying the Inferefer-

ence (ICI)

In this Section, we present ICI which comprises two phases: Interference Character-
ization and Identification (see Figure 5.7). Our previous link quality measurements
indicate that using only one variable (latency or packet loss) to characterize a wireless
link may lead to erroneous conclusions (See Section 5.1). Thus, in the first phase, we
propose a novel metric called LP which combines Latency and Packet loss. In the
second phase, we identify the percentage of interference in a wireless link by comput-
ing two statistical distances: Kolmogorov-Smirnov and Cramér-von Mises. Moreover,
we also determine the location of the source of interference, i.e. whether it is located
close to the transmitter or the receiver.

5.2.1 Interference Characterization
We concluded in Section 5.1 that a new metric is required to identify a source of
interference in both scenarios. Thus, in Equation 5.1 we propose a metric called LP,
which is the linear normalized combination of Latency and Percentage of packet loss.

LP = α1

(
Latency

MaxLatency

)
+ α2

(
PacketLoss

MaxPacketLoss

)
(5.1)
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Figure 5.7: Overview of the proposed ICI mechanism. It comprises two phases:
interference characterization and identification.

In the above expression, α1 and α2 are the weights for the latency and packet loss,
respectively; Latency is the measured latency value; MaxLatency is the maximum
latency measurable for the node; PacketLoss is the measured percentage of packet
loss; and, MaxPacketLoss is the highest percentage of packet loss. Next, we analyze
the behavior of the LP metric by means of the empirical cumulative distribution
function (ecdf ). Remember that for a set of samples x1, x2, ..., xn the ecdf is defined
by:

ecdf = Fn(x) =
1

n
(#xi ≤ x) (5.2)

In this way, the ecdf is the fraction of samples smaller than or equal to x [178]. We
compute the ecdf for the LP metric at different percentages of interference, and
we show the results in Figure 5.8. From now on, we refer to the curves shown
in Figure 5.8 as characterization curves, thus, the terms ecdf and characterization
curves are interchangeable. We can see that the characterization curves are quite
distinct. In fact, by measuring the Kolmogorov-Smirnov distance (KS distance) and
the Cramér-von Mises distance (CM distance), we can determine how different is a
characterization curve to another. Remember that for two ecdf, Fn(x) and Gm(x),
the KS distance is defined by:

ks(Fn(x), Gm(x)) = sup
x
|Fn(x)−Gm(x)| (5.3)

Hence, the KS distance is the maximum value of the absolute difference between
two ecdf [179, 180]. Moreover, remember that the CM distance is defined by:

cm(Fn(x), Gm(x)) =
NM

N +M

∫ ∞
−∞

[Fn(x)−Gm(x)]2 dx (5.4)

In this way, the CM distance is proportional to the area between two ecdf curves [180,
181, 182]. In conclusion, we can determine how different two characterization curves
are by measuring their KS or CM distances. From now on, we refer to both distances
as statistical distance.

5.2.2 Interference Identification
Now, suppose that we have an ecdf called Hl(x), but we do not know its percentage of
interference. So, the problem is to determine the percentage of interference of Hl(x).
To solve this issue, we propose to compute the statistical distance from Hl(x) to each
of the characterization curves. The lower distance means that the two ecdf curves
are quite similar, thus, they have the same percentage of interference. For example,
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if we compute the distance from Hl(x) to the characterization curves, and it turns
out that the lower distance is to the curve with 50% of interference, then it means
that Hl(x) has a 50% of interference itself. In Section 6.3, we evaluate the mechanism
proposed in this paragraph, which is called interference identification.
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Figure 5.8: Characterization curves: Empirical cumulative distribution functions
(ecdf) for different percentages of interference.

By using the interference identification procedure, we can also determine the po-
sition of the source of interference because it establishes whether the source of inter-
ference is close to the transmitter or the receiver. In other words, for a set of samples
x1, x2, ..., xn, the interference identification procedure can determine whether these
samples come from scenario 1 or 2, or neither. To that end, we define the ψ coefficient
in Equation 5.5.

ψ =

(
α1

α2

)(
PacketLoss

MaxPacketLoss

)(
MaxLatency

Latency

)
(5.5)

The ψ coefficient expresses the ratio of packet loss to latency. So, if ψ is greater
than 1 it means that the set of samples have high packet loss and low latency, thus,
they come from scenario 1 (i.e. the source of interference is affecting the receiver); if
ψ is lower than 1 it means that the set of samples have high latency and low packet
loss, thus, they come from scenario 2 (i.e. the source of interference is affecting the
transmitter); if ψ is equal to 1, thus, the set of samples do not come from scenario 1
or 2, or they come from a scenario where the source of interference is equally affecting
the transmitter and the receiver.

5.3 Implementation Details

In this Section, we present the implementation details. First, we explain how to
construct the characterization curves of Figure 5.8. Secondly, we describe how latency
and packet loss are computed. Lastly, we show the nodes’ configuration parameters
in both scenarios.

To construct the characterization curves illustrated in Figure 5.8, the transmitter
sends unicast packets, in both scenarios, at a random interval between [0,2] seconds.
Each packet holds latency and packet loss information, which is used by the receiver
to compute the LP metric (See Equation 5.1). Then, the LP metric is stored in a
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MySQL database that is located within a computer with the receiver connected via
USB. We collect LP measurements in the database for 2, 5 hours; then, we compute
its ecdf using Equation 5.2; and finally, we increase the percentage of interference
by 10%. By repeating this process, we obtain the characterization curves. Next, we
offline execute the interference identification mechanism as explained in Section 5.2.2.

It is important to mention how latency and packet loss are computed. On the one
hand, the transmitter adds to the packet a timestamp, i.e. the time when the packet
is ready to be sent. Then, when the receiver gets the packet, it extracts the timestamp
and calculates the latency, which is the time difference between the current time and
the timestamp. Notice that transmitter and receiver must be synchronized to have
a common time reference, and produce a valid latency value. We use the Implicit
Network Time Synchronization mechanism, available in Contiki, to synchronize the
nodes. This mechanism broadcasts synchronization messages, and then, reduces its
periodicity in every iteration. On the other hand, the transmitter adds a sequence
number to the packets to enumerate them. So, when the receiver gets the packet, it
extracts the sequence number and determines whether a packet is missing or not.

Finally, we use the CM5000 TelosB nodes, which runs Contiki OS in both scenarios.
We show the configuration parameters for the source of interference (Int.) and the
transmitter/receiver (TX/RX) in Table 5.1.

Table 5.1: Configuration parameters for the nodes

Node Parameter Specification
Hardware CM5000 TelosB

Int. Contiki version 3.x-3029-g2226912
and Output Power -25 dBm

TX/RX IEEE 802.15.4 RF Channel 20
d1 (distance between RX and TX) 648 cm

d2 (distance to interference) 91 cm
Network Protocol Stack nullrdc / nullmac

Int. Percentage of Interference {0, 10, 20, 30, 40, 50,
60, 70, 80, 90, 95} %

Network Protocol Stack Rime
TX/RX Synchronization Mechanism Implicit Net. Time Synch.

Payload length 8 bytes

5.4 Performance Evaluation Results
We evaluate ICI in this Section. Remember that the goals of this mechanism are to:
1) identify the percentage of interference in a wireless link; and, 2) locate the source
of interference. To that end, we obtain new ecdf curves at an unknown percentage
of interference and unknown locations, and we employ the interference identification
mechanism to estimate both parameters.

The results of the percentage of interference estimation are shown in Figure 5.9.
The black solid line shows the ideal estimator, where the estimated value matches
the real percentage of interference correctly; the red dashed line shows the estimation
results using our interference identification mechanism along with the CM distance;
and, the blue dash-dot line shows the estimation results also using our mechanism,
but along with the KS distance. We can see that the results produced by the ideal es-
timator are similar to the results obtained using our interference identification mech-
anism. Thus, this mechanism is a robust procedure to determine the percentage of
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Figure 5.9: Estimated percentage of interference using the interference identification
procedure with the CM and KS distances.
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Figure 5.10: Root mean square error between the ideal estimator and the interference
identification procedure using the CM and KS distances.

interference in a wireless link. In fact, the root mean square error (RMSE) between
the ideal estimator and our mechanism (using the KS and CM distance) is shown
in Figure 5.10. In this Figure, we see that our mechanism is more accurate (lower
RMSE) when it employs the CM distance. This behavior is due to the fact that the
CM distance computes the difference between two ecdf curves for every point (i.e.
all the domain of the function), while the KS distance only calculates the distance
between two ecdf curves for a unique value. The fact that the CM distance measures
the distance for all the domain of the function makes it more accurate than the KS
distance.

The interference identification procedure also determines whether the source of
interference is close to the transmitter or receiver depending on the coefficient ψ. We
compute the ψ coefficient in both scenarios and present the results in Figure 5.11.
This figure shows that ψ is greater than 1 in scenario 1, and that it is lower than
1 in scenario 2, demonstrating that we can effectively use a threshold equal to 1 to
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determine whether the samples come from scenario 1 or 2.
Additionally, we found that on average the interference identification procedure

can determine that the source of interference is located near the receiver with an
error of 3%, and it can determine that the source of interference is located near the
transmitter with an error of 1%. In other words, if the interference identification
procedure is used 100 times to determine the location of the source of interference,
we can be certain that it will fail only 3 times in scenario 1, and only once in scenario
2. Thus, this procedure is a robust mechanism to determine the location of the source
of interference.

5.5 Chapter Summary

We have developed the second and third stages of the self-healing framework, namely,
information collection and fault detection. In the information collection stage, the
nodes determine the current status of the network by gathering data from the MAC
layer; and, in the fault detection stage, the nodes analyze the collected information to
detect faulty nodes/links. In this way, we have presented the ICI mechanism which
comprises two phases: interference characterization and identification. In the first
phase, our link quality measurements indicate that using only one variable (latency
or packet loss) to characterize a wireless link may lead to erroneous conclusions.
Considering this, we have proposed a novel metric called LP that combines Latency
and Packet loss measurements. The advantage of this metric is that it is proportional
to the percentage of interference, making it very robust.

In the second phase, we determine the percentage of interference on a wireless link
by computing the statistical distance (CM or KS distance) from Hl(x) to each of the
characterization curves. The smallest distance indicates the percentage of interfer-
ence in Hl(x). The results show that we can effectively determine the percentage of
interference on a wireless channel. Moreover, we determine the location of the source
of interference, i.e. whether it is located near the transmitter or the receiver. The
results show that the interference identification mechanism can effectively determine
the location of the source of interference with an error of 5% or less.

In Chapter 7, we partially use the techniques developed by ICI to collect informa-
tion about the quality of the wireless links and redefine the routing policies of the
nodes.
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Chapter 6

Disjoint Path and Clustering
Algorithm for Self - Healing WSNs
(DACA)

Remember that the fourth stage of the self-healing framework is the fault recovery
where the nodes heal the tree topology by replacing the faulty components with
redundant ones (i.e., backup components). We show the block diagram of the self-
healing framework again in Figure 6.1. This figure highlights in light green the stage
of the framework that is explained in this Chapter: fault recovery. Specifically, in
this Chapter, we propose the Disjoint path And Clustering Algorithm (DACA), which
finds backup paths in the tree by executing the N-to-1 multipath discovery protocol.
The N-to-1 protocol uses different branches of the tree as redundant paths. Besides,
DACA uses the cluster members as backup nodes when a cluster head exhausts its
energy. In this way, DACA combines topology control and self-healing mechanisms
to increase the network lifetime with minimum loss of coverage. It is important to
mention that DACA is the result of our work done during the Master’s Degree and it
is reported in Refs. [4] and [183]. However, the fundamental ideas of DACA (i.e., the
use of disjoint paths and backup nodes) are included in the self-healing framework.
For this reason, we briefly mention the core ideas of DACA in this Chapter.
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Chapter 7 

Figure 6.1: Self-healing framework highlighting the chapter blocks.
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Our main contribution is the development and evaluation of the Disjoint path And
Clustering Algorithm (DACA), a technique that finds clusters and disjoint paths to
increase the network lifetime while guaranteeing a minimum loss of coverage. Be-
sides, DACA recovers the network from single communication failures by awakening
inactive nodes when active nodes exhaust their batteries, and by reporting the data
packets via a disjoint path when there are faulty nodes in the primary path. Al-
though clustering and disjoint paths are widely studied techniques, the innovation
of this work is the unification of a topology control mechanism with a self-healing
algorithm which has not been evaluated before to the best of our knowledge. Addi-
tionally, it is important to mention that DACA uses Multi-Objective Optimization
techniques (MOO) to maximize coverage and energy, and minimize the transmission
distance.

The rest of the Chapter is organized as follows. Section 6.1 briefly describes DACA.
In Section 6.2, the performance evaluation settings are described, while in Section 6.3
we evaluate DACA through simulations on Castalia.

6.1 Disjoint Path and Cluster Algorithm (DACA)

Figure 6.2: Block diagram of DACA.

We propose a centralized algorithm called Disjoint path And Cluster Algorithm
(DACA) that combines topology control and self-healing mechanisms to increase the
network lifetime with minimum loss of coverage. We divide DACA into 5 steps, which
we describe below (See Figure 6.2):

1. By using CTP, we first create a tree topology using all the nodes of the network.
Having this tree as the initial communication backbone, we send the information
about the remaining energy and the location of the nodes to the sink.

2. Subsequently, the sink uses the location information to build a set of spatial
clusters. To that end, the sink runs Kmeans and assigns each node to a
specific cluster.
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3. Next, the sink selects a CH for each cluster by using a multi-objective optimiza-
tion function and PSO. The remaining nodes are CMs and are put into sleep
mode (i.e., inactive).

4. Then, we reconstruct the tree including only the CHs, thus reducing the number
of active nodes and extending the network lifetime.

5. Finally, we find disjoint paths through different branches using the N-to-1
multipath discovery protocol. So, we create a robust and fault-tolerant network.

6.1.1 Tree Construction
The first step in DACA is to create an initial communication backbone so that the
nodes can communicate with the sink and can send information about their remaining
energy and location. In this way, the sink can take global decisions in a centralized
manner. The Collection Tree Protocol (CTP) constructs and maintains a tree topol-
ogy [184]. The core of the tree construction is the selection of one parent per node
according to a specific metric. CTP uses as metric the 4-bit link estimator and is
divided into three modules: routing engine, forwarding engine, and link estimator.
DACA builds a tree topology rooted at the sink using CTP. Subsequently, DACA
collects in the sink the information about the remaining energy and location of each
node. Next, DACA creates clusters using Kmeans and the location information.

As we can see, DACA is a centralized mechanism because the sink collects informa-
tion about the location and energy of all the nodes. We are aware of the drawbacks
of centralized techniques in WSNs: (i) it rapidly exhausts the energy of the nodes
because of the high packet traffic (ii) it is not scalable in large-scale monitoring ap-
plications (iii) it may include stale information due to the amount of time necessary
to collect all the data. Considering these disadvantages, most of the mechanisms in
WSNs are decentralized where the nodes only collect information locally to reduce the
energy consumption and ensure updated information. We are aware of the high cost
of implementing a centralized mechanism, for this reason, we devote most of our effort
to decentralized mechanisms such as DGHS (See Chapter 4), ICI (See Chapter 5) and
CITT (See Chapter 7). We consider DACA as an initial approach and a mechanism
for small-scale monitoring applications where the processing and collection does not
exhaust the resources of the network.

6.1.2 Clustering

DACA creates clusters using Kmeans. Initially, Kmeans places k centroids randomly
in the area of interest. Subsequently, Kmeans computes the distance between the
nodes and centroids, and assigns each node to the closest centroid. The new location
of the centroid is the average position of every node that belongs to the cluster. If
the position of the centroid does not change, then Kmeans ends; otherwise, Kmeans
iterates again using the new locations of the centroids. After running Kmeans, the
nodes are divided into clusters. Next, DACA selects one CH per cluster using a
multi-objective optimization function and PSO.

Notice that we need the geographical position of the nodes in the area of interest
to build the clusters using Kmeans. Usually, all the nodes of a WSN do not include
a GPS module because it is highly energy consuming and increases the cost of the
network significantly. Therefore, only a subset of nodes can have a GPS module; these
nodes are called anchor nodes. The other nodes do not know their own position and
estimate it using a triangulation mechanism where they can deduce the location based
on their relative position to at least three anchor nodes. There are many state-of-
the-art mechanisms that estimate the position of the nodes, for example, [185] floods
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the network with packets coming from the anchor nodes that include the position
of the node and the number of hops; the other nodes estimate their own location
combining the information from the anchor nodes with the RSSI; [186] uses RSSI
measurements and triangulation to estimate the position of mobile nodes in indoor
environments; [187] estimates the distance of nodes which share the same neighbor
nodes by using maximum likelihood estimation; and [188] uses anchor nodes and a
nature inspired metaheuristic algorithm called Butterfly optimization to estimate the
location of the nodes. As previously discussed, there are many technique to estimate
the location of the nodes in real scenarios, however, we assume in DACA that the
location of the nodes is known by the simulation, so, we did not implement any of
these localization techniques. As future work, we plan to implement DACA in a real
testbed and, to that end, we will have to estimate the location of the nodes using one
of the mentioned techniques.

6.1.3 Multi-Objective Optimization (MOO)

DACA selects one CH per cluster using PSO and a multi-objective optimization
function. PSO finds the optimal solution to a problem [189]. In PSO, the solutions
are represented by particles. So, PSO starts with random solutions given by the
random positions of the particles, and then, improves the solutions by moving the
particles towards the global optimal. The particles move in the hyperspace of the
multi-objective optimization function F given by:

F = max

(
K∑

n=1

RemE

InitE
− D

MaxD
+ C

)
(6.1)

where, RemE is the remaining energy of the candidate CH, InitE is its initial
energy, D is its distance to the centroid, MaxD is the distance between the cluster’s
centroid and the farthest node that belongs to that cluster, C is the coverage provided
by the candidate CH, and K is the number of clusters.

The particles keep moving (i.e., finding better solutions) until PSO converges and
finds the optimal CHs. After selecting the CHs, DACA puts into sleep mode the
cluster members (CMs) (i.e., the non-CHs) to save energy. In fact, the CMs are used
as backup nodes. Thus, when a CH runs out of energy or stops working, PSO is
executed again to select a new CH from the set of CMs. Next, DACA reconstructs
the tree topology using only the CHs since the CMs are inactive. Besides, DACA
finds disjoint paths in the reconstructed tree using the N-to-1 multipath discovery
protocol.

6.1.4 Disjoint Paths

There are several techniques to build disjoint paths. These works construct several
disjoint paths to increase the bandwidth and resilience of the network, but they
limit the number of disjoint paths to guarantee interference-free paths. In the next
paragraphs, we discuss recent works about disjoint path construction for WSNs.

Disjoint paths are used to increase the available bandwidth in Wireless Multimedia
Sensor Networks. Ref. [152] sends information through several disjoint paths increas-
ing the throughput of the network. However, the disjoint paths can interfere with
each other. For this reason, the paper proposes the algorithm called MR2 that creates
interference-free disjoint paths. In MR2, the packet transmissions in the primary path
do not interfere with those in the disjoint path. To that end, MR2 creates a primary
path and deactivates the nodes close to it ensuring that they will not be part of the
routing scheme. When the sink detects congestion or when it experiences a larger
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delay than expected, MR2 creates a disjoint path using the active nodes ensuring
that the new path will be interference free.

The problem of the disjoint paths is that they are longer than primary paths,
i.e., the disjoint paths have more hops or include non-optimal links. Thus, disjoint
paths consume more energy than the primary paths. To overcome this problem,
Ref. [153] proposes to create braided paths that share some nodes with the primary
path. By sharing nodes, the braided paths and the primary paths are closer, i.e.,
they share some optimal links, and the hop distance is not significantly different. The
construction of braided paths implies finding, for each node on the primary path, an
alternate path that does not include the node and that uses as many primary-nodes
as possible.

Ref. [190] builds multiple paths to support critical traffic and non-critical data.
By including sleep schedule techniques, the authors propose: (i) an always-on path
that is built using the shortest route for delay intolerant packets, and (ii) alternate
paths with a sleep schedule and non-optimal routes for delay tolerant packets. The
disadvantage of the mechanism is that it is centralized since the sink computes and
propagates the routes.

DACA finds disjoint paths in a tree topology to cope with node failures guaran-
teeing a robust network. Previously, DACA selected the CHs, so, the next step is to
reconstruct the tree using only the CHs. To that end, DACA executes CTP again
but excluding the CMs. On the reconstructed tree, DACA searches disjoint paths
through the different branches using N-to-1.

The N-to-1 multipath discovery protocol searches disjoint paths through the dif-
ferent branches of a tree [191]. In this way, the first step of the protocol is the
identification of branches, where each node discovers to which branch it belongs. Af-
ter the nodes know their branch ID, they exchange messages that carry the branch
ID to find neighbors in different branches. A neighbor that belongs to a different
branch is a disjoint path that can be used as a backup path. DACA reports the data
packets through disjoint paths when there are communication failures that disrupt
the primary paths.

6.2 Performance Evaluation Settings

We validated DACA in Castalia, a simulator for low-power wireless networks that
is based on the OMNeT++ framework [192, 193]. We deployed 100 nodes over an
area of 60 × 60 m2 using a uniform distribution. Since we are interested in knowing
the network behavior when the nodes exhaust their batteries, we decided that the
initial energy of the nodes be 187, 2 Joules. A set of AA batteries has typically 18720
Joules, so, we provide the nodes with 100 times less energy. The sink has unlimited
energy and is located in the middle of the area of interest. Besides, we assume that
one CH can characterize the whole cluster, so, we deactivate the CMs. We compare
DACA to CTP because it has been comprehensively tested (including 3 different
testbeds, encompassing 7 platforms, and 6 link layers) providing excellent results for
topology construction and maintenance. We summarize the simulation parameters in
Table 6.1.

6.3 Performance Evaluation Results
Figure 6.3 shows the number of active and inactive nodes in DACA and CTP. Note
that CTP has all of its nodes in active mode since it does not use sleep-wake cy-
cling. So, all the nodes report data packets continuously, which increases the energy
consumption. Thus, all the nodes in CTP exhaust their energy supplies when the
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Table 6.1: Summary of the simulation parameters.

Parameter Value
Number of nodes 100
Area of interest 60 × 60 m2

Initial energy per node 187, 2 Joules
Number of clusters 12
Radius of the sensing range 10 meters
Transceiver CC2420
Transmission Power −5dBm
Energy consumption in transmission mode 46.2mW
Reception sensitivity −95dBm
Energy consumption in reception mode 62mW
Simulation time 20000 seconds
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Figure 6.3: The number of active and inactive nodes in DACA and CTP.

simulation time is 2617, 1 seconds (See the dashed red line). On the other hand,
DACA deactivates the CMs and puts the CHs in active mode (See the blue and black
lines, respectively). By doing so, the energy consumption of the CMs is minimal. Ad-
ditionally, the CMs are used as backup nodes. Thus, when a CH runs out of energy,
DACA selects a new CH from the set of CMs. We see that by minimizing the energy
consumption of the CMs and by using the CMs as backup nodes, all the nodes in
DACA exhaust their energy supplies when the simulation time is 20000 seconds. This
means that DACA extends the network lifetime approximately 7.7 times compared
to CTP.

Figure 6.4 shows the percentage of coverage of the monitored area in DACA and
CTP. Since all the nodes in CTP are active and reporting data packets, the percentage
of coverage is 100%. When the simulation time is 2617, 1 seconds, and all the nodes
in CTP exhaust their energy supplies, the percentage of coverage drops to 0% (See
the dashed red line). On the other hand, since DACA deactivates most of the nodes,
the maximum percentage of coverage is 78.6%. As the CHs exhaust their batteries,
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the percentage of coverage decreases progressively to 0% (See the solid blue line).
Although DACA does not achieve full coverage, it extends the network lifetime almost
8 times at the cost of 21.4% loss in coverage.
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Figure 6.4: The percentage of coverage of the monitored area in DACA and CTP.

6.4 Chapter Summary

We have developed the fourth stage of the self-healing framework, the fault recovery,
where the nodes recover the tree topology by replacing the faulty components with
redundant ones (i.e., backup components). To that end, we have proposed the Disjoint
path And Clustering Algorithm (DACA), which finds backup paths on the tree by
executing the N-to-1 multipath discovery protocol. The N-to-1 protocol uses different
branches of the tree as redundant paths. Besides, DACA uses the cluster members as
backup nodes when a CH exhausts its energy. In this way, DACA combines topology
control and self-healing mechanisms to increase the network lifetime with minimum
loss of coverage.

Initially, DACA constructs a tree that includes all nodes of the network by using
the Collection Tree Protocol (CTP). This tree is an initial communication backbone
through which DACA centralizes the information. Then, DACA builds a set of spatial
clusters using Kmeans and selects the Cluster Heads (CHs) using Particle Swarm Op-
timization (PSO) and a multi-objective optimization function. Subsequently, DACA
reconstructs the tree using only the CHs. Finally, DACA finds disjoint paths on the
reconstructed tree by executing the N-to-1 multipath discovery protocol.

The simulations on Castalia show that DACA extends the network lifetime in
almost 8 times when compared to CTP. This is because DACA deactivates the cluster
members (CMs) to save energy, uses disjoint paths as backup paths, and selects CMs
as backup nodes when the CHs die. Although DACA deactivates most of the nodes
to save energy, it maintains a reasonable coverage of the monitored area (78.6%). It
means that DACA extends the network lifetime almost 8 times at the cost of 21.4%
loss in coverage. Besides, we found that the shape of the tree (i.e., the average number
of hops) depends on the sensing range and the transmission power. Finally, we found
that we cannot increase the network lifetime without affecting the coverage, so, there
is a tradeoff between both variables.
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We have also found that the number of disjoint paths found by a node depends on
the node density. In regions where the node density is low, some nodes cannot find
disjoint paths. To overcome this drawback, it is necessary to activate more nodes in
these regions. By using a two-level topology control mechanism, DACA could select
two or more CHs in a cluster.
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Chapter 7

Construction of an
Interference-Tolerant Tree
Topology using Cross-Layer
Information (CITT)

Remember that the self-healing framework executes its four stages continuously, one
after another, at all times. In this way, we propose a mechanism that runs the four
stages of the self-healing framework called Construction of an Interference-Tolerant
Tree topology (CITT); note that it implements the complete self-healing framework.
Figure 7.1 highlights in light green the stages of the framework that are explained in
this Chapter. CITT combines ideas from our previous Chapters: DGHS (Chapter 4),
ICI (Chapter 5), and DACA (Chapter 6). In a nutshell, CITT estimates the level
of interference on the wireless channel and takes routing decisions accordingly. We
divide it into three steps: information collection, fault detection, and fault recovery.
In the first step, it gathers data related to the interference from the MAC layer.
In the second step, it estimates the level of interference on the wireless channel by
using a naive Bayes classifier. In the third step, it finds the routing paths with the
lowest levels of interference. In this Chapter, we explain in detail our mechanism and
evaluate its performance.

We design our mechanism considering three fundamental steps that we must follow
when the network faces any fault: information collection, fault detection, and fault
recovery. In the first step, we collect information about the network status. In other
words, we continually monitor a set of performance parameters that indicates whether
the network is behaving abnormally or not. We can adopt two approaches when
gathering data: centralized or distributed. In the centralized approach, the nodes
send their performance parameters to the sink, which consolidates the information.
In the distributed approach, each node records statistics about its neighbors and its
own performance parameters. The drawback of the first approach is the additional
energy required to deliver the information to the sink; and, the disadvantage of the
second approach is the reduced scope of the nodes. In the fault detection step, the
nodes/sink process the gathered information and determine whether there are faulty
components or not. In the event that there are defective components, the nodes
execute a fault recovery mechanism, where they replace the faulty component with
a backup. For instance, a dead parent can be replaced with a neighbor node that
can reach the sink. Note that the fundamental concept in the fault recovery is the
redundancy, i.e., to find a backup that replaces the defective component. This backup
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Figure 7.1: Self-healing framework highlighting the chapter blocks.

can be a neighbor node, another link, another channel, another source of power supply,
among others. We apply this three-step methodology to cope with interference in the
wireless channel.

The nodes communicate via unlicensed radio bands that any device can use freely.
Typically, WSNs transmit on the Industrial, Scientific and Medical (ISM) radio band,
which is centered at 2.4GHz. Unfortunately, other technologies such as WiFi and
Bluetooth also work on the ISM band. In this way, there is a large number of de-
vices transmitting on the 2.4Ghz band, which generates problems of congestion and
interference on the channels. The interference problem arises when a group of de-
vices shares a transmission medium. Fortunately, the medium access control (MAC)
layer defines the rules to transmit on a shared medium. The MAC layer of the
IEEE 802.15.4 standard is Carrier Sense Multiple Access with Collision Avoidance
(CSMA/CA). In CSMA, the nodes sense the channel before transmitting to avoid
collisions. We propose a cross-layer routing mechanism that takes decisions based on
the information provided by the MAC layer.

Considering the interference problems generated by devices that also operate on the
ISM radio band, we propose a mechanism that builds and maintains a tree topology by
estimating the level of interference on the wireless channel and taking routing decisions
accordingly. We call our mechanism Construction of an Interference-Tolerant Tree
topology (CITT) and divide it into three steps: information collection, fault detection
and fault recovery. In the first step, the nodes gather data from the MAC layer about
the level of interference on the channel. Specifically, the nodes record information
about the backoff time and the number of packets dropped in the CSMA module. In
the second step, the nodes use both metrics and a naive Bayes classifier to estimate the
level of interference on the channel. In the third step, the nodes find paths towards
the sink considering the level of interference. To that end, CITT assigns weights
to the nodes according to their level of interference. CITT execute its three steps
continuously, one after another, at all times. In this way, it constructs and maintains
a tree topology that reacts to the level of interference on the channel.

We summarize the contributions of our work as follows. First, we propose a novel
mechanism to build and maintain a tree topology that estimates the level of inter-
ference on the wireless channel and routes the data packets via the paths with the
lowest levels of interference. Secondly, we present an interference estimator based on
a naive Bayes classifier that collects information from the MAC layer and estimates
the level of interference with an error lower than 5%. Thirdly, we comprehensively
validate CITT on a real testbed composed of 10 nodes deployed indoors. We measure
the performance of the interference estimator and evaluate the power consumption,
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end-to-end latency, and packet reception rate. Additionally, we compare CITT to
RPL.

We organized the Chapter as follows: Section 7.1 analyzes the behavior of CSMA
when exposed to different levels of interference; Section 7.2 presents in detail CITT;
Section 7.3 explains the performance evaluation settings; Section 7.4 analyzes the
performance evaluation results; and, Section 7.5 presents the Chapter summary.

7.1 Analysis of CSMA in the Presence of Interfer-

ence

We analyze the behavior of Carrier Sense Multiple Access (CSMA) when exposed
to different levels of interference. Specifically, we find that the backoff time and
the percentage of packet loss in the CSMA module deteriorate with the level of
interference. Since both metrics depend on the level of interference, we use them
as the input of a naive Bayes classifier to estimate the level of interference. In this
way, CITT collects information from the CSMA module, process it and pass it to the
network layer to determine the path with the lowest interference. Therefore, CITT
is a cross-layer routing mechanism that takes decisions based on the information
provided by the MAC layer.
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Figure 7.2: Initial experimental setup.

We use the experimental setup shown in Figure 7.2 to characterize the behavior of
CSMA when exposed to different levels of interference. The Figure is a linear topology
composed of three nodes, a sink, and a source of interference. The dashed line between
the source of interference and node 2 means that both belong to the same collision
domain. The source of interference occupies the channel by periodically turning on
and off the carrier. In this way, node 2 cannot transmit when the source of interference
is using the channel. We characterize the behavior of CSMA for node 2 by measuring
the backoff time and the percentage of packets dropped.

We measure the backoff time and the percentage of packets dropped during 30
minutes for each level of interference. By doing this, we characterize the behavior
of CSMA when it is exposed to interference. Figure 7.3 shows the backoff time per
packet when varying the level of interference. As we increase the level of interference,
more packets from node 2 collide with the carrier of the source of interference. Con-
sequently, node 2 increases the backoff exponent BE and the backoff time, according
to the binary exponential backoff mechanism. For this reason, the Figure shows that
the backoff time increases with the level of interference. On the top of the Figure, we
present the standard deviation (a.k.a., Std) of the measurements. Figure 7.4 shows
the percentage of packets dropped when varying the level of interference. Likewise,
as we increase the level of interference, node 2 reaches the maximum number of re-
transmission attempts and exhausts the space in the outgoing queue. Consequently,
node 2 drops packets as we increase the level of interference. For an interference level
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Figure 7.3: Backoff time per packet when
varying the level of interference.

Figure 7.4: Percentage of packets dropped
when varying the level of interference.

lower than 60%, the node 2 does not reach the maximum number of retransmission
attempts nor exhaust the space in the outgoing queue. For this reason, there is no
loss of packets for a level of interference between 0% and 60%.

Note that both metrics (i.e., the backoff time and the percentage of packets dropped)
deteriorate as we increase the level of interference on the channel. Consequently, both
metrics are suitable indicators of interference in the channel. Considering this, we
use both metrics as the input of a naive Bayes classifier to estimate the level of
interference. Subsequently, CITT uses this estimation to take routing decisions.

7.2 Construction of an Interference-Tolerant Tree

Topology (CITT)

We present in detail the construction of our interference-tolerant tree topology. Pre-
viously, we mentioned that WSNs operate on unlicensed radio frequencies, which
must be shared with a large number of WiFi and Bluetooth devices. For this reason,
the wireless channels suffer from congestion and interference [34, 35, 36, 37]. We
propose a mechanism to cope with the interference of other devices operating in the
same frequency band. The primary goal of our mechanism is to build and maintain
a tree topology that is aware of the level of interference on the wireless channel and
takes routing decisions accordingly. In this way, we present our mechanism called
Construction of an Interference-Tolerant Tree topology (CITT), which we divide into
three steps: information collection, fault detection and fault recovery (See Figure 7.5).

It is important to mention that CITT executes its three steps continuously, one
after another, at all times (See Figure 7.5). In other words, CITT collects information
from the MAC layer (first step). Subsequently, CITT uses that information to feed
a naive Bayes classifier and estimate the level of interference on the channel (second
step). Afterward, CITT broadcasts the interference information using beacons and
the nodes select the lowest interference path (third step). Immediately after, we
repeat the process and go back to the first step (i.e., information collection). CITT
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guarantees the maintenance of the tree topology since the nodes continually modify
their parents in response to the current level of interference on the channel.

7.2.1 Information Collection: Cross-Layer Information

Typically, the IEEE 802.15.4 standard defines the MAC layer of WSNs by introducing
the concept of CSMA/CA, where the nodes sense the channel before transmitting,
wait for a random backoff time when a collision occurs, and drop the packet when
they have reached the maximum re-transmission attempts or the outgoing queue is
full. The primary goal of the information collection is to record the backoff time and
the number of packets dropped. Both metrics deteriorate when there is interference in
the channel as proved in Section 7.1. On the one hand, the backoff time exponentially
increases with the number of collisions. On the other hand, the transmitter drops
the packet when it exceeds the number of retransmission attempts, or the outgoing
queue is full. To sum up, the backoff time and the number of packets dropped are
metrics that imply the presence of interference in the channel; this interference causes
collisions, excessive retransmissions, and abnormal outgoing queue size. Therefore,
we propose to collect information in the MAC layer by keeping track of both metrics.
Subsequently, we use this information to estimate the level of interference in the
channel and take routing decisions in the network layer avoiding the paths with high
levels of interference. In the following paragraphs, we explain how we obtain the
values for the backoff time (bt) and the percentage of packets dropped (ppd).

We compute bt and ppd using a window of packets. In other words, suppose that the
window size (WS) is 10 packets. We compute ppd as the number of packets dropped
divided by the window size; and, we compute bt as the total backoff time during
the window divided by the window size. In this way, we compute both variables
once every WS packets. Note that the window size may influence the values of
both variables; hence, we test several window sizes in the performance evaluation
results (See Section 7.4). Subsequently, we average each variable using an Exponential
Weighted Moving Average (EWMA). Remember that bt is a random value which is
proportional to the number of collisions; hence, we average the value obtained in each
window to smooth the randomness of the variable. The EWMA is defined as follows:

St =

{
Y1, t = 1

αYt + (1− α)St−1, t > 1
(7.1)

where, Yt is the input variable (in this case, bt and ppd) and α is a constant between
[0, 1]. Note that a value of α near to 1 implies that recent values of the input variable
strongly influence the resultant EWMA; on the contrary, a value of α near to 0 means
that old values of the input variable are more relevant to the EWMA computation.
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Once we average both variables using EWMA, we use them as the input of a naive
Bayes classifier that determines the level of interference on the wireless channel.

7.2.2 Fault Detection: Naive Bayes Classifier

Previously, we obtained the backoff time (bt) and the percentage of packets dropped
(ppd) from the MAC layer. Next, we use both variables as the input of a naive Bayes
classifier that determines the level of interference on the wireless channel. In this way,
the primary goal of the fault detection is to estimate the percentage of interference on
the channel and pass that information to the network layer, which finds the path with
the lowest level of interference. Since the input variables of a naive Bayes classifier
must be independent, we assume that bt and ppd are independent. Moreover, we
define 10 classes as the output of the naive Bayes classifier, where the first class
represents a percentage of interference between 0% and 10%, the second class stands
for interference between 10% and 20%, and so on. We present the mathematical
representation of the naive Bayes classification:

ŷ = arg max
k∈{1,..,K}

p (Ck)
N∏
i=1

p (xi|Ck) (7.2)

where, ŷ is the function that determines the resultant class, K is the number of
classes, Ck represents the different classes, xi stands for the input variables and N is
the number of input variables. Considering our input (i.e., bt and ppd) and output
(i.e., ŷ) variables, we rewrite the naive Bayes classifier as follows:

ŷ = arg max
k∈{1,..,10}

p (Ck) p (bt|Ck) p (ppd|Ck) (7.3)

Remember that we compute bt and ppd once every WS packets, so, it is only possible
to estimate the percentage of interference once every WS packets. We average the
estimated percentage of interference for each window, and we pass this information
to the network layer. To sum up, the naive Bayes classifier estimates the level of
interference in the channel by using as input variables the backoff time (bt) and
the percentage of packets dropped (ppd). Subsequently, we pass the interference
information to the network layer, which finds the path with the lowest percentage of
interference.

7.2.3 Fault Recovery: Tree Reconstruction

Previously, the nodes executed a naive Bayes classifier that determined the level
of interference on the wireless channel. Next, the nodes build and maintain a tree
topology considering the interference information. To that end, the nodes compute
their weight according to the estimated level of interference and the parent’s weight.
Subsequently, the nodes broadcast beacons informing their weight. Upon reception of
a beacon, each node updates a neighbor table and select the lowest-weight neighbor
as the parent. To sum up, CITT assigns weights to the nodes according to the level
of interference. Afterward, the nodes broadcast their weight information and select
the lowest-weight neighbor as the parent.

CITT assigns the weight of the nodes following the gradient approach. In this
approach, the weight of the nodes is proportional to the hop distance. In this way,
as the nodes are further away from the sink their weight increases. We can achieve
the gradient approach by adding the parent’s weight in each hop. Specifically, CITT
defines the weight of a node (wn) as follow:

wn = mn + wp (7.4)
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where, mn is a metric that determines whether the node is a suitable parent or not,
and wp is the parent’s weight. In CITT, mn is the percentage of interference of the
channel. By following the gradient approach, the nodes always select as a parent a
neighbor that is one hop closer to the sink (i.e., the gradient points to the sink).

Moreover, the nodes broadcast their weight information using beacons. Upon re-
ception of a beacon, the nodes update a neighbor table that includes the address and
the weight of the neighbor. Subsequently, the node selects as the parent the neighbor
with the lowest weight. In other words, the nodes select the path with the lowest
level of interference since the weight of the neighbor is the accumulated level of in-
terference in the path (See Equation 7.4). Additionally, CITT removes stale routes
by eliminating entries of the neighbor table after a particular time.

The nodes periodically broadcast beacons, so, they maintain an updated neighbor
table. In this way, the parent selection is a not ending process. In other words,
the nodes continuously estimate the level of interference and select the routing paths
accordingly. By doing so, the tree topology reacts to the changing wireless conditions.
Suppose that a source of interference (e.g., WiFi or Bluetooth device) is turned on
in the area where we deployed the network. At the end of the window size (e.g.,
when the node has transmitted 10 packets), the node estimates the percentage of
interference of the channel. Subsequently, the node broadcasts a beacon informing
their neighbors of the new channel conditions. Upon reception of the beacon, the
nodes update their neighbor tables and select a new parent. Note that the nodes
select a new parent in response to a change in the level of interference on the channel.
In this way, the nodes are aware of the level of interference of the routes and select
the next hop accordingly. By doing so, CITT builds and maintains a tree topology
that avoids the paths with high levels of interference.

From the previous discussion, it is clear that we maintain an updated status of the
level of interference for each node which is used to compute the most suitable route
towards the sink. When a node experiences an increase in the level of interference,
its neighbors are informed via beacons and they decide to send the packets using an
alternate path. This idea of using alternate paths was inspired by DACA where we
implemented disjoint paths to cope with faulty nodes. Hence, although we did not
implement disjoint paths in CITT the core idea of using alternate paths to cope with
faults was taken from DACA. For this reason, we say that the self-healing frame-
work is a conceptual framework for putting together self-organizing and self-healing
techniques.

7.3 Performance Evaluation Settings

We implement CITT on Contiki, an open-source operating system for low-power and
lossy networks. We select Contiki because it supports a wide variety of microcon-
trollers and provides a wide range of wireless standards, such as 6lowpan, RPL, CoAP,
among others. Moreover, we evaluate CITT on a real testbed composed of 10 nodes:
9 RE-Motes (Zolertia manufacturer) and 1 TelosB/Tmote Sky (Advanticsys manu-
facturer). The TelosB is the source of interference and the RE-Motes run CITT. We
also use the SmartRF transceiver evaluation board by Texas Instruments to observe
the interference pattern. We deployed the nodes along three floors of the Engineering
building at the Pontificia Universidad Javeriana. Figure 7.6 shows the dimensions of
the building and the distribution of the nodes. We compare the performance of CITT
with RPL because it is a state-of-the-art technique for building tree topologies that
has been widely used as a point of comparison [194, 195]. We run comprehensive tests
on the real testbed for CITT and RPL under the same configuration parameters.

Since CITT builds a tree that changes the topology in response to interference
on the channel, we evaluate CITT by introducing a reproducible and well-controlled
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source of interference. Generating such source of interference is not straightforward,
so, we use the approach taken in Ref. [196] where the authors set the CC2420 radio
transceiver in a special mode to broadcast a carrier. In Ref. [197], the same authors
evaluated several MAC protocols (e.g., X-MAC, LPP and CoReDac) using the inter-
ference pattern to identify their weaknesses. Following this approach, we generate a
source of interference by turning on and off the carrier of the TelosB mote. By doing
so, we generate a square waveform that acts as interference. We define the wave
period to be 2 seconds, so, if the carrier is on for 1 second, we say that the level of
interference is 50% as shown in the Figure. We vary the level of interference between
0% (i.e., the carrier is always off) and 100% (i.e., the carrier is always on).

We implement CITT on top of the Rime stack, which provides a set of lightweight
communication primitives such as anonymous broadcast, reliable unicast, neighbor
discovery, link quality estimation, among others [198]. Remember that CITT sends
two types of messages, namely, beacons and data. In this way, we send the beacons
using an identified broadcast that is part of RIME, and the data packets using a
unicast implementation of RIME. Additionally, CITT uses CSMA in the MAC layer
and ContikiMAC [199] for the radio duty cycle. We set the transmission power of the
RE-Motes to 7dBm and the TelosB to 0dBm. Additionally, since channels 15, 20, 25
and 26 are not overlapping WiFi assigned channels, the nodes operate on channel 15
to avoid interference with WiFi devices and obtain reproducible results [200].

7.4 Performance Evaluation Results
We comprehensively evaluate CITT in three stages, namely, the performance of the
interference estimator, evaluation of the power consumption, and performance of the
end-to-end latency and packet reception rate (See Sections 7.4.1, 7.4.2 and 7.4.3,
respectively).

7.4.1 Performance of the Interference Estimator
The primary objective of this Subsection is to evaluate the performance of the naive
Bayes classifier, which estimates the level of interference on the channel. In other
words, we show that the level of interference estimated by the naive Bayes classifier
is close to the real level of interference (See Figure 7.7). Additionally, we determine
the α that maximizes the accuracy of the naive Bayes classifier (See Figure 7.8).

Figure 7.7 shows the estimation of the level of interference, which is done by the
naive Bayes classifier. The x-axis corresponds to the real level of interference on
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Figure 7.7: Estimation of the level of in-
terference by the naive Bayes classifier.

Figure 7.8: Error of the naive Bayes clas-
sifier when varying the level of interference
and α.

the channel; and, the y-axis is the estimated level of interference. We plot the ideal
case with a dashed line and the naive Bayes classifier with a solid line. In the ideal
case, the real level of interference is equal to the estimated level of interference. For
example, if the real level of interference on the channel is 50%, the estimation is also
50%. We compare the ideal case with the naive Bayes classifier. We can see that
both curves are similar and have the same behavior. Moreover, the error (See top of
the Figure) between the ideal case and the naive Bayes classifier is lower than 5%.
So, the level of interference estimated by the naive Bayes classifier is close to the
real level of interference. The standard deviation also is lower than 5%, which means
that our results are consistent. Hence, the naive Bayes classifier estimates the level
of interference on the channel with high accuracy.

Figure 7.8 shows the error of the naive Bayes classifier when varying the level of
interference and α. We mark with a red square the points where the error is lower
than 1%. Additionally, we show on the right side of the Figure the average (avg)
error for each α. We see that the minimum average error is 1.3%, and we obtain it
when α is equal to 0.1. This result indicates that the accuracy of the naive Bayes
classifier is maximum when α is 0.1. Note that the worst average error is 6.3%, and
we obtain it when α is equal to 0.4. However, this low error can be tolerated by a set
of applications. Moreover, most of the points where the error is lower than 1% (red
squares) are located on the right side of the Figure. This means that the naive Bayes
classifier performs better when there are high levels of interference. This is because
there is no loss of packets when the level of interference is within 0% and 50% (See
Figure 7.4). So, in this interference interval, the variable ppd (i.e., the percentage of
packets dropped) does not provide additional information to the naive Bayes classifier.
On the contrary, both variables (i.e., the backoff time and the percentage of packets
dropped) provide information when the level of interference is within 60% and 100%.
Consequently, the performance of the naive Bayes classifier is better when there are
high levels of interference.
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Figure 7.9: Power consumption when vary-
ing the window size.

Figure 7.10: CPU power consumption
when varying the window size.

7.4.2 Evaluation of the Power Consumption

We measure the power consumption of the nodes using a Contiki module called Power-
trace [201]. This module estimates the average power consumption for four stages: the
CPU, low power mode (LPM), transmission (TX) and reception (RX). To that end,
Powertrace counts the number of ticks of each stage. We measure the power consump-
tion of the CPU, LPM, TX and RX varying the window size (See Figures 7.9, 7.10
and 7.11). Moreover, we compared the total power consumption of CITT and RPL
(See Figure 7.12).

Figure 7.9 shows the power consumption of CITT when varying the window size.
We plot the power consumption for four modules: the CPU, low power mode (LPM),
transmission (TX) and reception (RX). Remember that the window size is the number
of packets that we use to estimate the level of interference. We vary the window
size with increments of 5 packets and measure the power consumption. The Figure
shows that the total power consumption does not vary significantly with the window
size. Indeed, the average power consumption for the different window sizes is 4.69mW
with a standard deviation of 0.48mW. This small standard deviation confirms that the
window size does not significantly affect the total power consumption. In the following
paragraphs, we analyze the power consumption for the four modules independently.

Figure 7.10 shows the CPU power consumption when varying the window size. We
see that the CPU power consumption decreases as we increase the window size. The
power consumption is inversely proportional to the window size because with a small
window size we execute the naive Bayes classifier frequently resulting in a higher CPU
power consumption. On the contrary, if we use a larger window size, the naive Bayes
classifier is executed less frequently reducing the CPU power consumption. Note that
the difference between the power consumption with a window size of 5 packets and a
window size of 35 packets is less than 0.2mW, so, it is not significant.

Figure 7.11 shows the LPM power consumption when varying the window size. We
see that the LPM power consumption increases with the window size. The power
consumption is proportional to the window size because with a large window size we
execute the naive Bayes classifier less frequently, so, the node can be more time in
low power mode. On the contrary, if we use a smaller window size, the naive Bayes
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Figure 7.11: LPM power consumption
when varying the window size.

Figure 7.12: Comparison of the power con-
sumption for CITT and RPL.

classifier is executed more frequently, and the node is forced to quit the low power
mode. Note that the difference between the power consumption with a window size of
5 packets and a window size of 35 packets is less than 0.1uA, so, it is not significant.

Moreover, the TX and RX power consumption does not vary significantly with the
window size. The average TX power consumption for the different window sizes is
3.21mW with a standard deviation of 0.38mW; and, the average RX power consump-
tion for the different window sizes is 1.20mW with a standard deviation of 0.06mW.
These small standard deviations confirm that the window size does not significantly
affect the power consumptions. Besides, the TX consumes more power than the RX
because of the high transmission power used during the tests: 7dBm.

Figure 7.12 shows the power consumption of CITT and RPL. The total power
consumption is 4.62mW and 1.78mW for CITT and RPL, respectively. So, CITT
consumes slightly more energy than RPL. Again, we discriminate the power con-
sumption of the CPU, low power mode (LPW), transmission (TX) and reception
(RX). Specifically, the CPU consumes 0.21mW and 0.06mW, the LPW 1.1uW and
1.2uW, the TX 3.21mW and 0.20mW, and the RX 1.20mW and 1.51mW, for CITT
and RPL, respectively. The higher CPU power consumption of CITT is because it
estimates the level of interference periodically: once every WS number of packets. So,
CITT runs a naive Bayes classifier once every WS number of packets. On the other
hand, RPL has a light computational load resulting in low CPU power consump-
tion. This is because RPL recalculates routes only when there are inconsistencies
in the network. The higher TX power consumption of CITT is because it period-
ically broadcasts beacons to update the neighbor table. On the other hand, RPL
implements an adaptive beaconing called the Trickle algorithm [173]. It determines
the sending rates of beacons in such a way that it sends control packets more often
when there are network changes; and, it reduces the control traffic rates when the
network stabilizes. The LPM and RX consumption of both mechanisms are fairly
the same. Hence, periodically computing the level of interference on the channel and
periodically sending beacons reduce the network lifetime in CITT. We could improve
the CPU and TX power consumption by computing the level of interference on the
channel and sending beacons only when there are network inconsistencies as in RPL.
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Figure 7.13: End-to-end latency for CITT
and RPL.

Figure 7.14: Packet reception rate for
CITT and RPL.

7.4.3 Performance of the End-To-End Latency and Packet
Reception Rate

We measure the end-to-end latency and the packet reception rate for CITT and RPL,
and compare both techniques (See Figures 7.13 and 7.14). We measure the packet
reception rate by enumerating the data packets with a sequence number and counting
the number of packets lost. On the other hand, we calculate end-to-end latency by
synchronizing the RE-Motes and measuring the time difference between sending and
receiving a packet.

Figure 7.13 shows the end-to-end latency for CITT and RPL. Remember that the
end-to-end latency is the time spent since a data packet is sent from a node until it
reaches the sink. The end-to-end latency is 0.72 seconds and 1.56 seconds for CITT
and RPL, respectively. So, if we use CITT, the data packets reach the sink 2.16 times
faster compared to RPL. Besides, the standard deviation is 0.46 seconds and 2.43
seconds for CITT and RPL, respectively. The standard deviations indicate that the
end-to-end latency in RPL varies significantly between packets, but in CITT the end-
to-end latency remains stable. CITT reduces the end-to-end latency by forwarding
the data packets via the paths with the lowest level of interference. These paths
avoid packet collisions and retransmissions reducing the end-to-end latency. On the
other hand, RPL sends the data packets without taking into account the level of
interference in the forwarding paths. So, the data packets in RPL may suffer from
collisions and retransmissions, which increases the end-to-end latency.

Figure 7.14 shows the packet reception rate for CITT and RPL. We see that the
packet reception rate is 82.7% and 72.4% for CITT and RPL, respectively. In other
words, RPL losses 10.3% more data packets than CITT. As mentioned before, CITT
routes the data packets via the paths with the lowest levels of interference, and RPL
does not take into account the level of interference in the path. So, the data packets
sent by CITT avoid path problems such as collisions and retransmissions. For this
reason, it is more probable that the data packets sent by CITT reach the sink.
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7.5 Chapter Summary

We have proposed a mechanism that runs the four stages of the self-healing framework
called Construction of an Interference-Tolerant Tree topology (CITT). So, CITT im-
plements the complete self-healing framework. Consequently, CITT combines ideas
from our previous Chapters: DGHS (Chapter 4), ICI (Chapter 5), and DACA (Chap-
ter 6). In a nutshell, CITT estimates the level of interference on the wireless channel
and takes routing decisions accordingly. CITT outperforms RPL regarding end-to-end
latency and packet reception rate, at the cost of a slight increase in power consump-
tion.

CITT builds and maintains an interference-tolerant tree by cyclically executing
three steps: information collection, fault detection, and fault recovery. In the first
step, CITT gathers cross-layer information. Specifically, the nodes monitor the back-
off time and number of packets dropped on the MAC layer to decide the path in the
network layer. In the second step, the nodes estimate the level of interference on
the wireless channel by using the backoff time and number of packets dropped as the
input of a naive Bayes classifier. By doing so, the nodes are aware of the level of
interference on the channel and can find a path with a low level of interference. In
the third step, the nodes determine the routing paths by exchanging information re-
garding the level of interference. Specifically, the nodes broadcast beacons with their
weights. We define the weight of a node as the estimated level of interference plus
the parent’s weight. By sending the data packets via the lowest-weight neighbor, the
nodes avoid paths with high levels of interference resulting in a robust tree topology.

The higher power consumption of CITT compared to RPL is due to the periodic
sending of beacons and the periodic computation of the level of interference. As future
work, we plan to include the Trickle algorithm in the CITT implementation to avoid
the periodicity of both actions. Specifically, we plan to use the Trickle algorithm
to send beacons and compute the interference level often when there are network
changes, and reduce the frequency of both actions when the network stabilizes.
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Chapter 8

Conclusions

First of all, we would like to mention that this dissertation would not be possible
without the advice of a team of Professors and the support of a group of Institutions
and Universities. We want to thank them for promoting science and technology, and
for dedicating their lives to support education. We firmly believe that education and
science are the tools to build a bright future. In this final Chapter, we briefly present
the conclusions of our work.

On the one hand, WSNs are deployed in hostile and hazardous locations such as bat-
tlefields, volcanoes, forests, among others. Experience from real-world deployments
shows that nodes’ components can frequently fail due to these severe environmen-
tal conditions [39, 40]. In this way, a node may be malfunctioning because 1) the
hostile environment destructed one of its components; and, 2) it runs out of energy.
Therefore, we address the problem of defective nodes’ components that unexpectedly
fail. On the other hand, comprehensive experimental studies also show that the link
quality varies significantly with time and space [30, 31, 32, 33]. The causes of this
variability are attenuation, multi-path fading, interferences, and radio hardware im-
perfections. Additionally, WSNs operate on unlicensed radio bands that are also used
by technologies such as WiFi and Bluetooth. In this way, there is a large number
of devices transmitting on these unlicensed radio bands, which generates interference
problems. Hence, we also address the problem of unstable wireless channels.

Until now, we have presented the two problems that we address in this disser-
tation: defective nodes’ components and unstable wireless links. We found in the
state-of-the-art that two strategies are widely employed to cope with those problems:
self-organization and self-healing. Hence, we propose a framework whose principal
components are self-organization and self-healing. On the one hand, self-organization
is the nodes’ ability to construct the topology by using no human intervention and
no previous topology knowledge. On the other hand, self-healing is the nodes’ ability
to detect failures and use hardware/software redundancies to recover the network.

We propose a self-healing framework to cope with faulty nodes and unstable wire-
less channels. We divide the self-healing framework into two major components:
self-organization and self-healing. In the self-organization component, we build a
tree topology that determines routing paths towards the sink. In the self-healing
component, the tree topology copes with both types of failures by following three
steps: information collection, fault detection, and fault recovery. In the information
collection step, the nodes determine the current status of the network by gathering
information from the MAC layer. In the fault detection step, the nodes analyze the
collected information and detect faulty nodes/links. In the fault recovery step, the
nodes recover the tree topology by replacing the faulty components with redundant
ones (i.e., backup components). This framework allows a resilient network that re-
covers itself without depleting the network resources.
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We describe the contributions of the self-healing framework. Our principal contri-
bution is the proposal of the self-healing framework. We found in the state-of-the-art
that an open problem in WSNs is its low performance due to faulty nodes/links. Re-
searchers have addressed both problems by proposing numerous self-organizing and
self-healing mechanisms; however, they focus on particular problems and do not pro-
pose a complete solution capable of coping with both problems: defective nodes/links.
Therefore, we propose a complete solution that copes with nodes/links failures: the
self-healing framework. This framework is a complete solution because it does not
assume previous topology knowledge and is capable of building and maintaining a
tree topology. To do so, we divide the self-healing framework into four stages: topol-
ogy construction, information collection, fault detection, and fault recovery. These
stages are executed continuously, one after another, at all times resulting in a resilient
network that recovers itself from nodes/links failures. So, our principal contribution
is the proposal of a complete self-healing framework, which creates a resilient network
that recovers itself from nodes/links failures.

Our second contribution is the proposal of a novel topology construction mechanism
that builds and maintains a tree topology. Numerous mechanisms have been proposed
to construct a tree topology. However, few mechanisms work in a distributed manner
and adapt the tree to the dynamic features of the network. So, our contribution is to
propose a distributed and adaptive algorithm called Dynamic Gallager-Humblet-Spira
(DGHS) that builds and maintains a minimum spanning tree. DGHS is inspired by
the Gallager-Humblet-Spira (GHS) algorithm [41, 42]. The contributions of DGHS
are twofold: first, DGHS extends GHS by repairing the tree when node failures occur;
and, secondly, to the best of our knowledge, this is the first work that evaluates a
GHS-inspired algorithm in a wireless network setting.

Our third contribution is the proposal of a novel information collection mechanism
that gathers specific data from the MAC layer to estimate the level of interference
on the wireless channel. Numerous mechanisms have been proposed to collect infor-
mation and determine the current status of the network. However, to the best of our
knowledge, this is the first work that gathers data from the MAC layer to estimate
the level of interference on the wireless channel. Our contribution is to propose the
backoff time and the number of packets dropped as suitable indicators of interference
on the wireless channel.

Our fourth contribution is the proposal of a novel fault detection mechanism that
analyzes the collected information and detects faulty nodes/links. Numerous mech-
anisms have been proposed to identify the failures in the network. However, to the
best of our knowledge, this is the first work that uses a naive Bayes classifier and
statistical distances to detect defective nodes/links. Our contribution is to propose
the naive Bayes classifier and the statistical distances as fault detectors.

Our fifth contribution is the proposal of a fault recovery mechanism that heals the
tree topology from faulty nodes/links by replacing the defective components with re-
dundant ones (i.e., backup components). Numerous mechanisms have been proposed
to recover the network from failures. However, few mechanisms use disjoint paths
and interference-free paths to heal the topology. Our contribution is to propose the
disjoint paths and the interference-free paths as suitable routes towards the sink.

Our contributions have been published in the following journals and conferences:

� S. Diaz, D. Mendez, and R. Kraemer. A review on self-healing and self-
organizing techniques for wireless sensor networks. In Journal of Cir-
cuits, Systems, and Computers Vol. 28, Issue 5, May 2019; ISSN: 0218-1266.

� S. Diaz, D. Mendez, and M. Schölzel. Dynamic Gallager-Humblet-Spira
Algorithm for Wireless Sensor Networks. In Communications and Com-
puting (COLCOM), 2018 IEEE Colombian Conference on, pages 1-6, 2018.
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� S. Diaz, D. Mendez, and R. Kraemer. ICI — Interference characterization
and identification for WSN. In Wireless Telecommunications Symposium
(WTS), Chicago, IL, pp. 1-7, April 2017.

� D. Mendez, S. Diaz, and R. Kraemer. Wireless Technologies for Pollution
Monitoring in Large Cities and Rural Areas. In the 24th Telecommuni-
cations Forum (TELFOR), Belgrade, pp. 1-6, November 2016.

� S. Diaz and D. Mendez. DACA - Disjoint path And Clustering Algorithm
for self-healing WSN. In Communications and Computing (COLCOM), 2015
IEEE Colombian Conference on, pages 1-5, May 2015.

� S. Diaz and D. Mendez. CITT - Construction of an Interference-Tolerant
Tree Topology using Cross-Layer Information. Submitted to Pervasive
and Mobile Computing Vol., Issue, 2019; ISSN: 1574-1192.

� S. Diaz, D. Mendez, and R. Kraemer. A Multi-Layer Self-Healing Algo-
rithm for WSNs. Submitted to Journal of Circuits, Systems and Computers
Vol., Issue, 2019; ; ISSN: 0218-1266.

� S. Diaz and D. Mendez. Dynamic minimum spanning tree construction
and maintenance for Wireless Sensor Networks. Submitted to Revista
Facultad de Ingenieŕıa - Universidad de Antioquia Vol., Issue, 2019; ISSN: 0120-
6230.
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Appendix A

Permit for Reuse

It is important to mention that we wrote this dissertation using several published
papers. We published these papers in conferences or journals; so, this document is
the result of four years of writing. For this reason, we ask the respective conference or
journal, who is the official holder of the publishing rights, written permission to reuse
the material. The written permissions only are granted for reusing the material in
this dissertation. Hence, we present the permit for reuse in the following paragraphs.

A Review on Self-Healing and Self-Organizing Tech-

niques for Wireless Sensor Networks

Figure A.1 shows the permit for reuse given by the Copyright Clearance Center regard-
ing our published paper A Review on Self-Healing and Self-Organizing Tech-
niques for Wireless Sensor Networks. The license number is 4399371391613.
We also referenced the paper throughout the dissertation as Ref. [1].

DGHS - Dynamic Gallager Humblet Spira Algo-

rithm for Wireless Sensor Networks
Figure A.2 shows the permit for reuse given by IEEE regarding our published pa-
per Dynamic Gallager-Humblet-Spira Algorithm for Wireless Sensor Net-
works. We also referenced the paper throughout the dissertation as Ref. [2].

ICI - Interference Characterization and Identifica-

tion for WSNs
Figure A.3 shows the permit for reuse given by IEEE regarding our published paper
ICI Interference Characterization and Identification for WSNs. We also
referenced the paper throughout the dissertation as Ref. [3].
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Figure A.1: Permit for reuse of Ref. [1].

DACA - Disjoint Path and Clustering Algorithm for

Self-Healing WSNs

Figure A.4 shows the permit for reuse given by IEEE regarding our published paper
DACA - Disjoint Path and Clustering Algorithm for Self-Healing WSNs.
We also referenced the paper throughout the dissertations as Ref. [4].

Wireless Technologies for Pollution Monitoring in

Large Cities and Rural Areas

Figure A.5 shows the permit for reuse given by IEEE regarding our published paper
Wireless Technologies for Pollution Monitoring in Large Cities and Rural
Areas. We also referenced the paper throughout the dissertation as Ref. [5].
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Figure A.2: Permit for reuse of Ref. [2].

Figure A.3: Permit for reuse of Ref. [3].
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Figure A.4: Permit for reuse of Ref. [4].

Figure A.5: Permit for reuse of Ref. [5].
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