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Today organizations are framed by the transformation of the world in a virtual age. This trend is known as the fourth industrial revolution 
or Industry 4.0. Currently, industries must adapt to market changes, such as personalized products, short life cycles, and urgent orders, 
among others. These changes challenge production systems, which makes it not only look for the effectiveness of optimization, but the 
most sought characteristics are reactivity and adaptability. Therefore, the challenge of modern production systems is to maintain control 
over possible changes or disturbances and adapt in real-time. Various production control system approaches proposed to manage the above 
challenges, such as distributed systems, holonic systems, multi-agent systems, etc. These approaches grant autonomy to each of the 
components of the system, which allows decision-making in the event of a disturbance or there is a better route. Here it is possible to find 
a precise method to build technology tools corresponding to technology belonging to the industrial revolution known as Industry 4.0. The 
purpose of this research is to emulate the functionalities of a production control system controlled by a cyber-physical system that reduces 
the degradation resulting from disturbances. The proposed approach is validated in a simulated environment where its reactive nature acts 
and makes decisions avoiding the difficulties that occur in a real environment. By using an experimental protocol is possible to evaluate 
the tool requirements and how they perform to decide the routes and configurations of the production sequences. Through instances and 
experiments, whose complexity will increase, to see how the system performs in each case. In this way, a system reactive to disturbances 
is achieved, which can impact in the production run, and reduce the time lost due to disturbances that appear in the system, using the  
programmed decision entities. Decision entities are a novelty, as are several other components developed meticulously on the job. The use 
of innovative components such as the Digital Twin and the decision rules, which are new and functional for established parameters. Thanks 
to the programming, these elements work together and allow the development of the tool, depending on how they are programmed. As 
mentioned above, it is considered an impactful and innovative work, due to the same programmed structure, since it continues several 
components of Industry 4.0 that work together and establishes a framework of a cyber-physical control system, which emulates a PLC. 
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1. Justification and problem statement 

Due to globalization and dynamic market evolution, production industries have undergone several changes at the 

level of technology, control, reconfigurability and flexibility in manufacturing. The demands and requirements of 

consumers, which articulate the changes through the different industries, impact at a competitive level and so has 

caused that industries handle the same level and processes globally (Leitão, 2008). Given these changes, Companies 
can offer customized and high-quality products, that fit the needs of the different components in the supply chain. 

Considering the above, factories are challenged to respond to this type of demand with a system that responds to these 

requirements. Industries must have the ability to respond to changes or disturbances that occur during the execution 
of production and at the same time, respond efficiently to customer demands. 

  

Production control systems are a way to respond to the explained challenges (Jimenez, Bekrar, Zambrano-Rey, 
Trentesaux, & Leitão, 2017). Production control systems are managing systems constructed under control 

architectures, designed to influence the flow of information to control and monitor the interaction of a manufacturing 

shop floor and the corresponding processes and components (Dilts, Boyd, & Whorms, 1991). Within the various 
existing systems, there is a special class, which is used in the production area, known as distributed production 

systems. These production control systems assume that the entities that are part of the production process interact in 

a way that it generates and establishes a joint, systematic, and global behavior, which evolves from the phenomena 

found in the system (Trentesaux, 2009).  
 

 The previous paragraph refers to the fact, that a production system is the configuration of physical and virtual 

components that jointly seek control of production tasks while respecting global and local objectives (Zambrano, 



2014). Currently, the integration of production systems in organizations is carried out, enabling communication, 

storage, analysis, and processing of information in real-time. It is possible to have adequate scheduling and 
programming, following what is presupposed at different levels, such as planning raw material use, assignment of 

tasks to personnel and accounting of associated costs, among other resources. 

  

That is how, production control systems require, in its configuration and control architectures, a range of standard 
solutions that seek for highly efficient and flexible means, all depending on the requirement in their execution 

(Jimenez, Bekrar, Trentesaux, & Leitão, 2016). These concepts are the basic characteristics that the control 

architecture must have to respond to changes in the market (Zambrano, 2014). The control architectures in a 
production system are defined as the order and behavior of the components that manage the production process and 

ensure that all scheduled tasks are carried out efficiently. For this, its correct functioning is guaranteed, by monitoring 

and reading all occurrences, so that information can be provided (Jimenez et al., 2017). Likewise, to ensure that meets 
expectations, it is required that the system be flexible, understanding it, as a system that allows adaptability in its 

structure, meaning that from all feasible solutions, it provides the optimum. Being adaptable, production processes 

can be more efficient, as they may respond effectively to real-time demands. Similarly, being efficient reconfigures 

and acts coherently and reactively as appropriate, ensuring that the process does not stop or interrupt. 
  

Nevertheless, the control architecture of a production system has several challenges in terms of effectiveness and 

reactivity. The control system can be configured with reactive models to find a local solution in the system. Generally, 
reactive models are conditional protocols or rules, such as potential fields, contract-nets, or priority rules, which are 

ideal when seeking to change control instructions, due to disturbances (Hsieh, 2009). 

 
Among the various problems that reactive decision models have, the lack of predictiveness is one of them, since, 

when reacting to perturbances, the control does not try to foresee future situations by collecting data from machines 

the physical system or products. Similarly, programming problems are found, since the more information the system 

has, the decision-making should be easier, even so, the decision-making time may be longer and deteriorate the 
process, this in case of adding restrictions, various disturbances, or including unrelated objectives. Taking up that the 

more information, the better a decision is made, it is also possible that the system collapses and makes it unable to 

react to uncertainties quickly, making it slow and not dynamic (Cyrille Pach et al., 2014). Nevertheless, these systems 
are highly reliable in terms of performance, efficiency and effectiveness, as long as they are not saturated and are not 

given confusing or inconsistent orders since control can be kept effective and efficient, however, a new problem of 

These Controls lies in their administration, this according to the wishes of the production manager, which generates 
variability in the designs, dynamic (Cyrille Pach et al., 2014), since the design of the controller may vary according 

to people, environments, contexts, etc., what Makes Reactive Decision Making Controls Irregular and Near Custom. 

The latter leads to the fact that an optimal result cannot be guaranteed, so, by default, decision-making is a heuristic 
that allows collaboration to achieve a result, although it is not optimal, but good and close, and prioritizes certain 

restrictions ( Pach, Bekrar, Zbib, Sallez, & Trentesaux, 2012). However, the difficulty of reactive models is their low 

efficiency because they cannot predict changes or problems. Therefore, this dissertation focuses on answering the 

following research question: 
 

How should the control architecture of a cyber-physical production system be like to adapt to 

disturbances and reduces the degradation caused by these changes?  

 

Therefore, the following three sub-questions needed to be answered to contribute within this study are:  

 
1. What should be the structure and behavior configuration of the CPS control architecture to be developed?  

2. What types of disturbances exist, and which ones can possibly be treated by a reactive system?  

3. What are the degradation indicators and what values of this would be admissible? 

 
Carrying out this project would provide a focus for future degree projects that are based on technology tools made 

up of Industry 4.0 components such as Digital Twins and CPS.  This framework would allow this field to further 

developed and encourage more work in the academic field since implementing and working on this type of technology 
is part of the research and interests in which the country and world industries are interested (Zhang et al., 2020). 

Making an impact and reinforcing the research and production of novel elements. 

 
On the other hand, it innovates with the type of elements to be used, since it proposes a unique kind of control 

architecture, as well as making a specialized and detailed construction to configure and integrate a CPS. Thus, 

generating major structures and implementing technological elements and their interaction with the physical 
component. Which will unfold and described to establish a base and methodology in the academic field so it may be 



used in future works.  Since the tools of Industry 4.0 technology is a central theme for many academics around the 

world, as they provide a relevant concept of the behavior and interaction between virtual components in the physical 
world (Zhang et al., 2020). In this way, with this work, an increased number of jobs can be impacted by increasing 

the number of technological elements developed. 

 

Likewise, it contributes with a search and specific analysis of disturbances and events that can impact a production 
system, providing a grouped and detailed list of elements that challenge the construction and programming of the 

control architecture. In this way, it would also be possible to make measurements and experimentation protocols, 

which are a useful tool for evaluating the tool's correct performance and outstanding qualities or attributes assigned. 

2. Background Information  

After three industrial revolutions attributed to mechanization, electricity and IT, the world is about to start a new 

revolution from digitalization. This revolution, called the fourth industrial revolution or Industry 4.0, seeks to 
constitute a current and innovative model to control and organize value chains and thus support, through information 

technologies, along with its tools, the construction of intelligent solutions for all areas of the industry, which respond 

to current need (del Val Román, 2012). Some enabling tools of Industry 4.0 are artificial intelligence, big data, digital 

systems, algorithms in processors, simulation, and digitalization of the world as we know it. Industry 4.0 emphasizes 
the scheduling of current production lines and digitalization as a growing trend, to achieve, through coordination and 

cooperation between systems and people, the optimal means in all possible aspects. 

  
Thus, the fourth industrial revolution’s goal is to organize the current production lines into intelligent  processes 

that operate under the same products. Also, it promotes digitalization to achieve coordination and cooperation between 

systems and people, as a means of the interaction of the physical and virtual world. Digitized systems are the core of 
industry 4.0. Technology is implemented to improve process efficiency and customer response. This may occur in the 

service sector or the production sector. One of the achievements of industry 4.0 is the integration of virtual tools in 

production and manufacturing systems. Hence, productive systems can be controlled and integrated into a horizontal 

network between companies in the supply chain and a vertical network between levels of the same organization. 
Today, integrated systems and communication technology allow resources to play a more important and fundamental 

role throughout the processes (Trentesaux, 2009). However, since we are still in the transformation of industry 4.0, 

there are still opportunities for improvement and adopt these tools in the industry, offering a broad panorama for 
research (Leitão, 2008). 

 

 Although these tools may not be fully adapted to all areas of Industry 4.0 enabling the technology industry, there 
is a technology that allows synchronizing and orchestrating the others. This is known as physical cyber systems (CPS), 

these by definition are physical, virtual engineering systems that, through centralized communication, operate, control 

and integrate all the tasks that are programmed (Rajkumar, Lee, Sha, & Stankovic, 2010).  However, they are 
recognized for having the ability to integrate digital and physical activities, through communication, control, and 

monitoring, since these systems can acquire data and, at the same time, deliver them. This way, they manage to meet 

the market demands and their requirements in real-time (Jimenez, Bekrar, Zambrano-Rey, Trentesaux, & Leitão, 

2017).  Despite being a communication bridge to provide the results, the actions and any eventuality of the production 
line, its correct operation depends on the control architecture. 

  

Within the framework of the CPS, a control architecture must be available. This guarantees the execution of the 
production plan, likewise, it keeps the information in real-time. There is the possibility of being controlled from a 

central system, which manifests and gives rules and guidelines to follow and accomplish. All information comes and 

is delivered to the central communication entity, complying with the pre-established hierarchy. However, this system 
does not differ from the current ones, furthermore, the planning is digitalized and planned virtually. The control 

systems must carry out the decisions that have been taken from the business levels and, likewise, comply with them 

(Cupek, Ziebinski, Huczala, & Erdogan, 2016). In this way, it is expected that, by giving them an action command, 

where through execution, they learn and acquire information about the production processes. 
  

The centralized system allows absolute compliance with the program but does not tolerate disturbances, which can 

lead to the dismissal of these cases. For this reason, on one hand, centralized control approaches are already becoming 
obsolete and intelligent entities in decentralized systems are those that take their place (Ounnar, Naamane, Pujo, & 

M’Sirdi, 2013). On the other hand, every day, the markets demand more personalized products, which meet the quality 

standards and still be subject to low costs. This way, companies must evolve and adapt new technologies, to remain 
competitive and capable of responding to current demands. Hence, the use of more flexible systems is the most 

important advance for the manufacturing industry (Leitão, 2008). Thus, in the search for adaptation, production lines  



 

 

 

Reference Reactive 

Mechanism 

Observations 

Ahmed & Majid, 2019 Biding This paper emphasizes how important it is to have more information for effective decision making, greater control, and better results. So, it is 

important to provide as much information as possible to the model. 

Hsieh, 2018 Contract Nets This work is dedicated to the networks of system restrictions, since it requires analyzing the limitations of the system, to verify compliance and 

thus meet the objective. Network management allows the communication of the system to act appropriately to comply with the restrictions and 

parameters established for the task. 

Jimenez et al., 2017 Priority Rules – 

Potential Fields 

Tambien 

The reactivity of the system is presented as the main element for the achievement of an optimal solution, for the sequences that encounter 

difficulties ahead, although it is a dynamic structure that acts with greater freedom, the amount of information it handles, It allows you to expand 

your repertoire of possibilities and frame them according to the rules you want to comply with. 

Cyrille Pach et al., 2014 Potential Fields This paper proposed a reactive scheduling model for flexible manufacturing systems, that integrates an energy-aware control. The model is 

based on potential fields. 

Zambrano, 2014 Priority Rules This author speaks about two terms, reactive and predictive systems, the latter being more advanced than the former, because they anticipate 

actions that are difficult to foresee, however, it is the activity that gives the ability to improve and project oneself to a better scenario, so tailoring 

a system to be reactive may be even more relevant to your guessing ability. 

Pach et al., 2012 

 

Potential Fields Article based on implementation of heterchical manage approach in a flexible production system. Potential Fields has capacities 

 of flexibility and robustness. In the document demonstrates the resolution capacity of a flexible manufacturing system, this document approves 

the decision capacity of the system, which solves with sufficiency and agility, due to the robustness of the selection operation. 

Chung, Chan, & Chan, 2009 Contract Nets This paper tries the interaction of two rules for an optimal solution for specific problems, it does not foresee, however it reacts and organizes 

the production to fulfill the proposed goals. 

Trentesaux, 2009 Contract Nets Article based on the test and different production control systems, to demonstrate the importance and sufficiency of the controlled systems, 

with decision-making capacity with a profitable purpose for production. It is precious in this document, information systems and communication 

technology, who are the input of decision-making. 

Leitão, 2008 Contract Nets This article is focused on the evolution of production systems and the importance of flexibility in today's systems, since agility and quality are 

needed at the same time, decision-making plays an important role in solving of programming, to avoid falling into rigidity and obsolescence, 

since a non-dynamic system can only boast of little intelligence, while reactive, adaptable systems with a function in solving different 

occurrences such as added programming, damage, disturbances and priority changes They demonstrate adaptability as well as topicality. 
Table 1: Different production control system architectures reactive mechanisms found in the literature 

 

 

 



 

 

begin to use communication through more flexible control systems (Kovalenko, Tilbury, & Barton, 2019). Control 

agents interact hierarchically with the production, this is how they can learn from it and solve what is necessary to 
fulfill the task of production without needing to be told how to do it. 

  

Control agents are used to carrying out what is established in a control architecture.,. These are part of the link 

between the interaction and cooperation of the physical and digital states. Control agents, as the name implies, control 
what is assigned by their architecture and carry out the implementation of manufacturing, dealing with a purely 

technological scenario and focused on the principles of Industry 4.0. This way, it is understood that multiple agents 

are implemented in decentralized control, giving freedom to improve the response capacity of the systems in the 
production lines (Kovalenko et al., 2019). The use of tools such as robots, which fulfill the role of the physical 

interface in digital communication, promotes the benefit of their autonomy and that, despite receiving an order to 

comply, they have conceptual freedom to develop a solution. This scenario is developed in case of encountering 
disturbances in the production line. 

  

Allowing control agents to act immediately within the control architecture means that the problem is not a major 

cause, but an improvement of the process. For this reason, several architectures have been proposed to allow all this 
work to be carried out. These are programmed to use multi-agent control strategies. In this way, it has been possible 

to demonstrate that, despite their complexity, more flexible systems become more dynamic (Kovalenko et al., 2019). 

Conversely, control systems, which make use of heterarchy, can locate the control capabilities of decision-makers. 
This results from not only flexible systems but also less complex, thanks to their reactivity (Zambrano, 2014). For 

this reason, having reactive systems, that are capable to degrade disturbances, can be more relevant to continue 

developing and stay ahead of the curve. Likewise, building and comparing these systems yield the change of their 
structure in such a way that they behave and adapt to provide a better solution to current problems, in contrast with 

an inflexible system (Jiménez, 2017). 

 

As can be seen in the Table 1, references are made to reactive mechanisms found in the literature. Likewise, in the 
table there is a column dedicated to the observations for the documents found, making specific reference to the way 

of acting of the mechanisms. All this focuses on mechanisms integrated into control architectures, all this focuses on 

mechanisms integrated into control architectures, since is wanted to have a production control system that makes the 
best decisions. For this, the characteristics and attributes that can be adapted to give special qualities at the time of 

decision making are taken. Therefore, and as it is well known, decision-making is a fundamental element for the 

production control system and to enhance this, access to as much information as possible in the system should be 
given. Also, reactivity and its qualities are highlighted, being a relevant element so that the architecture that is 

established can make the most appropriate decisions to give the best result, depending on the objective that is 

proposed. 
 

Based on the literature found and referenced for this work, stands out the term agility. Among them is agility, the 

main quality attributed to any decision making. It may not be based on a previous calculation, but the control that, as 

a priority, has the making of elections, in a moment must ensure that the flow and the result of the system are not 
affected, avoid bottlenecks and all kinds of problems that may arise, to achieve the best possible result and 

programming. However, is evident that agility is that non-negotiable value so that reactivity can be obtained, if it does 

not react, but is only expected, any problem can be disastrous, for which a manufacturing control system requires, To 
be updated and efficient, it is that its ability to maneuver, be able to solve problems and simply take a route that leads 

the result in the best possible way, under the circumstances. However, to achieve this result, it is necessary to supply 

the system and it turns out that, the more information it has the better it will be processed, since the greater the 
collection of information the greater the decision-making capacity, therefore, the greater control obtaining a more 

agile system. 

3. Objectives 

Design a model of a simulated cyber-physical production system that allows adapting to possible system 
disturbances and seeks to contribute to minimize degradation by those disturbances  

● Make the conceptual design of the simulated cyber-physical reactive production system of flexible 

manufacturing 

● Perform the implementation of the conceptual design proposed in the system of NetLogo simulation, 

considering the structure, behavior and protocols of communication required for the simulated cyber-

physical production system.͘ 

● Implement an experimental protocol of the proposed cyber-physical system, where it is evaluated its 
adaptability to disturbances and the corresponding degradation 



● Compare the measurement of the impact on productivity of the architecture developed in the reactive 

physical cyber system, with respect to results obtained with a system of predictive control only. 

4. Methodology development 

In this process, the Design Thinking methodology was the design tool chosen to build the project. Design Thinking 
(DT) is a methodology that seeks to solve problems through creative ideation (Ahmed & Majid, 2019). In this way, 

its scheme was followed to propose the development of the conceptual design of the cyber-physical system 

architecture. 
 

This methodology consists of five stages, which require the integration of the problem to build a solution. However, 

it starts with a list of all the possible requirements to provide a solution, these are the elements that you want to have 
the result of the elements necessary to achieve it. Then the definition stage is where the information obtained for the 

previous step is limited, giving some parameters to the most important aspects for the behavior of the tool. With all 

this already defined, the project must go to the devising stage, wherefrom the definition, the entities' relationship is 

designed to achieve the correct operation of the tool.  From the design of the basic interaction, the prototyping of the 
tool continues, where all the relevant aspects are established to build a solution, thus generating the construction plans 

that are carried out, a phase that exposes the architecture and components of the solution. The final stage, in which 

the behavior of the solution is evaluated and where it is required to respond to the established needs and requirements, 
thanks to its constant verification and compliance with the stages, leads to the success of the tool.  The activities for 

each stage are in Table 2. 
Stage Activities Objective that contributes to 

respond 

Empathizing Brainstorming, for generate possible requirements. Specific Objective 1 

Defining 

Focus group, to determinate the criteria for evaluate the ideas Specific Objective 1 

 Requirements evaluating 

Define the requirements of the model 

Devising Define the conceptual component and the model behavior Specific Objective 1 

Prototype Define and develop the functionality of agents in the model Specific Objective 2 

Evaluate Develop the experimental protocol  Specific Objectives 3 & 4 

Table 2: Activities for Design Thinking methodology 

4.1. Empathizing: approach the solution through ideas that solve needs. 

The purpose of this stage is to generate ideas that fit the solution of the problem. For that, a Brainstorming was 

carried out, which led to different guidelines and possible requirements to be considered in the elaboration of the 
project. These requirements are considered to apply, and it would be positive to have them for the implementation of 

the model to emulate the CPS. The possible requirements to be used are listed in Table 3. 

 

Once all the requirements considered in the brainstorming are listed, it is easier to group them, see if there are 
repeated ideas, or even if there are complementary ones. In the same way, this allows us to eliminate ideas that would 

harm the process and begin to shape the priorities of what we want to achieve. 

1.1. Defining: Channel the solution through the requirements of the problem 

In this stage, the requirements stated in the empathize stage are evaluated in such a way that the list is condensed 

to have consolidated and real guidelines to follow. This step is very important, since, by reducing the previous list 
and thus achieving a consensus on the priorities that must be integrated into the tool. To evaluate what was established 

in the previous step, it was decided to evaluate by criteria, using a prioritization matrix. These criteria were given a 

weight within the evaluation.  

 
For weights and qualifications assignments, a similar procedure to the market research was set. The technique 

chosen was a focus group, that will be composed of the team, since we are the ones who carry out the project. The 

director of the degree project, to give academic guidance and a more advanced sense of work. Lastly, the members of 
a degree project, that was developed in areas in common with this work, they provide a point of view like a team, but 

with more experience, since they have already finished their project. After the focus group meeting, the selected 

criteria are as follows, along with their resulting weight. 
 



Types of 

requirements 

Requirements 

Non-

functional 

requirements 

Quickness, perform certain activities in a desirable time. 

Easy installation-software on a computer. 

Easy to use, requires that the software allow natural interaction facilitating more intuitive production control. 

Ease of learning, allowing the easy incorporation of new users. 

Flexibility. 

Simple interface, allows a quick reading of the information. 

Color interface, which reduces user eye strain. 

The interface displays information in real time. 

Allow to run a production by the user. 

Provide an interactive user interface. 

Save real time information in a database 

Integrate software with Microsoft Office platform, that facilitate data processing. 

Compliance with international standards. 

Innovation. 

Functional 
requirements 

Integrate a supply chain model to improve product management, throughout the process, this would enlace the 
different actors of the supply chain. 

Generate automatic reports on production, where it is possible to evaluate different relevant indicators for decision 

making. 

Robotics Integration in the CPS manufacturing emulation model. 

The amount of information the HMI displays is adjusted to users’ stress level. 

The software allows control from a specialized app, reporting on real time of interruptions or damage to production 

Have a mixed behavior. 

Reactive behavior 

Rule-based decision 

Different decision components, allowing different programming behaviors depending on software needs. 

Communication between the different software components. 

Agent’s interaction 

Decision-making through machine learning implementation. 

Perform the software integration to an MRP that allows to carry out a control inventory coordination. 

Have a virtual twin. 

Table 3: Requirements produced in brainstorming before evaluation and selection. 

Criterion type Criteria Weight 

Academics 

It fits to the scope expected. 2.5% 

Conforms to the complexity required. 2.5% 

Conforms to the specific objectives set out in the job. 20% 

Contributes to the achievement of the general objective. 20% 

Resources 

Requires viable resources. 5% 

Can be developed in the estimated time. 25% 

Can be developed on NetLogo. 10% 

Impact 
Provides relevance within the frame of the project. 10% 

It is related to Nowadays industry 5% 

Table 4: Weight assigned to the criteria for choosing the requirements 

From the weighting shown in the Table 4, the proposals with a score over 3 were chosen as a requirement, the final 

requirements are shown below together with the score obtained. 
Requirements chosen for the solution development Score 

Easy to use, requires that the software allow natural interaction facilitating more intuitive production control 5.0 

Easy of learning, allowing the easy incorporation of new users 5.0 

Flexibility 5.0 

Quickness, perform certain activities in a desirable time. 5.0 

Simple interface, allows a quick reading of the information. 5.0 

The interface displays information in real time. 3.9 

Compliance with international standards. 4.5 

Reactive behavior. 5.0 

Rule-based decision. 4.3 

Different decision components, allowing different programming behaviors depending on software needs. 4.7 

Easy installation-software on a computer. 3.3 

Communication between the different software components. 4.6 

Allow to run a production by the user. 4.7 

Provide an interactive user interface 4.4 

Agent’s interaction and composed of decisional entities. 4.3 

Innovation. 4.7 

Table 5: Requirements selected from the initial list, according to the rating given 



     Given the results of the weighting matrix, it is established that the above criteria are defined as the requirements 

for the tool to be built in the project. Thus, the final requirements of the model were as follows: 

Given the results obtained from the weighting matrix, as established by the group, there are guidelines and attributes 

with which the project must comply, and which will be a priority in the construction of the solution. 

1.2. Devising: descriptions and relationships of the phases of solution construction 

This section describes the conceptual components of the CPS emulation model, it is composed by decisional 
entities, which communicates between three software’s levels, this configuration allows the system to work and decide 

the ROADMAP for implementation. The proposed model is a set of decisional entities that participated as autonomous 

and reactive units.  

1.2.1.  Decisional entities 

Decisional entities have predetermined behavior that contributed to the reactive and cooperative capacities of the 

system (Jimenez et al., 2017). Each decisional entity contains different properties that allow it to act and be identified. 

It has a) an objective, which includes its way of acting and making decisions, likewise, each one has; b) a decision-
making technique, based on the information they collect; c) parameters that they already have established; finally, it 

has rules and forms specific d) communication with other entities. Below are the specifications for each of the 

properties of the control architecture.  

 
Figure 1: CPS Properties of the agents 

a) The goal is assigned to the entity and can be a location, state, destination even an indicator.  
b) The decision-making technique is the way to achieve a goal, for this, the options are evaluated against each 

other, and the best option is chosen according to the parameters and restrictions previously given. 

c) The parameters are specific information of the entity and can be shared between a group of entities called breeds. 

d) Communication refers that entities will share the value of parameter or goals, if the required.  

Requirement. 1 A control architecture must be reactive system to respond to perturbations and reduce the 

degradation in efficiency. 

Requirement. 2 Software must be easy to use, quickness and easy of learning. Therefore, system require an agile 
and intuitive interaction with the users. Also, the user could customize the production order and 

real time data. 

Requirement. 3 Communication between the software components to evaluate the alternative solutions based on 
rules decision-making technique.  

Requirement. 4 Decisional entities must be implemented to provide flexibility and innovation to the software. 

Requirement. 5 Virtual twin may be developed for support consistent emulation.  



1.2.1.1. Types of decisional entities  

The model has three different types of decisional entities: Global Decisional Entity (GDE), Local decisional entity 
(LDE) and Resource decisional entity (RDE). Each decisional entity is necessary in the reactive model. The definition 

of the decisional entities used concepts proposed by Zambrano Rey (2014). 

 

GDE Global decisional entity: Traditionally, this type of entity tends to be more global and is used to predict, 
coordinate, and optimize elements that are programmed in the tool. However, in this case an adjustment was made 

and makes, it serves to pass information that has been saved from the production order that the user runs. So, the goal 

of this decision entity deals with the information of the production order and its status.  
 

LDE Local decisional entity: These entities are understood as those that oversee completing an activity, being its 

maximum objective. This type of entity is responsible for solving control problems and also manages decisions in 
real-time, this in order to fulfill the assigned objective, for this it requires and has the necessary information to achieve 

its goal, such as the assigned task, list of steps to achieve objectives, such as activities to complete a piece.   

 

RDE Resource decisional entity: Are those entities in charge of manage all resources related to decision making. 
The resources under its control are based on information, as well as the handling of the machines and sensors, as well 

as the times of the operations, location of the machines, distances, status, and capacity of the stations and sequence of 

the pieces. Because of this, its main task is to provide information to LDE and fulfill all the requests they must serve 
and support the system to fulfill the order that it has.  

1.2.2. Software sub systems 

The model is made up of decision entities distributed on three levels. Below are brief descriptions of the way 
decision making entities work, followed by a diagram that graphically shows the levels at which they are found and 

perform their function. 

• HMI: the HMI present the results in real time, which allows the user to be informed of the progress of the 

production by generating a control over it. In addition, being the interface responsible for providing the production 

order to the software.  

• Physical model: The physical model is the emulation environment where the model simulates the real properties 

of the elements, like products, sensors, and machines. 

• Virtual model: The virtual model takes the reactive decisions of software. This model can be defined like a virtual 

twin of physical model, also allows the interaction between the orders levels and code-based architectural body.  

 
Figure 2: General view of CPS model  

Figure 2. is presented as if it were useful for a single case, however, the general view applies to several LDEs and 

RDEs. 

1.2.3. Communication between levels and decisional entities 

The way of acting and relating of the decision entities is represented in the Figure 2. The procedure advances as 

follows. Begins with the input of the user-supplied production order. The production order is saved in a GDE that 

communicates the production order decisional entities that was heard running. The virtual model that obtains the 



information creates virtual and physical LDEs, in the same way, it gives instructions on the RDE decision taken, so 

that the procedure for the activities of the LDE can be started. Finally, in the physical model, the RDEs perform the 
tasks required to fulfill the scheduled order and report the status of the LEDs to the virtual model, ensuring that this, 

in turn, is updated in the HMI, so that the order can be tracked. 

1.3. Solution Prototype  

Likewise, were established appropriate practices to carry out during the project, since they must be respected, to 
affirm that the project complies with the maximum standards in such a way that it complies with international 

standards validating the work. This stage requires some of the previous steps, where the search for literary and 

technical material plays an especially important role, since the desired measures to typify the correct functions of the 
project would not be real or efficient, in fact, if they are not in tune with the real world, if they are not integrated with 

the requirements of the industry and / or technology. For this reason, the parameters and limitations of the project are 

defined together, although during the definition phase the operation of the project is evaluated. As it has been said, 
when working, certain parameters must be considered, these are made up of international standards and norms, which 

can reduce the possibilities of the project, but in the same way, can guide and enrich it. All this comes from a common 

agreement, proposed, and published by the organization responsible for regulations related to electronic matters; IEC, 

which indicates: International Electric Commission, deals with electrical, electronic, robotic, and related technology 
issues. 

 

The IEC has generated different rules and standards that make up an international electronic vocabulary and 
understanding manual, which are required in this case, since these factors are necessary to perform a correct job. 

Within the IEC standards, the standards that open IEC 61131 and IEC 61499, are those that define everything related 

to the most common programming languages, the syntactic and semantic rules, and provide the instructions, tests, and 
means of adaptation of the equipment. Within this set of standards, the fifth places special emphasis on communication 

with a controller of a programmable nature, which refers to the interaction and way of establishing communication 

between a control device and an active device. IEC 61499, for its part, defines a generic architecture and presents 

guidelines for the use of function blocks in distributed industrial process control and measurement systems, in the 
same way, manages to define other guidelines that are made special when following them as design standards for an 

engineering tool, in this case, the requirements for software tools to support engineering tasks are highlighted as well 

as the rules for the development of compliance profiles of its predecessors.  
 

Therefore, you want to take the best of existing models and thus be able to build a tool from them, since, in this 

case, many architectures respond and try to program with significant reaction capabilities. This is why, taking the best 
structures and models used by the industries helps to promote and improve, allowing us to define and tackle the project 

success since there are not many tools and solutions that align with all its purposes and market demands. , which 

changes every second To find a project whose main characteristic is reactivity, it is relevant to take the best of the 
existing literature and thus feel the operation that it should have. Relying on the best turns out to be an ideal context 

where reactivity contains sufficient qualities that contribute to improvement and development (Pach et al., 2012). For 

this reason, structures like Pollux and models like Valenciennes, which promote optimal reactivity and whose best 

qualities can be imitated, give the reason that they are the precursors of absolute change and solution. Therefore, the 
composition of a bounded architecture defined by such examples is believed to be correct. 

 
 

 

 

Figure 3: Virtual model of the Valenciennes Flexible Manufacturing System  



Based on communication and international parameters, as well on the examples mentioned, some common and 

effective tools have to be used, such as programming languages and heuristics that, according to an objective function, 
in this case, reduction of time lost due to disturbances, which is the reason to be reactive, by simulating all the possible 

options and presents a comparison scenario, which leads, if not to the optimal response, to a very close and important 

result (Jimenez et al., 2017).  

 
Also, looking for the best structure to carry out the project, there is the flexible manufacturing system, this is 

chosen because the flexible manufacturing systems of the workshop are where the operations of the work orders take 

place, in these spaces jobs are processed and sequenced, so that they go through the machines that end up delivering 
the product as needed, right here is where disturbances and problems appear and generate delays. These systems are 

suggestive and provoke a search for a result since they present multiple possibilities to execute the works, since they 

allow the generation of a large number of possible sequences, enabling the tool to program different configurations 
that avoid the disturbances and inconveniences of the system. and its structure (Jimenez et al., 2017), since what is 

required is to be able to test a tool which can cope with the different problems that may arise in a complex system like 

this and, likewise, provide an innovative and efficient solution that omits delays rather than the same system and 

structure they generate, allowing to make optimal use of the machines.  
 

 In order to comply with all the necessary standards and vehemently seeking the aforementioned, we want to 

emulate the functions and interest of the Valenciennes model, since, being faithful to this idea allows us to comply 
with many regulations and remain at the forefront of certain functions that are required. However, this model looks 

for reactivity as the main aspect to solve the disturbances in the system and If the control system takes too long to 

react, this results in affecting the production, making the performance not appropriate (Trentesaux et al., 2013). 
Therefore, seeking to comply with agility in production, the system requires a lot of information, since the more 

information available, the system can make better decisions in real-time (Aissani, Beldjilali, & Trentesaux, 2009) for 

which communication of this data becomes essential since a constant comparison of the La output is made for a set 

of input data and that are found in the system, in order to improve the performance of the system (Trentesaux et al., 
2013) therefore, it is essential to comply with communication aspects in the emulation, since without good 

communication between all the agents of the system, it would not be agile nor would it provide an adequate solution. 

 
Being important to define project limits as the structure on which it is based, the choice of programming tools is 

essential too, so, Initially, methods were evaluated, using Python also some using certain technology provided by 

CTAI, the industrial automation technology center, by its acronym. Thus, it was opted for NetLogo, among all the 
possibilities evaluated, and for reasons of literature, NetLogo was chosen, because it provides functions directly for 

indirect communication via the environment, suitable for the PF approach. NetLogo is also known to be a rapid 

prototyping proof-of-concept simulator (Cyrille Pach et al., 2014)  
 

The proposed approach is built over three layers: the operation HMI, the virtual, and the physical. The HMI 

contains the screen where all the work instructions must be indicated, this screen is where is based the entire 

relationship between the user and the machines and production, every time that the user only will have to access to 
the menu on the screen, enter the work data and then trust on the program, while he can watch not only machines 

working, but also a Gantt diagram with which is possible to understand how the program is working and how does it 

distribute tasks to give the best performing possible, despite perturbations, delays or whatever could happen. The 
physical phase is about the machines and the structure, already told, Valenciennes structure is made up seven 

machines, which can develop several procedures, some shared, some unique for each machine, they are arranged 

around the rail structure which deliver all the products to the machine in charge of the pieces next action.  In, It is 
controlled by the program established by the user on the HMI, and codes solution, which manages all the rails, doors, 

turns, and machines, in such a way that the work be completed and well developed, minimizing the lead time, but 

more importantly, avoiding all the complications that may appear. The virtual phase contains the essence of the tool 

because it is about the code, its function, and purpose, to solve possible sequences and apply better, in addition to 
essential innovative components for the operation of the technology tool build. 

Physical 

RDE  

Functionality in the physical world Virtual 

twin 

Virtual Functionality 

Input sensor Determine the presence of a product in the entity I-
resources 

Determine according to the rules, product's 
rotation direction, when arrived at the 

decision point. Orientator 
actuator 

Perform the turning action determined in the virtual label 

Processing 

actuators 

Identify the presence of the product to be processed in the 

machine 

P-

resources 

Determine the activities that the machine 

will perform on the product, which is in the 

physical entity Machines Perform the tasks indicated by the virtual label. 

Table 6. Parallel of the functionality of RDE in the virtual world vs. the physical world 



Physical LDE  Functionality in the physical world Virtual 

twin 

Virtual Functionality 

Products  Those entities whose goal is a series of tasks presented 

by the RDE. 

Virtual 

products 

Determines the machine that according to 

the decisional rule that is in force and sends 
this information to the physical model 

Table 7. Parallel of the functionality of LDE in the virtual world vs. the physical world 

The decision-making entities descriptions in the software were made from the characteristics of the different 

representations, thus, different breeds were created. The GDE was established as an entity capable of storing the 
production orders' information, provided by the user. After this information is collected, the GDE distributes the data 

to the other identities. The LDEs, by their nature, were defined as products, since these are the ones that must have 

tasks to perform, the goal of this entity in the operations to get done of the product. Finally, the RDEs are distributed 
in different categories according on their functionality, in addition to the fact that the RDEs represented in the physical 

label have a virtual twin, as seen in Table 6.  

   
Figure 4: UML diagram of the functionality and behavior of interactions between layers 

Based on the applied functionality that the decision-making entities have among themselves and the level at which 

each one is, the need to offer specific attributes for decision making and their distribution in the designed model is 

determined. In the Figure 4 presented a UML diagram with the behavior and interaction between the three levels. The 
detailed operation of the model is explained according to the definition of the decision-making entities. 

 

The user is the activator of the program since everything begins with the entry of a purchase order in the system, 
which can contain the same type of product or several. The order is made through the program interface known as the 

HMI. For its part, the interface fulfills its function of communicating the production order that has been carried out, 

this process creates a product, which has an identity and consists of different aspects, such as shape, size, among other 

attributes mentioned in Figure 5, where you can see all the attributes of the breed, according to the phase they are in 
and the way they are related and transformed when they change from being virtual to physical. All this data is on the 

medium that transports the part along the rails of the physical component of the system. 

 
Once the physical product is set in motion, it will stop every time the shuttle reaches an approach sensor the virtual 

component requests the product information, this is loaded in such a way that it then creates a product, thus giving, 

the instructions to follow the product and have your information in the program. At the same time, as the product 
information requested and sent, the sensors involved are activated in the physical system. Once these steps completed, 

the virtual component takes the data from the virtual product to decide the next action to performed on the piece. This 

procedure will be repetitive, every time that it uses the reactivity procedure since it will make decisions when entering 
the information in each of the sensors. 

 

Having the answer to this question, the virtual twin evaluates the rules that must be complied with, since decision-

making is restricted by these, once it is resolved and you have the information about it, it acquires the information 
between the sensor and the machine in the that the action will take place. In this way, the virtual component establishes 



the route to follow on the rails to reach the station where the machine performs its action first. Once the route is 

released, it allows the passage of the product to reach its destination. This is how the virtual component communicates 
with the physical component. From this and after decision-making, a route is created for the part to the machine, all 

this becomes visible in the physical component. Likewise, product movements are created, machine procedures are 

performed, and product and machine information are updated. This involves updating the condition of the machine 

and the products in the system. Starting from the constant renewal of status, the next action focuses on also updating 
the information in the virtual component, and thus achieving a new decision-making status is entered until all the 

procedures established for each piece of information can be completed. the production orders. 

 

 
Figure 5: Entities attributes by layer 

However, there is also a route choice program, for this, there are four rules that restrict decision-making. These 

reduce the program's ability to act, making it faster and more efficient, while reagent, since, if a machine is in use or 

a moving part, the program renews itself to make the best decision and adapts to the possibilities it has.  

 

The first decisional rule deals with distance. This rule looks for the machines that carry out the activity (𝑀𝑔) and 

takes the values of the distance between the sensor and these machines, to finish choosing the smallest. Giving an 

example, rule behavior can be understood as, choosing the shortest path to the machine that performs the required 

action. Here is the formula in the code for this rule: 
 

𝑧 =  𝑀𝑔                𝑔 𝜖 𝑀𝑎𝑐ℎ𝑖𝑛𝑒𝑠 

Equation 1: Decisional rule 1 

The second decisional rule deals with elements of the machines since it considers the state in which they are, 

occupied or not. So the solution works as follows, if a machine that carries out the required activity is busy, then it 

penalizes it by increasing the actual distance from its current position, with the purpose to avoid that the part has to 

wait when there are other empty machines, that can carry out the action.  A penalty is calculated if the machine  is 
occupied as follows, where Ai is binary variable, and P is the penalty. 

  
𝑧 =  𝑀𝑔 + (𝐴𝑔 × 𝑃)         𝑔 𝜖 𝑀𝑎𝑐ℎ𝑖𝑛𝑒𝑠 

Equation 2: Decisional rule 2 

In order to take care of the number of products that go to a machine, there is the third decisional rule, this generates 

a penalty in the same way as rule two, however, in this case, it avoids saturation or a very long queue for one machine, 

so parts are sent to other machines that can perform the same action. and so, waiting times decrease. This rule penalizes 
for the number of products that are already programmed to go to that machine. The equation for this is the equation, 

𝑁𝑔 being the number of machines that go and P₂ the penalty 2. 

 



𝑧 =  𝑀𝑔 + (𝐴𝑔 × 𝑃) + (𝑁𝑔 × 𝑃2)        𝑔 𝜖 𝑀𝑎𝑐ℎ𝑖𝑛𝑒𝑠 

Equation 3: Decisional rule 3 

Finally, the decisional fourth rule deals with cases when a machine is damaged, which causes a delay in its 

production time. Therefore, we seek to avoid all machines that do not work, thus ensuring that all products can be 
finished. If a machine is damaged, it will also be penalized, thus ensuring that it is not chosen under any circumstances. 

Below is the equation by which these actions are taken, where 𝐿𝑔 is binary and 𝑃3 is the penalty. 

 

𝑧 =  𝑀𝑔 + (𝐴𝑔 × 𝑃) + (𝑁𝑔 × 𝑃2) + (𝐿𝑔 × 𝑃3)         𝑔 𝜖 𝑀𝑎𝑐ℎ𝑖𝑛𝑒𝑠 
Equation 4: Decisional rule 4 

When a sensor detects a new LDE, it asks if there is a new work, if it is not it stands still, but in case there is, work 

data allows the code to work and give solutions. First, you must know if the first machine on the road performs the 

necessary action for the job, in case if you make way on the rail ordering the guide to open, otherwise, it is established 
if the next machine (machine two) does the action required, if positive, the counselor gives permission for the product 

to reach the machine. If the product task cannot be carried out between the two closest machines, the decision is made 

from the shortest distance to the machine than if it does the required action. All this behavior is subject to the 
occupation of the machines since it cannot be queued indefinitely either since this is considered a disturbance in the 

case study. It is pertinent to highlight that the first rule is to go to the nearest machine, the second is to go to the nearest 

machine that performs the required task and the third is to go to the nearest machine, which performs the task and is 

more unoccupied. Finally, for the fourth rule, this oversees avoiding machines that are damaged or have problems in 
the execution of their activities, as in other rules, a damaged machine is penalized making the parts avoid it. It  is 

evident that the rules were made in an evolutionary way and contain the previous rules. 

 
All the behavior and interaction between the slides and the information stored, received and updated, is found in 

the Figure 6, this corresponds to the similar pseudocode, which represents all the actions and decision-making found 

in the virtual twin, and using which the program is agile and reactive, in such a way that it manages to avoid the 
disturbances presented in the system when a production order is entered. 

2. Evaluation of Solution behavior  

During the development of the project designed to emulate the Valenciennes model, there are certain restrictions, 

these have been found during the review and evaluation, while others are assigned to demonstrate the correct tool 
operation. Among the restrictions mentioned, those of the model are that directly involve the nature of the emulation 

of the Valenciennes model, these are related to the direct interaction of the process, here it is found that there is a 

machine that cannot be damaged under any circumstance, because it is the only one that performs one of the activities, 
in the event that this machine fails, production would be not only incomplete but delayed, since it would generate a 

bottleneck due to the impossibility of finishing the actions for the pieces.  

 

 
Figure 6: Flow diagram of CPS mechanism 



2.1. Case Study 

The Table 8 describe the activities for each piece, these are represented in the form of the sequence necessary for 

their respective production. The order of the production sequence for each part, as well as the activities carried out 

by each machine, is taken from the Benchmarking work carried out by Damien Trentesaux in his paper (Trentesaux 

et al., 2013).  In addition, can be found the activities performed by each machine. 
Piece  Production Sequence (operations needed)  Machine Activities they perform 

B 7-1-1-1-2-2-5-3-6-8 1 7-8 

E 7-1-1-1-2-2-4-6-8 2 1-2-4 

L 7-1-1-1-5-5-3-3-6-8 3 1-2-3-5 

T 7-1-1-2-4-6-8 4 3-4-5 

A 7-1-1-1-2-4-5-3-6-8 5 6 

I 7-1-1-5-3-6-8 6 None 

P 7-1-1-2-4-6-8 7 1-2-4-5 

Table 8: Sequence of operations for each piece and activities developed by machine. 

2.2. Disturbances  

On the other hand, a fundamental part of the definition of the project are the disturbances. Although they are based 
on those that are more robust or more possible, they have also been selected to demonstrate the correct operation of 

the tool. Appendix A contains all the disturbances considered. The disturbances are eventualities in the physical 

phase, which prevent the correct operation of the original production plan, thus the reactive system must take all the 
information that the system gives, in such a way that, can reorganize the sequence for each order and thus achieve 

reduces the impact of the aforementioned disturbances..  
Type of 

disturbances 

Description  

Delete the 

System 

In this kind are those that can damage the system, leaving it useless and without fix, making impossible to take decisions 

or finish the pieces, since there is no way in which the requested orders could be finish. 

Generate 

Delays 

Delays are generated, whenever the disturbance intervenes in the system or its elements, damaging them or not allowing 

their correct operation, thus prolonging the exit or completion of parts, by having to take less efficient ways to prepare 

the work. 

Minimize 

Capabilities 

Some disturbances do not succeed in delaying the entire system; however, they can intervene to reduce act skill over 

some elements or the system itself, thereby slowing it down, but above all, rendering it incapable of carrying out all of 

its tasks properly. 

Inclusion of 

elements 

For this type of disturbance, more is less, since, by adding new elements, it is possible to intervene in the correct 

operation, it impairs decision-making, and this process can be slower. 

Orders The disturbances given by orders can delay the results of the taking of actions of the system, however, they do not 

generate exemplary damages in the system. 

Table 9: Disturbances families 

There are different types of disturbances that could be chosen for this work these can be divided into different 

groups according to the complications that could generate in the production. The Table 9 contains the disturbances 

families found for this project and the global description of the repercussions of having one on the system. 
 

However, the description of the families is too global to exclude an entire group. Therefore, it was necessary to 

see each topic and evaluate what it could cause. In choosing the disturbances to be used in the project, team analysis 

was regarded. Those considered most useful to the program and making the decision-making more relevant will be 
used so, the operation of the technology tool and all its components can be evaluated, as well as the new decision 

rules and the innovative component that is the Digital Twin. 
Disturbance Definition 

Damaged 
Machine 

When a machine is damaged and is disabled from the system since it is not capable of carrying out any of the activities. 

Discomposed 

Machine 

A machine is out of order in the cases when it is processing an order, it has problems since it can carry out the activity, 

but its processing time is affected, and it is longer than it should be. 

Table 10: Model of Disturbances types 

 

Considering the analysis carried out on all the disturbances and the relationship they have with each other in 
Appendix A, especially with the chosen ones. There is sufficient weight to consider that the disturbances in the 

previous table are the most appropriate to use in the project since they will generate a significant challenge for 

decision-making, as well as for the reactive behavior that will appear in the program. 



2.3. Experimental Protocol  

Below, is the experimental protocol through which it was evaluated that the requirements that were chosen, as well 
as allowing the results of the constructed solution to be observed. The following will show the steps made to 

corroborate the correct operation of the requirements and the tool. Instances are known as the phases in which 

developed experiments are used to evaluate the constructed solution. These progress through levels that correlate with 

the desired complexity. Complexity is a subjective and autonomous measure, where the elements that make up the 
tests increase, which in this case will be disturbances and production runs and parts.  

 

To consider a complexity level, it was decided to establish an index based on the time in the system that each piece 
and run lasts. This index is built by the crew, based on the expected time within the system, based on this premise, 

the number of total activities to developed, the machines to be visited, and a simulated waiting time. In this way, a 

table with the complexity index is constructed. A list can be found with the specifications of the instances in Table 
11. 

Instances Description Number 

of pieces 

B E L T A I P Complexity 

index 

1 Produce one piece from which you need fewer 

activities. 

1 0 0 1 0 0 0 0 4.5 

2 Produce only two pieces, the one from the previous 

instance and one of greater difficulty. 

2 1 0 1 0 0 0 0 10 

3 Produce four pieces, all different types. 4 1 1 0 0 1 0 1 23 

4 Run A production sequence, where four pieces all the 

same type are produced. 

4 0 0 4 0 0 0 0 25 

5 Seven pieces are produced, in a production sequence 

where all possible types of pieces are found. 

7 1 1 1 1 1 1 1 41.5 

6 Nine pieces are produced, in a production sequence 

where all possible types of pieces are found and there 

are two types of which two pieces are made. 

9 1 1 2 1 1 2 1 54 

7 The same production order is done as in the previous 

instance, however, one more part is added, doubling the 

number of pieces of a different type to those already 

duplicated in the previous instance. 

10 2 1 2 1 1 2 1 61.5 

Table 11: Instances 

To show a sample of the experimental protocol and the order to follow, below, you can see the Table 12 that 

contains the instances with their respective experiments. This system is the one that will be used to be able to evaluate 
the tool while increasing the complexity index. 

 

To evaluate the behavior of the project it must be used under the same conditions in the system. for this reason, 
the same experiments are used, for each of the terms, thus being the experiments the conditions in which the 

performance will be evaluated. Below is a list of experiments. 

 

• Experiment A: In this instance, none of the disturbances are involved. Therefore, the program will be able to easily 

decide the routes, trying to avoid queues and delays. 

• Experiment B: For this instance, the first of the disturbances is used, which means that a partially damaged machine 

will be appear in the system so that the tool must avoid it, achieving a better sequence that avoids large delays in 

production. This machine can start functional and get damaged in the process, however, it may only affect the use 
of one of the activities that the machine performs and the others do not. 

• Experiment C: For this occasion, the second disturbance is selected, so a disabled machine will be found for its use 

and configuration of routes, Unlike the previous instance, in this case, the damaged machine will remain in this way 
all the time and will not be able to perform any of the possible actions that are in its capacity. 

• Experiment D: In instance D, the procedure will have the complexity of the sum of instances B and C, thus achieving 

that the system acts with the two types of disturbances, so that it is obliged to reprogram sections and routes. 

 

By following this experimental protocol, it is possible to evaluate all the requirements chosen. For this reason, how 
the tool acts against each of the instances is observed, also is possible to evaluate if it performs effectively according 

to what is desired and established. 

 
 

 

 
 



Instance  Experiments: Disturbance/s Production Run 

Instance 1 Disturbance Absence L 

Machine partially damaged 

Machine damaged  

Machine partially damaged & Machine damaged  

Instance 2 Disturbance Absence B-L 

Machine partially damaged 

Machine damaged  

Machine partially damaged & Machine damaged  

Instance 3 Disturbance Absence B-E-A-P 

Machine partially damaged 

Machine damaged  

Machine partially damaged & Machine damaged  

Instance 4 Disturbance Absence L-L-L-L 

Machine partially damaged 

Machine damaged  

Machine partially damaged & Machine damaged  

Instance 5 Disturbance Absence B-E-L-T-A-I-P 

Machine partially damaged 

Machine damaged  

Machine partially damaged & Machine damaged  

Instance 6 Disturbance Absence B-E-L-L-T-A-I-I-P 

Machine partially damaged 

Machine damaged  

Machine partially damaged & Machine damaged  

Instance 7 Disturbance Absence B-B-E-L-L-T-A-I-I-P 

Machine partially damaged 

Machine damaged  

Machine partially damaged & Machine damaged  

Table 12: Experimental protocol 

3. Results 

Next, is presented the evidence of what happens during experimentation, those aspects that are relevant, and 

presented as results of the project. However, it is important to mention that two different types of results were 

obtained. Although, the most common is to find numerical results, those that are measurable and comparable from 
indicators and measurements. However, there are also theoretical results derived from observing the behavior of the 

tool. Therefore, the results of the elements found during the experimentation are presented below, divided into the 

categories mentioned. 

3.1. Theoretical Results 

The image below summarizes the major result achieved. The construction of the entire cyber-physical model. 

Figure 7 shows a 3D view of the model, where it is possible to see the different elements and products. 

 

 
Figure 7: Virtual model- 3D view 



Among the results obtained, the simulation of a Programmable Logic Controller (PLC) was significant. This PLC 

fulfills the purpose of performing the control and monitoring of the physical model. The PLC was built to operate 
through inputs, which are given by sensors that capture various signals from the environment. Once the information 

of the system signals is received is evaluated, then, the respective decisions are sent to the outputs, so that they activate 

the actuators necessary for the selected action. And so, considering the emulation needs, two types of PLC were 

developed. 
 

The first oversees product processing and contains an input sensor, a realize actuator, an input-production sensor, 
a processing actuator, and the machine. On the other hand, the second one oversees directing the products that are in 

the band and contains an input sensor, realize actuator, an Orientator actuator, and a checking sensor. The functions 

of the sensors and actuators are following: 
 

• Input sensor: detects the presence of a product and activates the realize actuator. 

• Realize actuator: Stops the product until the virtual model decides that it can proceed. 

• Input production sensor: Detects the presence of a product to be produced and activates the processing actuator. 

• Processing actuator: Stops the product from the conveyor belt so that the machine can operate. 

• Orientator actuator: Changes the direction of the conveyor belt at intersections. 

• Checking sensor: Returns to the standard position on the conveyor belt. 
 

 

 
Figure 8: PLC Type 1. Display                                                                             Figure 9: PLC Type 1. Display 

 

 

Figure 10: Automation behavior 

To develop and build the PLC, it was necessary to take into account the type of programming language with which 

they structure, this programming language is known as Ladder and through a Ladder Diagram, it is possible to 
understand how the behavior of the PLC is, how the interaction of the user with the program occurs and how it is 

possible to program a production run. Below is the Ladder diagram of the PLC that was built and included in this 

project. 
 



 
Figure 11: Programmable Logic Controller Ladder Diagram 

On the other hand, within the theoretical results obtained during the project is the construction of a digital twin. 
Digital twins are a widely used representation in the Industry 4.0 environment. This element constitutes a duplicate 

of the physical model of the system, which contains all the attributes that are used, such as sensors, actuators, products, 

and machines. However, in the virtual model, it allows making decisions and evaluating the best option before sending 
the final decision to the physical model. In the same way, it enables the constant flow of information between the two 

models, thus obtaining information on the entire system and the actions that have been done, ensuring that the sensors 

are interconnected at all times, allowing real-time analysis of production. 
 

 
Figure 12: Digital twin 

3.2. Operating Results 

Operating results are a consequence of the use and operation of the tool. Using elements that make up the entire 

program body, it is possible to demonstrate the correct performance of the solution, in addition to showing the 
operation of the program and its development in the system. There is the HMI layer, where you can see each 

production run scheduled. Below, in Figure 13, is a sample of a production run with the HMI view, showing the 

complete system and the movement of products through it.  

 
The diagram below is an HMI representation of the programming developed in the NetLogo. This figure shows 

the physical model that resembles what planned in the case study. In the same way, you can notice the buttons to 

enter a production order, as well as the production order process running, shown in a Gannt chart. 
 



 
Figure 13: HMI layer - Gantt chart 

Through the experimental protocol and with the program enable and working, it was possible to assess that the 
requirements weighted to execute in the tool are met. Using the HMI, indicators and measures, numerical, 

comparable, and statistical results are obtained that corroborate the correct operation of the code. The measures of 

the actions taken in the program's decisions are shown below. 
 

 

Figure 14: Production Time per Instance.                                                      Figure 15:  Average Time per Disturbance 

 

Figure 16:  Production Average Time per Decisional Rule                              Figure 17: Production Time per Complexity levels 

 

Also, within the results obtained, it was possible to measure the behavior of the cyber-physical production system 

facing the development of the predictive control system. A heuristic proposed to get consistent values and results of 
a system that prefers disturbances and could thus avoid them.  

 



As can be seen in the graphs, in previous figures, an experimental protocol was created, in which a difficulty index 

was arise, consistent with the time required in each instance to develop the production sequence generated in each 
case. This behavior explains and proves the calculous of the proposed difficulty index is correlate with the number 

and type of pieces sequenced in the production order. 

 

Likewise, various aspects of the system and the reactive behavior of the virtual tool built can be measured and 
verified. Among these, the variation and comparison of production results with the appearance of disturbances. In 

this way, it can be seen in figure 15, that the system when finding a type B disturbance, doubles the production time, 

while with the appearance of a type disturbance, it increases a little more. This was the behavior expected, since when 
making decisions so that production is not interrupted, sometimes it is necessary to make more extensive tours.  

Likewise, it was possible to compare the behavior of decision rules concerning the time required to finish a production 

sequence, which results in some decisional rules that can more positively affect this aspect of production. However, 
what is relevant and innovative is the correct operation of these new decision rules, configured specially for this case, 

and which under no circumstances allow the system to be interrupted. 

 

Also it can be seen thanks to the closeness of the curves, which in effect reduces the effect of disturbances, since it 
remains very close to the production time without being affected by each instance by any of the disturbances raised, 

the time must vary, however in case of certain damages, the production time could be increased so much, that it 

opened a significant and harmful difference for production. This phenomenon is consistent with the information 
provided by the system in production runs, since the maximum delay difference when disturbances occur is barely 

higher than the average time it takes for a part to search for and develop an activity, for what the reduction of the 

effect of the disturbances, can be considered similar to the time that the system uses so that a piece reaches the 
machine and carry out the process on it. 

 

Although the importance of agility in a system with a tool like the one proposed is already widely explained, it is 

necessary to see how agile the reactive nature of the program is. 
Virtual Decisional 

entities  

Virtual response time (Ticks) Phisical Decisional 

entities 

 Physical response time (Ticks) 

P-resource 2 20 Machine 2 16 

P-resource 3 44 Machine 3 16 

P-resource 4 23 Machine 4 16 

P-resource 5 56 Machine 5 16 

P-resource 6 N/A Machine 6 N/A 

P-resource 7 41 Machine 7 16 

I-resources 8 Intersection entry 16 

Table 13: Response time between decisional entities 

The real-time communication between the different components allows a report of states update of the physical 

system without delay. Above is the assessment of agility for decision making.  When applying the decision rules in 

the intersection entry points, as can be seen in Table 13, the virtual model has a response time of 8 ticks for any 
product. Likewise, the processing time decision in the virtual model has an average response time of 36,8 ticks in P-

resources. On the other hand, in the physical model, the response between all the components, both machines and 

decision points are 16 ticks.  
 

In this way, the completion time in the update of states, the implementation of the decisional rule, and the 

communication between the physical and virtual models is the 32 ticks, which means 1,33 s. Also, the average 
processing time decision making is about 52,8 ticks, which means 2,2 s per activity in machine. The average decision-

making time in the reactive system is 360 ticks this represents 9,6% of the production time for a product. It is possible 

to see there is agility in making reactive decisions, which represents less than 10% in the total production time. 

 
The  Figure 18 demonstrates and compares the behavior of the predictive control system against all project 

scenarios with their configuration and reactive nature. From this comparative graph, we can see the impact of control 

systems on production. In general terms, we can see that the behavior of the reactive system remains very close to 
that of the predictive system. However, there are significant differences, since there is not constant behavior, even 

sometimes the development of production is better for one system or another. Instance 6 is the case in which the 

predicted system achieves its best development compared to the one executed by the reactive system, with its 
sequence execution time being 6.59% less. Even so, in instance number 4, is possible to see the opposite case, where 

the reactive system manages to be 26.44% more efficient compared to what was done by the predictive system. Lastly, 

on average, the reactive system performs better compared to the predictive system, with production time being 
generally 7.29% less than that of the predictive system. 



 

 

 

 

 

 

 
 Figure 18:Comparison of the measurement of the impact on productivity between a cyber-physical system and a predictive control system. 

Comparison of the measurement of the impact on productivity between a cyber-physical system and a predictive control system.



 

 

4. Limitations, conclusions, and recommendations. 

4.1. Conclusions 

The control architecture of a production system has many challenges in meeting the attributes it is expected. Since 

due to the Industry 4.0 revolution, programming expected to have innovative and efficient elements such as being a 

cyber-physical system and containing a digital twin. Likewise, integrating decision rules into the solution that 

contributes to having a reliable and agile system that can make the best decisions with the information obtained from 
the system, thus reducing the degradations caused in real-time, due to disturbances that occur during a production 

run. 

 
Carry on with the previous premise, when you have a control architecture of a cyber-physical production system, 

which aims to adapt to disturbances and reduce the degradation caused by these sudden changes in the system. This 

architecture must be built, respecting the requirements that the solution demands. As in all cases, you must act quickly, 
this being your greatest virtue and to make the program agile and reliable, must integrate decision rules. Decision 

rules are those that allow the program to adapt to reactivity, this being one of the established requirements. Similarly, 

decision rules allow reactivity to act with information from the system environment, and therefore react to 

disturbances, reducing how they affect the system. For this reason, if the system were not reactive or had no decision 
rules, it would not have been possible to respond to the shocks, and the production orders would be affected, it might 

even be impossible to complete them. Within the proposed work is intended to respond to the behavior and structure 

developed on the CPS. Thus, contributing to the understanding of the content of the proposed solution. Thus, for the 
construction of this tool, many requirements were considered.  However, from a focus group, this list was reduced. 

All the requirements selected to add in the structure and behavior of this CPS were included. This to comply with 

what was proposed, having much success with the digital twin and the reactive behavior. Likewise, the inclusion of 
decisional entities and the use of decision-making rules, to achieve a reliable, complete program that solves problems 

that may arise in productions today. Thanks to the fulfillment of these requirements are considered that the tool 

provides a solution and complies with the parameters of what the team had proposed. 

 
Likewise, the following contribution of this work focuses on the disturbances, its definition, and explanation, also 

how they were grouped into disturbances families, according to the type of impact they can have on the system. 

However, this system responds to established disturbances: Total machine damage and temporary damage. The 
restrictions they must have to avoid the group of disturbances that eliminate the system are considered, if the 

functional tool is to be maintained. These are part of some families of disturbances since that meet the characteristics 

of several. Most of them were arranged in a group that minimizes the capabilities of the system and generates delays. 
The program was designed to avoid these delays to solve the lack of capacities from efficient decision-making, 

already in place for the production run. It would be significant to try to attack these groups and solve all the 

disturbances in them, and also, that the system solves them, focusing on the specific problem since several of these 
groups were not considered due to their close relationship with the selected ones. 

 

There are several indicators to measure the degradation that may be caused in the system. These include measures 

such as Makespan, Lead Time, or the average flow time in the system reaction time or reaction agility. Degradations 
are generated by the appearance of disturbances in the system. Given that, there is damage to the machines, whether 

temporary or total, the program must reconsider the route that it had preset for a product, therefore sometimes the 

distances traveled are more extensive than in the ideal case where everything is normal. However, this decision is 
made to decrease degradation and achieve production run in time like that was provided initially. Thanks to these 

indicators and the experimentation protocol, the program achieves to measure and manage the information of the 

production runs and the positive way in which the reactive nature of the program gets to reduce the impact of the 
disturbances. 

 

Likewise, among the main achievements is the creation and implementation of a Digital Twin. The digital twin 

was used to create the best possible scenarios that would allow the reactive nature of the program to be displayed. 
These scenarios presented most efficiently, and through decision rules, it is possible to reach a quick and agile 

decision. These requirements are the ones with the most emphasis since they are an essential part of the program as 

one of the most significant attributes of a CPS. Thanks to the correct use of the digital twin, possible scenarios were 
generated, evaluated under the decision rules, and likewise, the method of choice and decision of the program could 

be evaluated, to result in the best and most efficient route, which it allows to reactively assign the machine to which 

the product should be directed for its next activity and thus, reduce the impact of disturbances in the system when 
carrying out a production run. Without the digital twin, it would not have been possible to evaluate so many scenarios 

and confirm the reactivity of the system when having a disturbance. 



 

 

As previously shown, an experimental protocol was developed, which was consistent with the production time of 

each assigned sequence. However, through this protocol, it was possible to evaluate the operation of the designed 
technology tool and the correct performance of the components that had to interact for the development of production 

orders, such as decisional rules, reactive behavior, and Digital twin. Indeed, these components could be evaluated in 

many respects and corroborated that the tool is functional. 

 
Thanks to the experimental protocol, measures were obtained that made it possible to parallel the functioning of 

the predictive control system compared to the tool developed by the team. In this way, it was possible to give evidence 

of the work of the simulated cyber-physical system with reactive behavior based on decisional agents built. It could 
contribute to production, allowing it not to be interrupted, in addition to reducing the impact generated by the 

disturbances that appear in the system. Managing to have a behavior in which when executing the sequences of the 

production orders it takes less than 7.29% on average to what the predictive system did. 
 

Being one of the priorities that the system was agile, the experimental protocol was useful to evaluate the behavior 

of the decision rules and, thus, to establish the correct operation of the tool, being part of the 4.0 technology, and 

which had within its main qualities are agility. Thus, established that the program has an agile response-time. Due to 
its reactive nature. Since it reacts and processes the decision rules, thus making decisions for an entire sequence, 

which do not represent more than 10% of the total process time. Resulting that it generates decision-making by its 

decisional rules in less than 3 seconds. The reactive nature of the system along the programmed agility for decision 
rules is innovative and has a significant impact on the processing of production orders. 

 

The purposes of this project include comparing and measuring the results of the activity and the control carried 
out by a system of a predictive nature and the project carried out, a cyber-physical system of reactive production. 

Although it is known that both predictive and reactive systems perform the function of reviewing and controlling the 

ongoing production run, in this way, its value is represented in being able to carry out the production run avoiding 

the disturbances that appear. This task can be accomplished through its attributes, where the predictive control system 
can predict disturbances, before creating the route for a production sequence and thus not be affected in its course. 

While the reactive system manages to act and change the production sequence planned from the beginning, at the 

precise moment. The results gave an approach to solve this situation. Given that, there is a stage where are compare 
the predictive system and the reactive system without disturbances. There are no significant differences in these cases 

since neither is consistently more agile than the other since it varies depending on the instance in which it is measured. 

A similar situation to the one that arises if we add disturbances to the reactive cases. However, if the Reactive system 
iterations average is related and compared with the predictive system results, it is obtained that the Reactive system 

is reducing the impact of the perturbations better, since it is mainly below the predictive system values obtained, 

except in one instance. 
 

The results reflect the importance of this work since different components and important aspects were innovated 

and implemented in the construction of the technology tool. Above all, we can emphasize three aspects of the body 

of this project. First, there is the use of a Digital Twin, which is an innovative concept which belongs to Industry 4.0. 
The Digital Twin component works according to the programmed nature of the decision rules proposed to develop 

the function of this component. Likewise, is the structure built considered, since the structure itself has innovative 

aspects, among which are the previously mentioned components since the framework of a cyber-physical control 
system consists of careful work quite relevant to be considered an innovative element, this being the core of the work 

as such. Finally, through the experimental protocol, complete validation of the system and its decisional rules. The 

rules used were new and different from those that were already available in the case of study and literary material 
that was available before carrying out the project. These new rules managed to function adequately when disturbances 

occurred and were effective when evaluating the reactive behavior of the built system. 

 

In the same way, a couple of innovative aspects that were carried out and have an impact on the study and for what 
this work could impact future frameworks are the emulation of a PLC in tools such as NetLogo and the use of industry 

4.0 technologies, like the Digital Twin. Every time, they are interesting proposals, which are also well explained 

throughout the work. However, and as mentioned on previous occasions, the most significant impact of this 
undergraduate work is in the academic field, because it is one of the first works that focus on the development of 

innovative technology tools belonging to Industry 4.0. Likewise, the work is quite demonstrative and descriptive in 

terms of how to develop this type of subject, in such a way that it can serve as a guide for future work and, likewise, 
it will serve as an inspiration for further degree work topics. 



4.2. Limitations 

Regarding the limitations that had to be overcome to carry out this work, the repercussions of the COVID-19 
pandemic are those that most destabilized the pace of work that was taking place and the possible actions that were 

desired to be carried out. Confinement mainly, restricted contact and team meetings, since communication became 

very difficult at first, and many things could not be developed together, but by video calls that strangle the interaction 

of team members, without However, when they were least possible. As for the technical, the limitations focus on the 
computers, since at the time of running the programs, the typical home computers are not as effective or fast as those 

that could have been found in the university facilities. 

 
Similarly, the team had setbacks with the transfer of the CTAI laboratory, since it was intended to organize a 

project with certain additions and since it had problems with the move dates, the project had changes, which made it 

no less interesting, but that generated that certain adaptations were needed to present an equally relevant and 
interesting tool. 

4.3. Recommendations/ Further Work 

For further work, is recommended that reactivity not only be used as the maximum quality in the system, but also 

choose to make it predictive, so that it can make decisions, not on the live, but can avoid it in advance. This idea was 
considered but was rejected for reasons of scope. However, is an interesting quality that would enhance the 

functionality of the tool, providing greater ease and support to manufacturing production systems. As was seen in the 

results, there are still cases in which predictivity, solves the instances better than reactivity, for this reason, it leaves 
evidence of how significant and agile a solution could be that had both attributes. 

 

Likewise, it would significantly contribute that the tool could face new and different disturbances, so adding more 
to the project would generate a much more robust solution. Although, it is important to clarify that many disturbances 

could damage the system and render it obsolete, for this it is advisable to use inference disturbances, including 

studying and choosing new disturbances that may accompany the proposal to make a predictive system. 

5. Appendix 

Table 14 describes de name and content of each appendix.  
Appendix Description  

Appendix A Show a document called Disturbances that provides all the disturbances considered. 

Appendix B Describe the results of the instances. 

Table 14: Appendix description 
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